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FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for standard ization  compris i ng  
a l l  n ational  e l ectrotechn ical  commi ttees  ( I EC National  Comm i ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  q uestions  concern i ng  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic fi e l ds.  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC  publ i shes  I n ternational  Standards,  Techn ical  Speci fi cati ons,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ) .  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC a l so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternational  Organ i zation  for Standard ization  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  possib le,  an  i n ternati onal  
consensus  of opi n ion  on  the  rel evant  sub jects  s i nce  each  techn ical  commi ttee  has  representati on  from  a l l  
i n terested  I EC National  Committees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by  I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  content  of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m is i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Commi ttees  undertake  to  app ly I EC Pub l i cations  
transparen tl y to  the  maximum  exten t possib le  i n  the i r national  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC Pub l i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent certi fi cati on  bod ies  provi de  conform i ty  
assessment services  and ,  i n  some areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es.  

6)  Al l  users  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agents  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  commi ttees  and  I EC  Nati onal  Comm i ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any nature  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cati on .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct  appl i cati on  of th i s  publ i cation .  

9)  Atten ti on  i s  d rawn  to  the  poss ibi l i ty that  some  of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
patent  ri gh ts.  I EC shal l  not  be  hel d  respons ibl e  for i denti fyi ng  any or a l l  such  patent  ri gh ts.  

I n ternational  Standard  I EC 62351 -7  has  been  prepared  by I EC techn ical  committee  57:  Power 
systems  management and  associated  i n formation  exchange.  

Th is  ed i tion  of I EC 62351 -7  cancels  and  replaces  I EC  TS  62351 -7  Ed .  1  publ ished  i n  201 0 .  
Th is  new ed i tion  consti tu tes  a  techn ical  revis ion  and  includes  the  fo l lowing  s i gn i fican t 
techn ica l  changes  wi th  respect to  I EC TS  62351 -7  (201 0):  

a)  NSM  obj ect data  model  reviewed  and  enriched ;  

b)  UML model  adopted  for NSM  objects  description ;  

c)  SNMP protocol  M IBs  trans lation  i ncluded  as  Code  Componen ts.  
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The  text of th is  I n ternational  Standard  i s  based  on  the  fol lowing  documents:  

FDIS  Report  on  voti ng  

57/1 857/FDIS  57/1 885/RVD  

 

Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  I n ternational  Standard  can  be  found  in  
the  report  on  voti ng  i nd icated  i n  the  above  table.  

Th is  document has  been  drafted  i n  accordance  wi th  the  I SO/IEC  D irecti ves,  Part 2 .  

A l i st  of a l l  parts  of the  I EC  62351  series,  under the  general  ti tl e:  Power systems management 
and associated information exchange – Data and communications security,  can  be  found  on  
the  I EC  websi te.  

Th is  I EC standard  includes  Code Components  i . e  components  that are  i n tended  to  be  d i rect l y 
processed  by a  computer.  Such  content i s  any text found  between  the  markers  <CODE  
BEGINS> and  <CODE ENDS>,  or otherwise  is  cl earl y l abeled  i n  th is  standard  as  a  Code  
Component.  

The  purchase  of th is  I EC  standard  carries  a  copyright l icense  for the  purchaser to  sel l  
software  con tain ing  Code Components  from  th is  standard  d i rectl y to  end  users  and  to  end  
users  via  d is tributors,  subject  to  I EC  software  l i censing  cond i ti ons,  wh ich  can  be  found  at:  
h ttp : //www. iec.ch/CCv1 .  

The  Code Components  i ncluded  i n  th is  I EC standard  are  a lso  avai l able  as  e lectron ic mach ine  
readable  fi le  at:  h ttp: //www. iec. ch/publ ic/TC57/IEC_62351 -7.M IBS. l ight. zip.  

The  committee  has  decided  that the  con ten ts  of th is  document wi l l  remain  unchanged  un ti l  the  
stabi l i ty date  i nd icated  on  the  I EC  websi te  under "h ttp: //webstore. iec.ch"  i n  the  data  re lated  to  
the  speci fic document.  At  th is  date,  the  document wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l ingual  vers ion  of th is  publ ication  may be  issued  at  a  l ater date.  

 

IMPORTANT – The 'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct  
understand ing  of i ts  contents.  Users  shou ld  therefore  prin t  th is  document  using  a  
colour printer.  
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POWER SYSTEMS MANAGEMENT AND   
ASSOCIATED INFORMATION  EXCHANGE –  
DATA AND COMMUNICATIONS SECURITY –  

 
Part 7:  Network and  System  Management (NSM)  data object models  

 
 
 

1  Scope 

This  part of I EC 62351  defines  network and  system  management (NSM)  data  object models  
that are  speci fic to  power system  operations.  These  NSM  data  objects  wi l l  be  used  to  mon i tor 
the  heal th  of networks  and  systems,  to  detect possible  securi ty i n trus ions,  and  to  manage the  
performance and  re l i ab i l i ty of the  i n formation  i n frastructure.  The  goal  i s  to  defi ne  a  set  of 
abstract  objects  that wi l l  a l low the  remote  mon i toring  of the  heal th  and  cond i tion  of I EDs  
( I n te l l i gen t E lectron ic Devices) ,  RTUs (Remote  Term inal  Un i ts) ,  DERs  (Distribu ted  Energy 
Resources)  systems  and  other systems  that are  importan t to  power system  operations.  

Power systems  operations  are  increas ing l y re l i ant on  i n formation  i n frastructures,  i ncl ud ing  
communication  networks,  I EDs,  and  se l f-defin ing  communication  protocols .  Therefore,  
management of the  i n formation  in frastructure  has  become crucia l  to  provid ing  the  necessary 
h igh  l evels  of securi ty and  re l iabi l i ty i n  power system  operations.  

The  telecommunication  i n frastructure  that i s  i n  use  for the  transport of te lecontrol  and  
au tomation  protocols  i s  a l ready subject to  heal th  and  cond i tion  mon i toring  control ,  us ing  the  
concepts  developed  i n  the  I ETF  S imple  Network Management Protocol  (SNMP)  s tandards  for 
network management.  However,  power system  speci fic devices  ( l ike  te leprotection ,  
te lecontrol ,  substation  au tomation ,  synchrophasors,  i nverters  and  protections)  need  instead  a  
speci fic solu tion  for mon i toring  thei r heal th .  

The  NSM  objects  provide  mon i toring  data  for I EC protocols  used  for power systems 
(I EC 61 850,  I EC 60870-5-1 04)  and  device  speci fic envi ronmenta l  and  securi ty status.  As  a  
derivative  of I EC  60870-5-1 04,  I EEE  1 81 5  DNP3  i s  a lso  i ncluded  i n  the  l i st of mon i tored  
protocols .  The  NSM  data  objects  use  the  nam ing  conventions  developed  for I EC 61 850,  
expanded  to  address  NSM  issues.  For the  sake  of general i ty these  data  objects,  and  the  data  
types  of wh ich  they are  comprised ,  are  defined  as  abstract models  of data  obj ects .  

I n  add i tion  to  the  abstract model ,  i n  order to  a l l ow the  i n tegration  of the  mon i toring  of power 
system  devices  wi th in  the  NSM  envi ronment i n  th i s  part  of I EC  62351 ,  a  mapping  of objects  to  
the  SNMP protocol  of Management I n formation  Base  (M IBs)  i s  provided .  

The  objects  that are  a l ready covered  by existing  M IBs  are  not defi ned  here  bu t are  expected  
to  be  compl iant wi th  existi ng  M IB  s tandards.  

2  Normative references  

The fol l owing  documents  are  referred  to  i n  the  text in  such  a  way that some or a l l  of thei r 
con ten t consti tu tes  requ irements  of th is  document.  For dated  references,  on l y the  ed i tion  
ci ted  appl i es.  For undated  references,  the  l atest ed i ti on  of the  referenced  document ( i nclud ing  
any amendments)  appl i es.  

I EC TS  62351 -1 ,  Power systems management and associated information  exchange – Data 
and communications security – Part 1 :  Communication network and system security – 
Introduction to security issues  
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I EC TS  62351 -2,  Power systems management and associated information  exchange – Data 
and communications security – Part 2: Glossary of terms  

I EC  62351 -3,  Power systems management and associated information exchange – Data and 
communications security – Part 3: Communication network and system security – Profiles 
including TCP/IP  

I EC  62351 -4,  Power systems management and associated information exchange – Data and 

communications security – Part 4: Profiles including MMS1  

I EC  TS  62351 -5,  Power systems management and associated information exchange – Data 
and communications security – Part 5:  Security for IEC 60870-5 and derivatives  

I EC  TS  62351 -8,  Power systems management and associated information exchange – Data 
and communications security – Part 8:  Role-based access control  

I EC  62351 -9,  Power systems management and associated information exchange – Data and 
communications security – Part 9: Cyber security key management for power system 
equipment  

I EEE  754: 2008,  IEEE Standard for Floating-Point Arithmetic  

I ETF  RFC 2578,  Structure of Management Information Version 2 (SMIv2) ,  Apri l  1 999,  

h ttp: //tools. i etf. org /h tm l /rfc2578  

I ETF  RFC 341 0,  Introduction and Applicability Statements for Internet-Standard Management 
Framework,  December 2002,  h ttp: //tools. i etf. org /rfc/rfc341 0  

I ETF  RFC 341 4,  User-based Security Model (USM)  for version 3 of the Simple Network 
Management Protocol (SNMPv3) ,  December 2002 ,  h ttp : //tools . ietf. org /rfc/rfc341 4  

IETF  RFC 3826,  The Advanced Encryption Standard (AES)  Cipher Algorithm in the SNMP 
User-based Security Model,  June  2004,  h ttp: //www. rfc-ed i tor. org/rfc/rfc3826  

I ETF  RFC 4022,  Management Information Base for the Transmission Control Protocol (TCP) ,  

March  2005,  h ttp: //tools. i etf. org/htm l /rfc4022  

I ETF  RFC 41 1 3,  Management Information Base for the User Datagram Protocol (UDP) ,  J une  
2005,  h ttp: //tools . ietf. org /htm l /rfc41 1 3  

I ETF  RFC 4292,  IP Forwarding Table MIB,  Apri l  2006,  h ttp : //www. rfc-ed i tor.org/rfc/rfc4292  

I ETF  RFC 4293,  Management Information Base for the Internet Protocol (IP) ,  Apri l  2006,  

h ttp : //tools. ietf. org /rfc/rfc4293  

IETF  RFC 4898,  TCP Extended Statistics MIB ,  May 2007,  h ttp: //tools. i etf. org/rfc/rfc4898  

IETF  RFC 51 32,  IP Multicast MIB,  December 2007,  h ttp: //tools . i etf. org /rfc/rfc51 32  

IETF  RFC 5905,  Network Time Protocol Version  4:  Protocol and Algorithms Specification ,  
J une  201 0,  h ttp: //tools. i etf. org /rfc/rfc5905  

IETF  RFC 5590,  Transport Subsystem for the Simple Network Management Protocol (SNMP) ,  

J une  2009,  h ttp: //tools. i etf. org /rfc/rfc5590  
_____________ 

1  Under preparati on .  S tage  at  the  time  of publ i cati on :  I EC CDV 62351 -4: 201 7  
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IETF  RFC 5591 ,  Transport Security Model for the Simple Network Management Protocol 
(SNMP) ,  J une  2009,  http://tools. ietf. org/rfc/rfc5591  

I ETF  RFC 5592,  Secure Shell Transport Model for the Simple Network Management Protocol 
(SNMP) ,  J une  2009,   h ttp: //www. rfc-ed i tor. org/rfc/rfc5592  

IETF  RFC 5953,  Transport Layer Security (TLS)  Transport Model for the Simple Network 
Management Protocol (SNMP) ,  August 201 0,  h ttp: //www. rfc-ed i tor. org /rfc/rfc5953  

IETF  RFC 6347,  Datagram Transport Layer Security Version 1 . 2,  J anuary 201 2,  
http://tools. ietf. org/rfc/rfc6347  

I ETF  RFC 6353,  Transport Layer Security (TLS)  Transport Model for the Simple Network 
Management Protocol (SNMP) ,  J u l y 201 1 ,  http://tools. ietf. org/rfc/rfc6353  

I ETF  RFC 7860,  HMAC-SHA-2 ,  Authentication Protocols in  User-Based Security Model (USM)  
for SNMPv3,  Apri l  201 6,  h ttp: //tools. i etf. org /rfc/rfc7860  

3 Terms and  defin i tions  

For the  purposes  of th is  document,  the  terms  and  defin i tions  g iven  i n  I EC TS  62351 -2  and  the  
fol lowing  appl y.  

I SO  and  I EC main ta in  term inolog ical  databases  for use  i n  standard ization  at the  fol lowing  
addresses:  

•  I EC  E lectroped ia:  avai lab le  at  h ttp : //www.electroped ia.org /  

•  I SO  On l ine  browsing  p latform :  avai lable  at h ttp : //www. iso.org/obp  

3. 1   
Un i fied  Model l ing  Language  
UML 
general -purpose  model ing  language wi th  a  semantic speci fication ,  a  g raph ica l  notation ,  an  
i n terchange format,  and  a  reposi tory query i n terface,  designed  for use  in  obj ect-oriented  
software  appl ications,  i ncl ud ing  those  based  on  technolog ies  recommended  by the  Object  
Management Group (OMG)  

[SOURCE:  I SO/IEC 1 9501 : 2005,  I n troduction ]  

3.2   
Structure  of Management Information  
SMlv2  
adapted  subset of OSI 's  Abstract Syn tax Notation  One,  ASN . 1  used  to  wri te  Management 
I n formation  Base  (M IB)  modu les  (RFC 2578),  wh ich  defines  fundamental  data  types,  an  object 
model ,  and  the  ru les  for wri ting  and  revis ing  M IB  modu les  

[SOURCE:  adapted  from  I ETF  RFC 341 0,  7. 1 ]  

3.3   
Transport Securi ty Model  
Securi ty Model  for the  S imple  Network Management Protocol  for use  wi th  secure  Transport 
Models  i n  the  Transport  Subsystem  

[SOURCE:  adapted  from  I ETF  RFC 5590,  3. 2. 1 ]  
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3.4   
Datagram  Transport Layer Securi ty  
protocol  that provides  communications  pri vacy for datagram  protocols ,  wh ich  a l l ows  
cl ien t/server appl ications  to  communicate  in  a  way that i s  des igned  to  prevent   
eavesdropping ,  tampering ,  or message  forgery 

Note  1  to  en try:  The  DTLS  protocol  i s  based  on  the  Transport  Layer Secu ri ty  (TLS)  protocol  and  provi des  
equ i va lent  secu ri ty guarantees.  

[SOURCE:  adapted  from  IETF  RFC 6347,  abstract]  

3.5   
Protocol  Data  Un i t  
PDU  
data  object exchanged  by protocol  mach ines  (enti ti es)  wi th in  a  g i ven  l ayer,  wh ich  cons ists  of 
both  Protocol  Control  I n formation  (PCI )  and  user data  

Note  1  to  en try:  Th i s  i s  OSI  term inology for "packet" .   

[SOURCE:  I ETF  RFC 1 208,  A  glossary of networking terms]  

3.6   
Protocol  Control  Information  
protocol  i n formation  added  by an  OSI  en ti ty to  the  service  data  un i t passed  down  from  the  
l ayer above,  a l l  together form ing  a  Protocol  Data  Un i t (PDU)  

[SOURCE:  I ETF  RFC 1 208,  A  glossary of networking terms]  

4 Abbreviated  terms and  acronyms 

Add i ti onal  abbreviated  terms  and  acronyms  are  g i ven  in  I EC 62351 -2 .  

Term  Defin i tion  

ASN . 1  Abstract Syn tax Notation  One  

DER Distribu ted  Energy Resource  

DTLS  Datagram  Transport Layer Securi ty 

G IS  Geograph ical  I n formation  System  

IED  I n te l l i gent  E lectron ic  Device  

M IB  Management I n formation  Base  

MMS  Manufacturing  Message  Speci fication  

NSM  Network and  System  Management  

PCI  Protocol  Control  I n formation  

PDU  Protocol  Data  Un i t  

RTU  Remote  Term inal  Un i t  

SMI  Structure  of Management I n formation  

TLS  Transport Layer Securi ty 

TSM  Transport Securi ty Model  

UML Un i fi ed  Model l ing  Language  
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5 Overview of Network and  System  Management (NSM)  

5.1  Objectives  

The i n formation  i n frastructure  in  power operations  cons ists  not on l y of the  communication  
networks,  bu t a lso  of the  data  that i s  exchanged  between  systems,  stored  in  databases,  and  
used  by appl ications  i n  power system  operations.  Th is  i n formation  i n frastructure  i s  not 
typ ical l y treated  as  a  coheren t i n frastructure,  bu t i s  viewed  as  a  d isparate  col lection  of 
communication  channels ,  g roup of d istinct network segments ,  separate  devices,  various  
databases,  and  d i fferent  protocols .  Often  SCADA (Supervisory Control  and  Data  Acqu is i ti on)  
systems  perform  some commun ications  mon i toring ,  such  as  whether connections  are  
avai lab le  to  thei r remote  term inal  un i ts  (RTUs),  and  they fl ag  the  event as  connection  l ost  
when  connections  fa i l .  However,  rea l -time  coheren t,  complete  and  homogeneous  heal th  
status  of the  overal l  i n formation  in frastructure  has  been  m iss ing .  Such  real -time  i n formation  
i n frastructure  heal th  status  can  support  operators  to  detect  and  m i tigate  potential  problems  in  
the  power system .  

Trad i tional l y,  the  i n formation  i n frastructu re  supporting  the  power system  has  not been  
adequatel y mon i tored ,  and  some corrective  control  actions  are  not poss ib le.  The  anal ys is  of 
past major b lackouts  showed  that the  primary reason  beh ind  the  propagation  of such  
b lackouts  after an  i n i ti a l  equ ipment fa i l u re  was  the  lack of cri tical  i n formation  made avai l able  
to  the  ri gh t user at  the  ri gh t t ime.  

I n  the  case  of a  commun ication  network or system  fai l ure,  poss ible  cyber securi ty attack,  or 
other anomalous  s i tuation ,  main tenance  personnel  must be  able  to  i denti fy and  d iagnose the  
cause  of the  problems qu ickly:  wh ich  equ ipment i s  affected ,  where  the  equ ipment i s  l ocated ,  
and  what shou ld  be  done  to  fix the  problem .  Power operators  shou ld  be  rapid l y i n formed  of 
such  an  anomalous  occurrence  in  the  i n formation  i n frastructure.  

D i fferen t organ izations  and  u ti l i ti es  have  d i fferent  needs  in  what in formation  i s  importan t for 
the ir i n formation  networks  and  wh ich  data  shou ld  be  avai l able  to  thei r service  and  
maintenance s taff.  For example,  te lecommun ication  techn icians  are  general l y responsible  for 
tracking  down  any m icrowave or fibre  cable  problems;  te lecommunication  service  providers  
must track thei r networks;  database  adm in istrators  must determ ine  i f data  i s  being  retrieved  
correctl y from  substation  au tomation  systems  or from  geograph ica l  i n formation  system  (GIS)  
databases;  protocol  eng ineers  must correct configuration  errors;  appl ication  eng ineers  must 
determ ine  i f appl ications  have  crashed ,  have  not converged  or are  i n  an  end less  l oop;  cyber 
securi ty staff need  to  know where  and  wh ich  cyber-attack is  affecting  the  network;  and  
operators  must fi l ter ou t through  l arge  amoun ts  of log  data  to  determ ine  i f a  poss ible  “power 
system  problem”  i s  abou t  to  occur.  

Network system  management (NSM)  data  obj ects  defined  in  th is  speci fication  are  speci fic and  
mean ingfu l  for the  power industry and  wi l l  provide  end  devices  heal th  i n formation .  These  NSM  
data  obj ects  support commun ication  network i n tegri ty,  system ,  network and  I ED’s  heal th ,  
I n trus ion  Detection  Systems  ( IDS)  and  fi rewal ls  events ,  and  other securi ty/network 
management relevant in formation .  An  example  h igh  level  arch i tecture  extend ing  a  typ ical  
SCADA in frastructure  of a  power system  wi th  fi rewal ls ,  i n trus ion  detection  systems and  
securi ty mon i toring  objects  is  shown  i n  F igure  1 .  
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Figure 1  – Example  of a  power system  SCADA arch i tecture  extended   
wi th  NSM  Data  Objects  

5.2  NSM  concepts  

5.2. 1  Simple  Network Management Protocol  (SNMP)  

The s imple  network management protocol  (SNMP)  was  developed  by the  I ETF  as  the  protocol  
for transm i tting  Management I n formation  Base  (M IB)  objects  over the  I n ternet.  A M IB  is  a  
database defin ing  h ierarch ica l  data  obj ects ,  wi th  each  object i denti fi ed  by an  obj ect i den ti fi er 
(OID) .  These  data  objects  are  used  to  defi ne  wh ich  i n formation  may be  used  to  mon i tor and  
manage  a  network i n frastructu re.  M IB  objects  are  speci fi ed  in  a  way to  i nd icate  the  s tate  of 
d i fferent equ ipment,  appl ications,  and  systems.  

Many systems  use  SNMP over i n ternal  communication  networks  as  wel l .  Due  to  i ts  popu lari ty 
SNMP is  the  preferred  protocol  to  transm i t M IBs.  However,  other protocols  may be  used  as  
wel l .  

The  I ETF  and  many mainstream  vendors  of network and  system  products  have  developed  
speci fic M IBs  for thei r products,  wi th  the  bas ic assumption  that these  products  wi l l  be  used  
over the  I n ternet or an  I n tranet  based  on  I ETF  technolog ies.  

Al though  some existi ng  M IB  obj ects  are  generic  enough  for typica l  network equ ipment and  
shou ld  be  used  by the  power i ndustry,  many special i zed  M IB  obj ects  are  needed  to  represent  
some of the  very special i zed  equ ipment and  specia l  envi ronments  deployed  in  power system  
operations.  

5.2.2  ISO NSM  categories  

Network management aspects  have  been  organ ized  by the  I SO  7498-4  s tandard  i n to  fi ve  
areas:  

IEC  
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•  Performance management;  

•  Configuration  management;  

•  Accounting  management;  

•  Fau l t management;  

•  Securi ty management.  

Of these  fi ve  areas,  on l y accounting  management i s  not re levant to  th is  s tandard .  The  other 
four areas  are  ei ther d i rectl y or i nd i rectl y i nvolved  i n  power operation  securi ty.  For i nstance,  i f 
an  equ ipment fa i l u re  or a  care less  parameter change  causes  a  degradation  of performance,  
then  the  re l i ab i l i ty of the  power system  operations  may be  affected ;  or a  change in  the  
network configuration  cou ld  resu l t  i n  a  s i ng le  poin t of fa i lu re  that i s  not recogn ized  unti l  that 
fai l u re  occurs ;  or an  undetected  in trusion  may cause  the  violation  of transm ission  time  
constrain ts  requ ired  by time-sens i ti ve  data  exchanges.  

5.2.3  NSM  “data  objects”  for power system  operations  

The NSM  “data  obj ects”  i denti fied  i n  th is  document fi l l  the  gap  between  the  existi ng  SCADA 
communications  mon i toring  and  the  des i red  secure  and  re l i able  i n formation  in frastructure  for 
power system  operations.  “Data  objects”  are  abstract data  e lements  that can  be  subsequentl y 
mapped  to  d i fferen t protocols ,  i nclud ing  I EC 61 850,  I EC  60870-5,  I EC  60870-6  (TASE.2)  as  
wel l  as  SNMP.  

Th is  document also  does  not speci fy the  actions  that cou ld  or shou ld  be  taken  upon  receiving  
an  NSM  a larm  or warn ing :  those  actions  are  cons idered  to  be  device  and  system  
implementation-speci fic  and  are  ou ts ide  the  scope of th is  document.  

5.2.4  Other NSM  protocols  

The NSM  abstract obj ects  defined  i n  th is  document can  be  mapped  in  the  fu ture  toward  other 
protocols .  Th is  add i tional  mapping  man  be  defined  as  a  speci fic  standard  addendum .  

The  I EC  61 850  protocol  can  be  an  example  of fu ture  mapping ,  bu t  a lso  Constra ined  
Appl ication  Protocol  (CoAP)  can  be  cons iderd  for fu ture  mappings.  

The  basic requ irement for a  poss ib le  mapping  i s  that the  protocol  must support the  mapping  
of the  abstract obj ect semantics  i n to  the  data  obj ect semantics  of protocol  i tsel f.   I n  add i ti on ,  i t  
i s  importan t that any mapping  i n to  another protocol  shou ld  a lso  be  supported  by appropriate  
Network Management tools  and  technolog ies.  

5.3  Communication  network management 

5.3. 1  Network configuration  

Typical  network management involves  mon i toring  and  control l i ng  the  commun ication  network 
and  i ts  configuration .  Most vendors  of en terprise- level  network equ ipment provide  some 
degree  of control .  Wherever these  control  capabi l i ties  are  avai l ab le  i n  power system  
operations,  these  capabi l i ti es  shou ld  be  used .  The  fol l owing  are  the  NSM  requ i rements  
re lated  to  mon i toring  and  control l i ng  the  configuration  of a  network.  Conceptual l y,  each  enti ty 
i n  the  network (e i ther a  “network node”  or an  “end  device”  or a  nested  “sub  network”)  wi l l  
con tain  th is  i n formation .  Depend ing  on  the  implementation  and  configuration ,  th is  i n formation  
can  be  “down loaded”  from  another node  or can  be  “au tomatical l y acqu ired” ;  however,  i t  i s  
avai l ab le  for viewing ,  upload ing ,  etc.  

The  fo l l owing  i tems  are  examples  of data  to  be  mon i tored  for network configuration  mon i toring  
and  control l ing .  

•  Network configuration  i n formation ,  i nclud ing  what end  systems are  connected  on  what 
network paths.  Backup and  a l ternative  paths  shou ld  also  be  i ncluded .  Al though  some 
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implementations  cou ld  pre- load  the  configuration  data  obj ects ,  they shou ld  be  vis ible  to  
au thorized  users.  

•  Power cycle  (on/off)  commands  to  network equ ipment.  

•  Reset  command  to  network equ ipmen t.  

•  Establ ish ing  primary and ,  optional l y,  secondary paths  to  each  end  device.  

•  Swi tch ing  commands  to  network equ ipment for chang ing  paths  to  devices.  

•  Setti ng  or updating  the  access  control  l i st  and  Role  Based  Access  Control  (RBAC)  ru les.  

•  Setti ng  parameters  and  sequences  for au tomated  network actions  i n  response to  even t,  
such  as  reconfiguration  of the  communications  network upon  equ ipment fa i l u re.  

•  Speci fic  mappings  towards  mon i toring  and  control  protocol  may not  i ncl ude  some of the  
above data  i n  order to  avoid  dupl icated  and  poss ib l y confl icting  configurations.  

5.3.2  Network backup  

I n  add i tion  to  mon i toring  the  network equ ipment,  i t  i s  crucial  to  determ ine  i f the  network can  
provide  the  performance  i t  i s  des igned  for.  Speci fica l l y,  the  s tatus  of a l ternate  paths  and  
backup equ ipment needs  to  be  mon i tored  to  ensure  that they are  avai lable  to  hand le  fa i l u res,  
degraded  commun ication  l i nks,  and  de l iberate  removal  of the  primary rou tes  for main tenance 
or other purposes.  

The  network backup  mon i toring  requ irements  i nclude:  

•  Determ in ing  the  status  of backup equ ipment,  i nclud ing  the  abi l i ty to  be  au tomatica l l y 
swi tched  to  i t;  

•  Determ in ing  the  status  of a l ternate  communication  l i nks,  i nclud ing  the  avai l ab le  bandwid th  
i f they were  swi tched  to  them ;  

•  Detecting  network equ ipment fa i lovers  to  backup  equ ipment;  

•  Detecting  swi tch ing  to  a l ternate  or backup commun ication  l i nks;  

•  Logg ing  of s tatus  and  times  of a l l  fa i lovers  and  use  of backup equ ipment.  

5.3.3  Communications  fai lu res  and  degradation  

Network management i nvolves  mon i toring  the  state  of the  communications  networks,  primari l y 
for equ ipment and  communication  fa i l u res.  Most enterprise- level  network equ ipment from  
mainstream  vendors  a l ready i ncludes  SNMP M IBs  for mon i toring  these  networks.  However,  
most commun ication  networks  used  i n  power system  operations  do  not use  these  types  of 
mainstream  networking  equ ipment s ince  often  there  i s  no  “network”  i nvolved  – on l y poin t-to-
poin t  l ow-speed  l i nks  between  the  con trol  centre  and  each  substation .  Even  where  networks  
are  involved ,  they are  often  hand led  more  as  sets  of fixed  l i nks  rather than  true  networks.  

Therefore,  i f a  speci fic implementation  i ncludes  mainstream  networking  equ ipment wi th  SNMP 
M IBs  that covers  some of the  fol lowing  i tems,  these  shou ld  be  used  i f poss ib le.  For other 
implementations  and  for i tems  not covered  by mainstream  vendor M IBs,  data  obj ects  need  to  
be  developed .  These  data  objects  can  then  be  implemented  where  appropriate.  

The  commun ication  fai l u re  and  degradation  mon i toring  requ i rements  i nclude:  

•  Detecting  network equ ipment permanen t fa i l u res;  

•  Detecting  network equ ipment temporary fa i lu res  and /or resets;  

•  Detecting  communication  l i nk fai l u res;  

•  Detecting  communication  l i nk degradation  or l ower than  expected  throughput;  

•  Detecting  network routi ng  degradation  or l ower than  expected  throughput;  

•  Logg ing  equ ipment and  commun ication  l i nk fai l u res  and  degraded  cond i tions.  
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5.4 Communication  protocols  

Mon i toring  of the  commun ication  protocols  that  are  be ing  used  over the  network i s  a lso  
cri tical .  Some of th is  mon i toring  can  be  performed  by rou ters ,  gateways,  fi rewal ls  and  other 
systems through  wh ich  the  protocols  are  passed .  However,  some of the  more  detai l ed  
i n formation  must be  col l ected  by the  protocol  stacks,  s i nce  that i s  where  the  knowledge  of 
correct  and  i ncorrect protocol  formation  res ides.  

The  commun ication  protocol  mon i toring  requ irements  i nclude:  

•  Detecting  communication  protocol  vers ion  and  s tatus;  

•  Detecting  m ismatches  of d i ffering  protocol  vers ions  and  capabi l i ties ;  

•  Detecting  tampered /mal formed  protocol  messages;  

•  Detecting  i nadequatel y synchron ized  time clocks  across  networks;  

•  Detecting  resource  exhaustion  forms  of Den ia l  of Service  (DoS)  attacks;  

•  Detecting  buffer overflow DoS  attacks;  

•  Detecting  physica l  access  d isruptions  such  as  loss  or degradation  of connectivi ty;  

•  Detecting  i nval id  network accesses;  

•  Detecting  i nval i d  appl ication  obj ect  accesses/operations;  

•  Supporti ng  broader ab i l i ty to  detect  coord inated  attacks  across  mu l tip le  systems;  

•  Col l ecti ng  statis tica l  i n formation  from  network equ ipment:  

– determ in ing  average  message  del i very times,  s l owest,  fastest,  etc.  

– coun ting  number of messages,  s ize  of messages;  

– coun ting  number of lost messages;  

•  Provid ing  aud i t  l ogs  and  records;  

•  Detecting  appl ication  protocol  timeou ts;  

•  Detecting  i nval i d  sequence  numbers  of appl ication  messages.  

5.5  End  systems management 

Mon i toring  of I EDs  i nvolves  a  combination  of i n ternal  and  external  assessments  of thei r 
heal th .  I n ternal  assessments  can  be  more  precise  i n  detecti ng  anomal ies ,  wh i le  external  
assessments  can  determ ine  thei r s tate  i n  s i tuations  in  wh ich  the  appl ication  or end  system  is  
not capable  of assess ing  i tsel f.  I n ternal  assessments  can  be  performed  by appl ications  wh ich  
d i rectl y hand le  the  data  being  exchanged .  Some other i n ternal  assessments  can  be  performed  
by a  system  watchdog  wh ich  can  assess  the  state  of appl ications.  External  assessments  must 
be  performed  by separate  systems,  such  as  gateways,  proxy servers,  and  routers .  

S ince  the  I EDs  can  be  very d i fferent i n  their appl ications  and  i n  thei r val i d i ty checking  of the  
data  exchanges,  the  actual  mean ing  or causes  of “ inval id  data”  must be  cons idered  a  local  
issue.  

The  fo l l owing  is  a  l i s t of mon i tored  data  from  end  systems:  

•  I nval id  data  detected  by end  device  appl ication ;  

•  I nval id  requests  for data  detected  by end  device  appl ication ;  

•  I nval id  con trol  commands  detected  by end  device  appl ication ;  

•  Val i d  control  commands  ou t of sequence  as  detected  by the  end  device  appl ication ;  

•  Status  of each  appl ication  and/or software  modu le:  s topped ,  suspended ,  runn ing ,  not 
respond ing ,  i nadequate  or i ncons isten t i npu t,  errors  i n  ou tpu ts ,  error s tate,  etc. ;  

•  Status  of a l l  network connections  to  an  end  device,  incl ud ing  avai l abi l i ty,  overloads;  
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•  Status  of any “keep-a l i ve”  heartbeats,  incl ud ing  any m issed  heartbeats ;  

•  Status  of backup or fa i lover mechan isms,  such  as  numbers  and  t imes  these  mechan isms  
were  unavai lable;  

•  Status  of data  reporti ng :  normal ,  not able  to  keep  up  wi th  requests,  m iss ing  data,  etc. ;  

•  Status  of access:  numbers,  t imes,  and  types  of unau thorized  attempts  to  access  data  or 
i ssue  con trols ;  

•  Anomal ies  i n  data  access  (e. g .  i nd ividual  request when  normal l y reported  period ical l y) ;  

•  N umbers  and  times  of a l l  stops  and  s tarts  of systems,  con trol l ers,  and  appl i cations;   

•  Log  of a l l  events,  i nclud ing  type  of event,  t imestamp,  re levant status  or s i tuation ,  
equ ipment or message  iden ti fication ,  etc. ;  

•  Return-to-normal  ind ications  after a l l  fa i l u res,  stops,  unavai l ab i l i ty,  e tc.  

5.6  In trusion  detection  systems ( IDS)  

5.6. 1  IDS  gu idel ines  

I n trus ion  detection  systems mon i tor network communication  packets  and  detect any packet 
that i s  foreign  i n  a  particu lar network.  I DS  shou ld  warn  operators  as  soon  as  an  in trusion  i s  
detected  and  shou ld  i n form  what ki nd  of vu lnerabi l i ty i s  being  explo i ted .  

 

Figure 2  – IDS  Information  exchange  between  appl ications:  
generic communication  topology 

Figure  2  depicts  two  appl ications  attempting  to  exchange  i n formation .  I n  th is  d iagram ,  i n  order 
to  exchange i n formation ,  the  i n formation  needs  to  be:  

•  Transm itted  through  a  local  commun ication  s tack;  

•  Transm itted  from  the  local  communication  s tack on to  a  l ocal  area  network (LAN);  

•  Routed/bridged  i n to  a  wi de  area  network (WAN)  via  an  i n termed iate  system  ( IS);  

•  Received  by a  remote  I S ;  

•  Transm i tted  by the  remote  I S  on to  the  remote  appl ication ’s  LAN ;  

•  Received  by the  remote  appl ication ’s  commun ication  stack;  

•  Del i vered  to  the  remote  appl ication  for process ing .  
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Each  of these  locations  cou ld  provide  i n formation  on  poss ib le  i n trus ion  detections,  i nclud ing  
the  fol l owing  types  of i n tegri ty,  confiden tia l i ty,  avai l ab i l i ty and  non -repud iation  securi ty 
th reats :  

•  Resource  exhaustion  or “s i gn i ficant”  performance impacts  due  to  unexpected l y l arge  
number of messages  being  sen t,  i nadverten tl y or del i beratel y,  wh ich  prevent or de lay 
l eg i timate  messages  from  being  received ;  

•  Buffer overflows,  caused  e i ther by “m istakes”  in  form ing  messages  or by mal icious  attacks 
to  d isrupt system  operations;  

•  PDUs  (packets)  that are  ( i nadvertentl y)  mal formed  or have  been  (de l i berate l y)  tampered  
wi th ;  

•  I n va l id  network access  attempts  by messages  wi th  unauthorized  I P  addresses  or port 
requests ;  

•  I n va l id  appl ication  access  attempts.  

Two bas ic methods  exist for I DSs:  pass ive  observation  techn iques  and  acti ve  securi ty 
mon i toring .  These  are  d i scussed  i n  the  fol lowing  sub  clauses.  

I t  must be  noted  that both  IDS  tech iques  re l y on  the  communication  avai l abi l i ty toward  a  
cen tral  management system ,  that shal l  be  considered  in  the  des ign  of mon i toring  systems.  

5.6.2  IDS:  Passive  observation  techniques  

Passive  observation  techn iques  ( i . e .  requ iring  no  mod i fications  to  the  system ,  communication  
stack,  or appl ication)  requ i re  on l y the  add i tion  of “network based  IDS”  mon i tors  – existing  
equ ipment and  networks  do  not need  to  be  mod i fied ,  thus  making  these  securi ty upgrades  
eas ier and  less  expensive  to  implement.  For th is  reason ,  passive  I DSs  are  the  preferred  
approach  when  cons idering  systems  and  equ ipment wh ich  are  a l ready instal l ed  or wi l l  use  
“non- IDS”  end  equ ipment.  

F i gure  2  i l l ustrates  two pass ive  observation  poin ts  in  the  l ocal  and  remote  networks,  shown  as  
two b lue  ci rcles.  

Pure l y pass ive  IDSs  have  l im i ted  abi l i ty to  detect in trus ions  s i nce  they may not be  “aware”  of 
what  normal  traffic m igh t be  i n  typica l  power system  operations.  However,  i n  add i ti on  to  these  
pass ive  IDSs,  NSM  data  obj ects  can  be  implemented  i n  systems wh ich  house  the  appl ications  
and  commun ication  s tacks,  as  wel l  as  i n  the  in termed iate  systems ( IS)  (see  the  many red  dots  
i n  F igure  2).  These  NSM  data  obj ects  wou ld  provide  add i tional  in tel l i gence  to  determ ine  i f an  
attack i s  underway,  what type  of attack is  taking  p lace,  and  the  time of the  cri tical  even ts.  

The  NSM  data  objects  i n  a  l egacy system  wou ld  s impl y i nclude  avai lable  i n formation  that 
cou ld  be  sent as  add i tional  data  us ing  the  existing  protocols.  Often  th is  data  is  avai lab le  bu t  
e i ther i gnored  or stored  i n  a  l ocal  l og  as  an  “error” .  The  key i s  to  i den ti fy the  important,  bu t  
avai lable  data,  and  provide  i t  to  the  I DS  or to  a  securi ty system .  

5.6.3  IDS:  Active securi ty moni toring  archi tecture  wi th  NSM  data  objects  

Active  securi ty mon i toring  i nvolves  design ing  the  networks  and  the  end  systems  wi th  securi ty 
mon i toring  as  part of the  des ign  cri teria.  Rather than  rel ying  on  what error checking  i s  
avai lable  i n  l egacy systems,  these  systems  include  i n  thei r design  the  ab i l i ty to  i denti fy and  
provide  add i tional  securi ty i n formation  to  a  “securi ty manager” ,  i nclud ing  i n formation  on  
anomalous  even ts,  unau thorized  messages,  data  poss ib l y re lated  to  DoS  attacks,  etc.  

Active  securi ty mon i toring  a l l ows  the  col lection  of i n formation  that a  pass ive  probe cou ld  not 
be  ab le  to  col l ect l i ke  h igh  cpu  usage,  buffer overflow,  certi ficate  c lose  to  expi re  or i nval id  
l ocal  access.  
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The  col l ection  of th is  i n formation  is  i n  charge  of a  speci fic process  runn ing  wi th in  the  I ED.  
Th is  process  col l ects  i n ternal  measures  and  even ts  and  publ ishes  the  re lated  values  as  
re lated  obj ects.  

I n  th is  active  securi ty mon i toring  arch i tecture,  each  l ayer i n  the  protocol  stack (depicted  i n  
F igu re  3  wi th  reference to  I SO/OSI  l evels)  wou ld  mon i tor for possible  securi ty attacks,  and  
many appl ications  wou ld  provide  key error and  fai l u re  data.  A securi ty provider wou ld  manage  
the  NSM  data  obj ects ,  possib l y setti ng  appropriate  thresholds,  l im i ts,  and  other parameters  i n  
order to  fine-tune  the  response to  more  closel y fi t  each  power system  operational  
envi ronment.  Upon  the  detection  of an  anomaly,  the  NSM  data  wou ld  be  sen t to  the  securi ty 
manager for add i ti onal  anal ysis .  The  target of these  i n formation  are  centra l  Network 
Management Systems and  a l l  systems   that need  to  col l ect the  status  and  events .  Operators  
have  d i fferen t respons ibi l i ty and  are  not  supposed  to  be  the  fi rst endup.  

Th is  arch i tecture  is  s im i l ar to  the  SNMP arch i tecture.  However,  th is  does  not impl y that the  
SNMP formats  wi l l  necessari l y be  used  to  transm i t  the  NSM  data:  the  NSM  data  obj ects  wou ld  
be  implemented  us ing  whatever protocol  i s  being  used  for other types  of communications ,  as  
defined  i n  5. 2 . 4 .   

 

Figure 3  – Active securi ty mon itoring  archi tecture  
wi th  NSM  data objects  

5.7  End-to-end  securi ty 

5.7. 1  End-to-end  securi ty concepts  

End-to-end  securi ty encompasses  not on l y de l i berate  attacks  but  a lso  i nadvertent  actions.  

Th is  statement i s  crucia l  to  understand ing  the  scope  of th is  standard .  Al though  some  
defin i tions  of “securi ty”  j ust i nclude  the  protection  of systems against the  del i berate  attacks  of 
terrorists  or cyber hackers,  often  more  damage  i s  done  by carelessness,  equ ipment fa i l u res  
and  natura l  d isasters  than  by those  del i berate  attacks.  Therefore,  i n  th is  s tandard ,  “securi ty”  
covers  a l l  hazards,  i ncl ud ing  del iberate  attacks,  i nadvertent m istakes,  equ ipment fa i l u res,  
software  problems  and  natural  d isasters.  For the  securi ty and  re l i abi l i ty of power system  
operations,  i t  does  not matter whether a  problem  was  caused  by a  de l iberate  attack or by an  
i nadvertent action .  

I n  add i tion ,  many of the  same measures  that cou ld  be  used  against del i berate  attacks  can  be  
used  against i nadvertent  actions.  Therefore,  i t  i s  usefu l  and  cost-effective  to  address  both  
types  of securi ty th reats  wi th  the  same types  of securi ty measures.  
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End-to-end  securi ty en tai l s  a  much  l arger scope  than  j ust the  au then tication  of users  and  the  
securing  of the  protocols.  End-to-end  securi ty i nvolves  securi ty pol icies,  access  control  
mechan isms,  key management,  aud i t  l ogs ,  and  other cri tica l  i n frastructure  protection  issues.  
I t  a lso  entai ls  securing  the  i n formation  i n frastructu re  i tse l f.  

As  d iscussed  i n  I EC  TS  62351 -1 ,  securi ty threat agen ts  i nclude:  

a)  I nadverten t:  Threat  agents  wh ich  may cause  i nadvertent  “attacks”  on  systems:   

•  Careless  users;  

•  Employees  who  bypass  securi ty;  

•  Safety system  fai l ures;  

•  Equ ipment fa i lu res;  

•  Natural  d isasters.  

b)  Del i berate:  Threat  agen ts  wh ich  undertake  del iberate  attacks:  

•  D isgruntled  employee;  

•  I ndustrial  espionage agents ;  

•  Vandals;  

•  Cyber hackers;  

•  Vi ruses  and  worms;  

•  Th ieves;  

•  Terrorists .  

The  key poin t i s  that  the  overal l  securi ty of power system  operations  i s  threatened  not on l y by 
de l i berate  acts  of terrori sm  but by many other,  sometimes  de l i berate,  sometimes  inadverten t  
th reats  that can  u l timate ly have  more  devastati ng  consequences  than  d i rect espionage.  

As  noted  in  I EC TS  62351 -1 ,  securing  protocols  us ing  I EC  62351  essentia l l y provides  
au thentication  and  (for some protocols)  encryption  over the  communications  l ink,  covering  
three  of the  four securi ty requ irements :  avai l abi l i ty,  i n tegri ty,  confiden tia l i ty and  non-
repud iation .  These  very importan t securi ty measures  s ti l l ,  however,  l eave  serious  gaps:   

•  F i rst,  they cover on l y the  protocols  over the  communications  l i nk,  and  do  not address  the  
end  users  and  end  equ ipment.  Masquerad ing  users,  equ ipment fa i l u res  or undetected  
i n trus ions  can  d isrupt operations  even  i f the  data  exchanges  are  conti nu ing  correctl y.  

•  Second ,  they do  not address  den ia l  of service.  Den ia l  of service  can  take  many forms,  
from  s lowed  data  exchanges,  fa i lu res  of equ ipment,  fau l ts  i n  commun ication  paths,  
sporad ic or decreased  avai labi l i ty,  i n terference and  theft.  

Al though  the  main  obj ective  of securi ty measures  may be  to  prevent securi ty attacks,  securi ty 
measures  cannot be  enti re l y preventative.  I f on l y prevention  were  attempted ,  then  when  an  
attacker does  manage to  penetrate  a  periphery,  they wou ld  have  complete  freedom  to  do  
whatever damage they wanted  to.  Therefore,  “preven tion”  of a ttacks  shou ld  be  viewed  as  both  
deterrence  and  delay of a ttacks.  I n  add i tion ,  securi ty protection  needs  to  be  provided  to  
coun ter attacks  that were  not deterred .  

5.7.2  Role  of NSM  in  end-to-end  securi ty 

End-to-end  securi ty i nvolves  far more  than  encryption  or au then tication ,  wh ich  are  the  primary 
securi ty methods.  As  d iscussed  in  I EC  TS  62351 -1  and  shown  in  F igure  4 ,  the  enti re  
i n formation  i n frastructure  must be  made secure  and  re l i ab le  i n  order to  provide  securi ty and  
re l iabi l i ty of power system  operations.  F igure  5  shows the  management of both  the  power 
system  in frastructure  and  the  i n formation  i n frastructure.  
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Figure 4 – Comparison  of NSM  data  objects  wi th  IEC  61 850  objects  

 

Figure 5  – Management  of both  the  power system  infrastructure   
and  the  in formation  infrastructure  

Not al l  of these  securi ty and  re l iab i l i ty requ i rements  can  be  fi l l ed  by NSM ,  bu t many of them  
can  be  improved .  Speci fi ca l l y,  the  fol lowing  functions  can  be  provided  by NSM:  
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•  Mon i toring  the  s tatus  of software  appl ications,  hardware  equ ipment,  and  commun ications.  
Th is  status  mon i toring  can  provide  noti fication  of changes,  such  as  equ ipment fa i lu res,  
abnormal  configuration  changes,  software  “crashes”  or fa i lu res,  temporary communication  
d isruptions,  and  permanent communication  fa i lu res.  

•  Mon i toring  the  performance  of systems and  commun ications.  Th is  performance mon i toring  
can  record  data  traffic  cond i tions,  software  appl ication  performance  changes,  data  
throughpu t changes,  performance resu l ts  from  communication  configuration  changes,  etc.  

•  I n trus ion  detection .  I n  add i tion  to  obvious  i n trus ions,  th is  detection  must  be  sensi ti ve  to  
“normal ”  cond i tions  in  order to  attempt to  detect subtle  changes  i n  cond i tions  wh ich  m igh t 
s ignal  an  i n trus ion .  Th is  i n trus ion  detection  wou ld  u ti l i ze  the  i n formation  from  the  status  
and  performance  mon i toring .  

•  Configuration  management.  The  configuration  of communications  networks  and  equ ipment 
can  be  managed ,  e i ther by establ ish ing  au tomatic changes  based  on  events  (e . g .  m ove to  
backup channel  i f the  primary channel  fa i ls) ,  or by manual l y chang ing  the  configuration ,  
such  as  taking  one  p iece  of equ ipment ou t of service  and  replacing  i t  wi th  another.  

5.8  NSM  requ irements:  detection  functions  

5.8. 1  Detecting  unauthorized  access  

The most bas ic i n trus ion  detection  requ irement i s  to  determ ine  i f an  unau thorized  en ti ty i s  
trying  to  access  the  system .  Th is  requ irement thus  re l i es  on  establ ish ing  wh ich  enti ti es  are  
au thorized ,  and  thereby i nd icati ng  wh ich  enti ti es  are  not au thorized .  

The  NSM  data  objects  requ i red  to  detect unau thorized  access  include  determ ination  that  
unauthorized  user i s  attempting  a  connection  or transm iss ion  of a  message,  based  on  a  l i s t  of 
au thorized  users  of the  connections .  

5.8.2  Detecting  resource exhaustion  as  a  den ial  of service (DoS)  attack 

Typical l y,  the  passive  IDS  can  detect resource  fl ood ing  based  upon  time and/or bandwid th  
consumption  (e . g .  s im i l ar to  a  SYN  fl ood  attack).  Th is  works  wel l  for resource  “unconstrained”  
devices,  bu t not wel l  wi th in  the  I EC domain  where  commun ication  resources  are  l im i ted .  The  
reasons  are  as  fol l ows:  

•  I n  typ ical  networks,  an  I DS  may be  ab le  to  detect a  SYN  flood  attack where  hundreds  or 
thousands  of rapid  SYNs  are  issued  (e. g .  an  attack des igned  to  consume avai l able  TCP  
connections).  However,  i n  I EC domain  networks,  I EC 60870-5-1 04,  I EC 60870-6,  and  
I EC 61 850  devices  do  not support hundreds  or thousands  of connections.  

•  Due  to  the  l ower number of poss ible  connections,  the  timeframe requ i red  for the  
equ ivalent of the  SYN  fl ood  attack has  to  be  shorter,  and  probabl y most  pass ive  I DSs  
wou ld  not be  able  to  detect such  an  attack.  A poss ib le  so lu tion  cou ld  be  to  configure  
these  pass ive  I DSs  based  on  the  expected  resource  capaci ty,  bu t th is  compl icates  the  
configuration  and  maintenance  of the  communication  networks,  s i nce  each  time they 
are  reconfigured ,  the  I DSs  wou ld  a lso  have  to  be  updated .  

•  An  a l ternative  solu tion  i s  to  l et the  network i tsel f d ynam ical l y reconfigure  what m ight  
consti tu te  an  SYN  fl ood  attack.  The  communication  stack and  appl ications  do  have  an  
expl ici t  knowledge of the  resources,  and  th is  expl ici t  knowledge of resources  can  be  
accessed  through  standard ized  NSM  data  objects.  

The  NSM  data  obj ects  requ i red  to  detect resource  exhaustion  attacks  i nclude:  

•  Exceed ing  the  maximum  number of connections  perm i tted  over the  network;  

•  Count of number of connections  actual l y i n  p l ace  over the  network;  

•  Exceed ing  the  maximum  number of connections  wh ich  can  be  i n  use  s imu l taneously;  

•  Count of the  number of connections  in  use  s imu l taneousl y;  

•  Exceed ing  CPU  l oad  l im i ts;  
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•  Exceed ing  memory usage l im i ts .  

Th is  i n formation  must be  col l ected  from  each  device  a long  the  enti re  communication  path  
between  appl ications,  s i nce  d i fferent commun ication  segments  between  nodes  cou ld  be  
affected  and  cause  a  bottleneck.  

5.8.3  Detecting  inval id  buffer access  DoS attacks  

Passive  I DSs  are  not i n trins ical l y able  to  determ ine  whether a  buffer overflow attack i s  
underway.  Th is  i s  especia l l y true  for I EC  61 850  and  I EC  60870-6  TASE. 2 ,  where  the  
appl ication  buffer s ize  is  negotiated  at run time.  However,  the  appl ication/communication  stack 
m ight be  aware  of such  overruns.  Th is  even  appl ies  to  Ethernet buffer i ssues  i n ternal  to  the  
communication  s tacks.  

The  NSM  data  obj ects  requ i red  to  detect bu ffer overflow/underflow  attacks  i nclude:  

•  N umber of buffer overruns;  

•  N umber of buffer under runs;  

•  Aud i t ab i l i ty to  detect wh ich  source  caused  the  buffer overflow/underflow.  

5.8.4  Detecting  tampered/mal formed  PDUs  

Passive  IDSs  can  have  an  abi l i ty to  detect some mal formed  packets.  However,  i t  i s  a lmost 
imposs ible  for passive  IDSs  to  detect a  packet that has  been  tampered  wi th  (e. g .  man- in-the-
m idd le).  Add i ti onal l y,  for more  complex appl ication  level  protocols  (e. g .  I EC 60870-5,  
IEC 61 850,  and  I EC  60870-6  TASE. 2),  pass ive  I DSs  may not have  the  ab i l i ty to  detect a l l  of 
the  poss ib le  mal formations  that cou ld  cause  processing  i ssues.  However,  the  communication  
stack,  appl ication ,  and /or I S  does  have  th is  knowledge,  s ince  they must i n terpret each  packet.  

The  NSM  data  objects  in  th is  category i nclude:  

•  Number of mal formed  PDUs  detected ;  

•  Number of PDUs wh ich  have  been  tampered  wi th ;  

•  Aud i t abi l i ty to  detect wh ich  source  i s  causing  the  tampered/mal formed  PDU .  

5.8.5  Detecting  physical  access  d isruption  

I f a  resource  i s  powered-off or d isconnected  from  the  communication  network,  th i s  represen ts  
the  u l timate  DoS attack,  s ince  physical  restoration  may be  requ i red .  Especial l y i f the  
equ ipment cannot be  tu rned  back on  remotel y,  i t  i s  vi tal  to  be  ab le  to  accuratel y l og  the  time 
of the  power-off/d isconnect even t and  to  corre late  i t  wi th  other events .  

The  NSM  data  objects  requ ired  to  detect physica l  access  d isruptions  i nclude:  

•  Loss  of power to  equ ipment and  time of loss ;  

•  Med ia  d isconnected  and  time of d isconnect;  

•  Power restored  to  equ ipment and  time of restoration ;  

•  Med ia  re-connected  and  time of reconnection .  

5.8.6  Detecting  inval id  network access  

Firewal ls  are  des igned  to  prevent i nval i d  access  to  networks,  particu larl y through  the  use  of 
access  con trol  l i sts  wh ich  perm i t on l y au thorized  I P  addresses  to  pass  through  the  fi rewal l .  
Other fi rewal l  capabi l i ties  i nclude  port  restrictions,  statefu l  fi l teri ng  and  sess ion  management.  

However,  i n ternal  (e. g .  beh ind  a  fi rewal l )  resources  can  be  converted  i n to  ( inadverten t or 
del i berate)  attackers.  I n  many s i tuations,  th is  type  of “conversion”  i s  detectable  by passive  
IDSs.  However,  IDSs  wi th in  a  network may not be  able  to  recogn ize  i nval id  data  exchanges  
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wh ich  take  p lace.  For example,  any protocols  u sed  both  i n ternal l y and  external l y,  such  as  
IEC 60870-6  (TASE. 2)  and  I EC  61 850-7-420  between  control  cen tres  and  other l ocations ,  
cou ld  pass  mal icious  data  from  an  external  source  (wh ich  i s  trusted  on l y for certa in  types  of 
data)  to  an  i n ternal  resource,  where  i t  m igh t be  sen t as  fu l l y trusted  data  to  other i n ternal  
resources.  

Much  of the  protection  for th is  type  of attack wou ld  have  to  be  wi th in  the  actual  appl ications  
wh ich  hand le  the  exchange  of data  between  external  resources  and  i n ternal  resources.  These  
appl ications  shou ld  have  the  knowledge  of what data  is  va l i d  and /or not va l i d .  However,  some 
NSM  data  objects  that mon i tor the  traffic between  appl ications/systems cou ld  ass ist i n  th is  
effort.  

The  NSM  data  obj ects  requ ired  to  he lp  detect inva l id  network access  i nclude:  

•  Unexpected  frequency of traffic between  speci fic appl ications/systems  on  the  network;  

•  Unexpected  volume of traffic between  speci fic  appl ications/systems on  the  network;  

•  Suspicious  data  detected  (vi rus ,  worm ,  or mal formed  data) .  

5.8.7  Detecting  coord inated  attacks  

Coord inated  attacks  across  many substations,  between  control  cen tres  and  to  the  d ispersed  
faci l i ti es  wi th  DERs cou ld  i n fl ict more  damage  than  these  same attacks  m ight cause  i f they 
were  execu ted  at d i fferent times  or p laces.  I f sequentia l  a ttacks  are  underway,  then  i t  cou ld  
be  vi ta l  to  respond  appropriatel y and  i n  a  timel y manner to  the  fi rst attacks  to  m i tigate  the  
impact of the  remain ing  attacks.  

Whether or not speci fic attacks  are  successfu l ,  the  knowledge that they were  coord inated  can  
provide  s ign i ficant cl ues  on  who  caused  them ,  how they were  executed ,  and  why they took 
place.  

Therefore,  a  mechan ism  for the  correlation  of i n formation  needs  to  be  standard ized .  
Conceptual l y,  th is  mechan ism  is  s imple:  a  complete  log  of a l l  s i gn i fican t a larms  and  even ts  
( i nclud ing  even ts  that shou ld  have  taken  place  and  d i d  not occur or fai l ed )  wi th  synchron ized  
and  precise  timestamps.  

The  NSM  data  obj ects  requ ired  to  he lp  detect  coord inated  attacks  i nclude:  

•  I d enti fication  of a l l  commun ication  fa i l u res;  

•  I d enti fication  of a l l  end -system  fai l ures;  

•  I d enti fication  of a l l  DoS  attacks;  

•  T imestamps  wi th  m i l l i second  precis ion  on  a l l  data  obj ects ;  

•  T ime synchron ization  across  a l l  commun ications  and  end  systems.  

5.9  Abstract object and  agent UML descriptions  

5.9. 1  Purpose of UML 

The NSM  obj ect defin i tions  in  th is  s tandard  are  i n tended  to  be  defined  as  “abstract”  wi th  the  
goal  of a l l owing  the  mapping  of the  obj ects  to  d i fferen t protocols.  For th is  reason  the  objects  
are  defined  us ing  UML (Un i fi ed  Model l ing  Language).  

UML is  a  flexib le  and  powerfu l  tool  for obj ect model l i ng  and  i t  i s  a l ready wi del y used  wi th in  the  
I EC for the  development of several  s tandards  (e. g .  CIM  and  I EC  61 850).  

UML supports  the  abstract description  of obj ects  and  at the  same time provides  a  complete  
col lection  of the  i n formation  needed  for the  mapping  to  speci fic  protocols.  I n  other words  the  
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semantics  of abstract obj ects  can  be  defined  using  UML description  tools,  where  each  object 
i s  described  as  a  UML  class  or cl ass  attribu te.  

UML can  be  trans lated  then  i n to  d i fferent real  protocols  notations  (e. g .  SNMP M IBs)  through  
the  adoption  of an  appropriate  semantics  translator that produces  the  speci fic protocol  objects  
semantics  accord ing  wi th  the  ori g ina l  UML description .  

Th is  s tandard  in troduces  the  I EC  62351 -7  UML abstract objects  model  that i ncludes:  

•  The  description  of the  abstract types  as  a  common  l i st  of objects  (UML classes)  that can  
be  reused  i ns ide  d i fferen t  mon i toring  agen ts.  

•  The  description  of the  base  types  associated  wi th  SNMP mapping .  

•  The  description  of abstract classes  provid ing  attribu tes  wh ich  are  common  to  several  
agent defin i tion  cl asses.  

•  Speci fic   mon i toring  agen ts/subagents  wh ich  are  described  as  packages  of cl asses  
each  contain ing  a  set  of attribu tes  that  can  be  speci fic to  the  agen t or i nheri ted  from  
other abstract  classes.  

5.9.2  Abstract types  and  base types  

The  primary obj ecti ve  of th is  standard  is  to  defi ne  and  describe  the  NSM  objects  us ing  an  
abstract notation  that can  a l l ow the  translation  of those  objects  and  thei r semantics  i n to  
speci fic NSM  protocol  objects.  A further objecti ve  i s  the  trans lation  of those  obj ects  in to  
SNMP M IB  objects.  Th is  standard  needs  therefore  the  description  of abstract types  not 
constrained  by the  l im i ts  and  notation  of SNMP wh i l e  sti l l  provid ing  a  set  of base  types  that 
are  compatib le  wi th  the  SNMP standard  types.  

 

Figure 6  – Abstract  types  

Figure  6  depicts  an  example  of some abstract types  showing  the  d i fference between  the  
abstract obj ect name and  the  semantics  of the  base  types  that are  referenced  as  cl ass  
attribute  types.  

The  BaseTypes  package  includes  a  set of cl asses  that respect the  same nam ing  convention  
of SNMP types,  in  order to  a l low the  au tomated  trans lation  of UML attributes  types  in to  SNMP  
types.  However,  the  attribu te  type  that i s  used  i ns ide  the  model  classes  that describe  the  
mon i toring  agen ts  does  not reference the  base  type  d i rectl y.  I nstead ,  the  agent classes  
attributes  reference  the  abstract types.  Each  abstract type  refers  to  base  types  ind i rectl y.  Th is  
a l l ows  a  decoupl i ng  between  the  abstract agen t classes  and  the  SNMP trans lation ,  thus  
perm i tti ng  fu ture  trans lations  to  d i fferen t nati ve  types  of other d i fferent protocols.  

Each  abstract type  is  represen ted  in  the  UML model  through  a  speci fic cl ass  declaration .  The  
name of the  class  i s  in tended  to  be  a lmost sel f-explanatory bu t the  class  description  also  
i ncludes  an  explanation  of the  type  semantics .  For i nstance,  when  an  abstract type  class  has  
the  “Ts”  suffix th is  mean  that the  abstract obj ect wi l l  actual l y provide  a  “value”  of the  object  
and  a  “ timestamp”  to  be  set s imu l taneousl y wi th  the  re lated  value.  For i nstance  a  counter 
obj ect va lue  makes  more  sense  when  the  l ast time when  the  coun ter has  been  incremented  is  
a lso  wel l -known .  Th is  can  be  cons idered  as  impl ici t  bu t the  choice  was  i nstead  to  make i t  
expl ici t  i n  the  class  semantics.  
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The  package “BaseTypes“  con tains  the  defin i tion  of the  type  used  i n  the  defin i ti on  of the  
abstract type  UML classes  attribu tes.   

5.9.3  Enumerated  Types  

The  package  “EnumeratedTypes”  provides  the  defin i ti on  of enumerated  values  used  for the  
abstract agent obj ect attribu tes.  F igure  7  depicts  an  example  of the  EnumeratedType  
declaration  wi th  the  two types  of “value  on l y”  and  “value  and  timestamp”  declaration .  

 

Figure 7  – Enumerated  types  

The  concept of enumerated  types  declaration  i s  a lmost the  same as  the  one  adopted  for 
abstract objects,  a l though  not a l l  enumerated   types  requ i re  a  timestamp.  Therefore  the  
attribute  of an  enumerated  type  may i nclude  both  a  va lue  and  a  timestamp or may i nclude  
on l y a  value.  I n  both  cases,  the  type  is  declared  as  an  “enumeration”  stereotype  class.  

5.9.4  Abstract agents  

The concept of an  agen t i s  re lated  to  the  procedure  of abstract types  deployment wi th in  a  real  
I ED,  and  i s  connected  a l so  to  the  arch i tectu re  of the  NSM  software  that actual l y runs  on  th is  
device.  The  type  of agent  depends  on  the  adopted  NSM  protocol .  

The  concept of agent/subagent arch i tecture  (and  the  “agen t/subagent”  term inology)  arises  
from  the  term inology of the  SNMP NSM  protocol .  Th is  s tandard  uses  th is  agen t/subagent 
concept and  the  re lated  arch i tecture  as  an  abstract i dea.  

An  agen t/subagent for the  purposes  of th is  standard  can  be  summarized  wi th  the  concept of a  
set of abstract objects  that are  re lated  to  a  homogeneous  environment of NSM  objects  ins ide  
the  I ED.  Each  of those  homogenous  objects  va lues  sets  are  expected  to  be  popu lated  by an  
i ndependent software  componen t,  ca l l ed  the  subagent,  even  i f for some NSM  protocols  ( l ike  
SNMP)  on l y one  of these  agents  cou ld  be  i n  charge  of the  commun ication  wi th  cen tral  NSM  
system .  

Th is  arch i tectu re  thus  a l l ows  the  acti vation  of speci fic subagents  of an  NSM  obj ect set on l y 
when  those  subagents  are  actual l y usefu l .  

The  homogenous  set of objects  i nclude  the  fol l owing :  

•  Envi ronmenta l  Agen t:  device  Physical  and  power securi ty and  heal th  

•  I ED  Agent:  general  device  s tatus  (e. g .  CPU ,  Storage,  Certi ficate  status)  

•  Appl ication  Protocol  Agents :  appl ication  protocols  Statistics ,  s tatus  and  a larms  
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•  I n terfaces  Agent:  The  i n terfaces  that need  to  be  mon i tored  are  keyboards,  USB,  Seria l ,  
and  Ethernet  

•  C l ocks  Agent:  Status  and  heal th  of clock synch  system .  

Each  agen t/subagen t i s  responsib le  for updating  va lues  and  re lated  timestamps  of i ts  own  
i nstances  of each  abstract obj ect.  

Depend ing  on  the  trans lation  to  a  speci fic  NSM  protocol ,  the  communication  wi th  the  centra l  
NMS is  de legated  to  one  particu lar agen t that acts  as  a  communication  med iator for the  other 
agents  wh ich  i n  th is  case  act as  subagents  (th is  i s  the  case  of SNMP).  F i gu re  8  provides  a  
view of the  agen t/subagent h ierarchy.  

 

Figure 8  – Subagents  

The agen t/subagent structure  i s  implemented  us ing  UML packages.  Wi th in  each  package the  
classes  describe  the  fo l lowing  basic en ti ti es:  

•  UML classes  having  “nsmAgent”  s tereotype:  these  are  the  classes  wh ich  con ta in  as  
attribu tes  the  NSM  abstract obj ect  

•  UML classes  having  “nsmEntry”  stereotype:  these  are  the  classes  wh ich  contain  
subsid iary class.  

•  The  attribu tes  of nsmAgen t cl asses,  defi ned  wi th  a  set  of poss ib le  s tereotypes  wh ich  
express  the  conceptual  ro le  of the  a ttribute  

•  UML classes  having  “nsmEven t”  stereotype:  these  are  the  classes  wh ich  con ta in ,  as  
attributes,  the  object to  be  noti fi ed  i n  case  of even t.  

Each  package can  a lso  host specia l  common  classes  that con ta in  the  attribu tes  commonl y 
used  by mu l ti p le  agents .  An  agent can  therefore  inheri t  attribu tes  from  these  common  classes,  
avoid ing  attribute  declaration  dupl ication .  
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I n  F igure  9 ,  the  main  Environmental  agent i s  presented .  Note  that a  subs id iary nsmAgent 
PSUPEntry class  is  represented  next to  Environmenta l  class,  and  PSUPEntry is  a lso  the  
attribute  Type  of PSUP attribu te.  PSUP attribu te  a lso  show 1 . . *  mu l tip l ici ty.  

 

Figure 9  – Envi ronmental  agent  

Th is  kind  of notation  i s  a lways  used  i n  th is  UML model  when  a  set of attribu tes  must be  
supported  i n  mu l tip le  i nstances  (such  as  i n  th is  case  the  power suppl y)  and  each  instance  
must have  i ts  own  set  of va lues.  

As  depicted  i n  F igure  1 0 ,  an  “nsmEvent”  stereotype  is  declared  wh ich  a l lows  the  declaration  
of a  specia l  cl ass  that incl udes  the  obj ects  to  be  noti fi ed  when  a  predefined  event  occurs.  

 

Figure 1 0  – Model  stereotypes  

The nsmAgen t s tereotype  declaration  a l l ows  the  use  of an  add i ti onal  tool  that i ncludes  some 
add i ti onal  i n formation  for each  class  or attribute  that i s  not strictl y related  to  the  abstract  
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model  bu t i s  instead  necessary for translati ng  the  model  objects  i n to  SNMP M IBs  (or a lso  i n  
the  fu ture  to  d i fferen t protocols).  

Therefore  some stereotypes  attributes  are  i ncluded  and  are  represented  as  “ tags”  for 
nsmAgent classes  and  for the  re lated  attribu tes.  

5.9.5  Unsol ici ted  Event Noti fication  

A model  for spon taneous  NSM  Event noti fication  is  incl uded  in  the  des ign  of th is  standard  
UML model .  The  even t recogn i ti on  i s  a  l ocal  function  of the  I ED.  One  or more  NSM  abstract 
classes  declare  the  object to  be  noti fied  i n  an  attribu te  l i s t.  Th is  set of objects  is  defi ned  in  
UML model  i n  the  “nsmEven t”  cl asses.  

5.9.6  UML Model  extension  

The UML model  structure  based  upon  the  abstract agen t concept a l lows  several  possib le  
extension  mechan isms  of the  structure  and  the  re lated  trans lations  to  speci fic protocols .  
Speci fica l l y,  the  fol l owing  techn iques  can  extend  the  curren t abstract  obj ect set:  

•  New abstract agent descriptions,  for i nstance  to  define  the  abstract obj ect re lated  to  a  
new protocol  

•  Add i ti onal  cl asses  i ncluded  wi th in  existi ng  abstract agents .  For example  these  new 
classes  can  contain  speci fic abstract obj ects  for the  mon i toring  of a  new feature  of an  
existi ng  protocol  

•  New abstract objects  can  be  added  to  existi ng  abstract agen t classes.  The  UML  
structu re  i ncludes  a  vers ion  tagg ing  mechan ism  to  main tain  the  correct ordering  of the  
new objects  to  come after existi ng  objects.  

Any new abstract agent or class  can  use  UML  inheri tance  to  i nclude  any existing  attribu tes.  

5.1 0  Abstract Object UML translation  to  SNMP 

5. 1 0. 1  Simple  Network Management Protocol  (SNMP)  

The S imple  Network Management Protocol  (SNMP)  was  developed  by the  I ETF  as  a  protocol  
of l evel  7  OSI  ( I ETF  RFC 1 1 57),  i n  order to  support the  acti vi ty of configuration ,  mon i toring  
and  management of devices  connected  over a  network.  

The  SNMP-management i n frastructure  i ncludes  three  main  components :  managed  devices,  
agents,  and  network-management systems  (NMSs).  

A managed  device  i s  a  node  ins ide  the  network that i ncorporates  an  SNMP agen t and  i s  part  
of a  managed  network.  I ns ide  a  managed  device,  i n formation  is  co l l ected ,  stored  and  
accessed  by central  NMSs  using  the  SNMP protocol .  Managed  devices  (or network e lements)  
can  be,  for i nstance,  rou ters,  swi tches  and  bridges,  bu t a lso  I EDs  and  l ocal  and  remote  
SCADA systems.  

An  agen t i s  a  software  modu le  that res ides  i nside  a  managed  device.  Th is  modu le  is  i n  charge  
of the  exposure  of NSM  i n formation  via  the  SNMP protocol  us ing  a  structured  data  format that 
i s  ca l led  a  M IB  (Management I n formation  Base)  (see  next cl ause) .  The  agent has  local  
knowledge of management i n formation  and  exposes  that i n formation  i n  a  form  compatib le  wi th  
SNMP.  

An  SNMP agent can  be  present i n  a  s i ng le  managed  device  as  mu l ti p le  i nstances,  for 
i nstance,  being  implemented  as  an  agent-subagent arch i tecture,  wi th  a  main  agent that i s  in  
charge  of the  commun ication  wi th  NMSs  (many NMS can  exist i ns ide  the  managed  network)  
and  the  subagents  that  are  special i zed  in  the  col lection  of speci fic part  of i n formation .  Th is  
approach  a l l ows  an  SNMP agent  modu lar implementation  wi th  subagents  a lso  provided  by 
i ndependent manufacturer.  
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The  protocol  a l l ows  not on l y access  to  in formation  bu t a lso  perm i ts  acti ve  management tasks,  
for i nstance  the  mod i fication  of the  variables  exposed  by the  agen t.  

5. 1 0.2  Management information  bases  (M IBs)  

The variables  access ib le  via  SNMP are  organ ized  i n  h ierarch ies.  The  Management 
I n formation  Bases  (M IBs)  are  the  enti ties  that describe  such  h ierarch ies ,  together wi th  the  
metadata  such  as  type  and  description  of the  variable.  

I ns ide  a  M IB  there  i s  the  description  of the  s tructure  of the  management data  of a  device  
subsystem ,  organ ized  in  a  h ierarch ica l  namespace and  named  obj ect i den ti fiers  (OID) ,  as  
shown  i n  F igure  1 1 .  Each  OID  i den ti fies  a  variable  that  can  be  read  or set via  SNMP.  

M IBs  use  the  notation  defined  by Structure  of Management I n formation  Vers ion  2  (SM I v2,  
RFC 2578),  that i s  a  subset of ASN . 1 .  Note  that SMI v2  i s  on l y a  subset and  not a  fu l l  ASN . 1  
notation .  Therefore  some constrain ts  i n  the  nam ing  and  structuring  of the  h ierarchy and  obj ect 
reuse  appl y.  

I n  SMI v2  an  OID  un iquely i denti fies  a  managed  object i n  the  M IB  h ierarchy.  The  top- level  M IB  
object IDs  belong  to  d i fferent s tandard  organ izations,  wh i le  l ower- level  object I Ds  are  
a l l ocated  by associated  organ izations.  

The  I n ternet Ass igned  Numbers  Au thori ty ( I ANA),  among  the  other coord ination  activi ty,  i s  
responsib le  a lso  for the  assignment of the  Private  Enterprise  Numbers.  

 

Figure 1 1  – Object  i denti fier structure  

Vendors  can  define  private  branches  that i ncl ude  managed  objects  for thei r own  products.  
M IBs  that have  not been  standard ized  typical l y are  posi tioned  in  the  experimental  branch .  

The  I ANA Private  En terprise  Number (PEN)  for I EC  62351 -7  i s  l ocated  under the  i so  branch.  
The  fu l l  path  is :  i so. standard . iec62351 . part7  (1 . 0 . 62351 . 7).  

Management i n formation  bases  (M IBs)  are  used  to  define  what in formation  i s  needed  to  
manage  the  i n formation  i n frastructu re  as  securel y and  re l i abl y as  the  power system  
i n frastructure  is  managed .  

The  I ETF  and  many mainstream  vendors  of network and  system  products  have  developed  
speci fic M IBs  for the ir products,  wi th  the  bas ic assumption  that these  products  wi l l  be  used  
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over the  I n ternet or an  I n tranet based  on  I ETF  technolog ies .  These  shou ld  be  used  where  
they exist.  

Th is  document covers  the  defin i ti on  of the  M IBs  needed  to  manage the  speci fic i n formation  
re lated  to  I EDs  not a l ready covered  by an  RFC defined  M IBs. .  

5. 1 1  SNMP mapping  of UML model  Objects  

The translation  of the  ob jects  defined  in  th is  standard  and  thei r semantics  i n to  SNMP obj ect  
and  semantics  is  carried  ou t by adopting  the  fol lowing  translation  ru les :  

•  The  UML model  package h ierarchy s tarts  from  the  I EC root,  and  each  nested  package  
maps  i n to  a  new l evel  of SNMP OID  h ierarchy.  Th is  produces  an  OIDs  structu re  that i s  
“para l l el ”  to  the  UML modu le  package structure.  On l y the  packages  that provide  the  
“obj ectI denti ty”  and  “obj ectBranch I d ”  tags  are  cons idered  for the  s tructure  generation  
process:  

1 )  “obj ectI denti ty”  tag  i s  the  symbol ic  name of the  branch .   

2)  “obj ectBranchI d ”  tag  i s  the  O ID  branch  number.  

•  The  EnumeratedTypes  package i s  used  for the  production  of the  correspond ing  SNMP 
M IB  enumerations.  I n  order to  be  recogn ized  by an  au tomatic trans lator th is  package 
i ncludes  a  tag  named  “ isEnumeration”  set to  “yes”  

•  The  Abstract Types  package  includes  a  set of cl asses.  Each  class  provides  one  or  both  
the  attribu tes:  

1 )  “Value”:  the  actual  abstract obj ect va lue  referri ng  to  the  actual  type,  se lected  among  
the  base  types  and  used  for SNMP object type  ass ignment.  

2)  “TimeStamp”:  the  object that i s  generated  together wi th  the  “value”  obj ect,  that refers  
to  the  timestamp of the  last va lue  set.  

•  The  packages  exposing  the  “ isAgen t”  tag  set to  “yes”  are  to  be  cons idered  wi th in  the  
SNMP objects  production  process.  

•  “nsmAgen t”  stereotype  class  are  i n tended  to  be  selected  for SNMP object generation  
process.  Each  class  attribu te  au tomatica l l y translates  i n to  one  or more  SNMP obj ects  
depend ing  on  the  abstract type  declaration .  Attribu tes  that are  defined  as  constant  are  
trans lated  in to  a  read-on ly SNMP obj ect.  

•  “nsmEvent”  s tereotype  class  are  se lected  for SNMP trap  object generation  process.  Each  
class  attribu te  i s  au tomatical l y translated  in to  one  or more  SNMP trap  objects  depend ing  
on  the  abstract type  declaration .  

The  fol lowing  ru les  apply to  the  trans lation  of each  agent  class  in to  M IB  ob jects :  

•  Mu l tip l ici ty of class  attribu te  h i gher than  “x. . 1 ”  ( i . e .  0 . . *)  produces  a   SNMP table  
reference.  As  depicted  i n  F igure  1 2,  the  UML type  of th is  attribute  is  actual l y  the   cl ass  
name wh ich  provides  the  attributes  to  be  i ncluded  i n  SNMP table  sequence as  tabu lar 
obj ects .  

•  Cl ass  attribu te  names  are  trans lated  i n to  SNMP object names  us ing  the  m ibPrefix tag  
va lue  as  a  prefix.  Th is  avoids  the  SNMP M IB  SMI v2  constrain t  that does  not a l l ow 
repl ication  of the  same SNMP object  name in  several  object  descriptions.  

•  The  SNMP obj ect i s  generated ,  i ncl ud ing  a l l  the  i nheri ted  attributes.  

•  The  SNMP object OID  i s  au tomatical l y generated  in  sequence wi th in  the  same agent 
cl ass.  

•  Each  attribu te  owns  a  “Vers ion”  tag .  Th is  vers ion  tag  is  provided  i n  order to  a l l ow the  
fu ture  extens ion  of th is  UML model  to  add  new attribu tes,  thus  declaring  that the  add i tional  
attributes  belong  to  a  more  recent vers ion .  Th is  al l ows  the  au tomatic trans lation  of the  
add i ti onal  attribu tes  as  objects  at the  end  of the  existi ng  l i s t  of SNMP M IB  object of the  
same branch  wi thout  affecting  the  SNMP OIDs  mapping  of existing  M IB  obj ects .  
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•  The  UML Model  i s  translated  i n to  several  SNMP M IBs.  When  a  UML package i nclude  the  
“m ibName”  tag ,  the  tag  value  is  used  as  SNMP M IB  name.  Each  M IB  o id  branch  is  
produced  accord ing  to  the  overal l  o i d  s tructure  defined  wi th in  the  UML model .  

 

Figure  1 2  – SNMP table  

5. 1 2  SNMP Securi ty  

SNMP Vers ions  1  and  2  do  not implement a  rea l  au thentication  mechan ism  because  they re l y 
on  a  shared  password  (communi ty stri ng)  that i s  sen t i n  clear text between  a  manager and  an  
agent.  

SNMP vers ions  1  and  2c  are  subject to  packet sn i ffing  of the  clear text communi ty string  from  
the  network traffic,  because  they do  not implement encryption .  

SNMPv3 in troduced  the  au thentication  feature  that requ ires  messages  to  i nclude  securi ty 
parameters  wh ich  are  encoded  as  an  octet s tri ng .  SNMPv3 provides  the  fo l l owing  securi ty 
features,  as  shown  i n  F igure  1 3 :  

•  Confiden tia l i ty us ing  encryption  of packets .  

•  I n tegri ty of messages  i n  transi t i nclud ing  an  optional  packet replay protection .  

•  Au then tication   to  veri fy that the  message  i s  from  a  known  and  au thorized  source.  

•  Confiden tia l i ty can  both  be  provided  through  the  use  of SNMPv3 or trusted  networks  
establ ished  through  the  use  of VPNs.  

F igure  1 3  depicts  the  map of SNMP RFCs includ ing  SNMPv1 ,  SNMPv2  and  SNMPv3 protocol  
vers ions.  The  green  marked  RFCs are  the  re levant ones  from  the  securi ty perspective,  wh i l e  
the  ye l low marked  are  re lated  to  SNMP transport and  con tain  references  to  possible  securi ty 
coun termeasures.  
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Figure 1 3  – SNMP RFCs  map and  securi ty 

Al l  versions  of SNMP are  subj ect to  bru te  force  and  d ictionary attacks  for guessing  the  
communi ty s trings,  au then tication  strings,  au then tication  keys,  encryption  stri ngs,  or 
encryption  keys,  because  they do  not implement a  chal l enge-response  handshake.  

Al though  SNMP works  over TCP and  other protocols,  i t  i s  most common l y used  over UDP that  
i s  connection less  and  vu lnerable  to  I P  spoofing  attacks.  Thus,  a l l  vers ions  are  subject to  
bypass ing  device  access  l i sts  that m igh t have  been  implemented  to  restrict  SNMP access,  
though  SNMPv3's  other securi ty mechan isms  shou ld  prevent a  successfu l  attack.  

SNMP's  powerfu l  configuration  (wri te)  capabi l i ti es  are  not be ing  fu l l y u ti l i zed  by many 
vendors,  partl y because  of a  l ack of securi ty in  SNMP vers ions  before  SNMPv3 and  partl y 
because  many devices  s impl y are  not capable  of being  configured  via  i nd ividual  M IB  object 
changes.  

RFC 341 4  a lso  i ncludes  a  M IB  document for remotel y mon i toring  and  manag ing  the  
configuration  parameters  for the  USM ,  the  fi rst and  defau l t SNMPv3 securi ty model ,  i nclud ing  
key d istribu tion  and  key management.  The  User Securi ty Model  provides  mechan i sms  for the  
fol lowing  securi ty features:  

•  Symmetric or private-key cryptography (username/passwords)  

•  D i gest computation  wi th  keyed  hash ing  a l gori thms  (message  i n tegri ty)  

•  T ime i nd icators  and  au tomatic clock synchron ization  

•  Data  encryption  

RFC 5590  includes  the  overal l  p icture  of SNMP transport,  depicted  i n  F igu re  1 4.  As  shown  i n  
F igure  1 4 ,  two end-to-end  Securi ty Models  are  avai lab le  for SNMP:  USM  and  Transport 
Securi ty Model  (TSM).  
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Figure 1 4 – SNMP Enti ty 

RFC 5591 ,  Transport Security Model (TSM)  for the Simple Network Management Protocol 
(SNMP) ,  adds  the  TSM   for SNMP.  TSM  defines  a  framework that a l lows  the  use  of TLS and  
DTLS  in  order to  provide  a  secure  communication  channel  for SNMP messages.  

Even  i f SNMP can  be  carried  by several  protocols,  normal l y SNMP implementations  are  UDP 
based  and  therefore  DTLS  protocol  support i s  i ncluded  and  actual l y suggested  in  TSM  
framework (RFC 5591 ,  RFC 5592,   RFC 5764,  RFC 6347,  RFC 6353) .  

Accord ing  to  RFC  5591  (chapter 8 . 1 ,  “M IB  Modu le  Securi ty”)  SNMP vers ions  prior to  SNMPv3 
d id  not i nclude  adequate  securi ty.  

6 Abstract objects  

6.1  General  

This  clause  provides  the  h i gher level  abstract obj ect defin i tions  that are  reused  i nside  the  
speci fic agents  packages  classes.  I n  each  d iagram  i t  shou ld  be  noted  that  the  arrow d i rection  
depicts  the  general i zation  of the  class.  

For implementations  cla im ing  conformance  to  th is  standard ,  the  abstract  obj ects  defined  i n  
each  agent section  shal l  be  implemented  on l y when  the  re lated  protocol  or feature  i s  provided  
by the  device.  

The  mu l t co lumn  of the  attribu tes  tab le  defines  the  mu l ti p l ici ty of each  attribu te.  I f the  fi rst  
number of mu l ti p l ici ty equals  0  then  the  attribu te  implementation  i s  optional .  
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The  authorization  for resetting  counters  is  a  matter of Role  Base  Access  Con trol  that i s  
defined  in  I EC  TS  62351 -8  and  therefore  is  ou ts ide  the  scope of I EC 62351 -7.  The  hand l i ng  of 
au thorization  for resetting  coun ters  wi l l  be  defined  i n  speci fic fu ture  profi l es  of I EC  62351 -7.  

6.2  Package Abstract Types  

6.2. 1  General  

The  abstract  objects  used  wi th in  each  agent are  mapped  to  the  fol l owing  object  types,  except 
for the  objects  that refer to  specia l  enumerated  data  types  wh ich  are  defined  by thei r own  
ded icated  types.  

Abstract  objects  are  classi fied  by the  fo l l owing  attribu tes:  

– Type of data  (Boolean ,  Counter,  I n teger,  F loat)  

– Timestamp requ i red  for each  status  value  change  

The  type  object nam ing  actual l y reflects  th is  classi fication ,  as  provided  i n  the  description  of 
each  abstract type.  

I t  shou ld  be  noted  that the  attribute  defined  in  th is  package  class  exposes  1 . . 1  mu l ti p l ici ty.  
The  mu l tip l ici ty i s  hand led  when  these  classes  are  used  as  attribu tes  wi th in  the  agen ts  
cl asses  defin i ti on .  

6.2.2  BooleanValue  

BooleanValue  i s  an  abstract obj ect reporti ng  on l y a  boolean  variable.  

Table  1  shows  a l l  attributes  of BooleanValue.  

Table  1  – Attributes  of Abstract Types: :BooleanValue  

name mu l t type  Description  

Value  1 . . 1  Tru thValue  Represents  a  boolean  val ue.  

 

6.2.3  BooleanValueTs  

BooleanValueTs  is  an  abstract obj ect reporting  a  boolean  value  variable  wi th  a  timestamp.  
The  timestamp of the  value  change  i s  s tored  i n to  an  auxi l iary variable.  

Table  2  shows  a l l  attributes  of BooleanValueTs.  

Table  2  – Attributes  of Abstract Types: :BooleanValueTs  

name mu l t type  description  

TimeStamp 1 . . 1  DateAndTime Timestamp.  The  val ue  of year i s  i n  network-byte  
order fractions  of second  i s  as  defi ned  i n  RFC 
5905  epoch  i s  defi ned  as  M i dn i gh t  J anuary 1 ,  
1 970.  

Value  1 . . 1  Tru thValue  Represents  a  boolean  val ue.  

 

6.2.4  CounterTs  

CounterTs  i s  an  abstract  object reporting  an  i n teger 32  va lue  variable .  A timestamp of va lue  
change  i s  s tored  i n to  an  auxi l i ary variable.  
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Table  3  shows  a l l  attributes  of CounterTs.  

Table  3  – Attributes  of Abstract Types: :CounterTs  

name mu l t type  description  

TimeStamp 1 . . 1  DateAndTime Timestamp.  The  val ue  of year i s  i n  network-byte  
order fractions  of second  i s  as  defi ned  i n  RFC 
5905  epoch  i s  defi ned  as  M i dn i gh t  J anuary 1 ,  
1 970.  

Value  1 . . 1  Counter32   Accord ing  to  SMI  v2 ,   u sed  to  speci fy a  va l ue  
wh ich  represents  a  coun t.  The  range  i s  0  to  
4294967295.  

 

6.2.5  CntRs  

CntRs  is  an  abstract object that a l l ows  a  reset of the  counters .  

Table  4  shows  a l l  attributes  of Cn tRs.  

Table  4 – Attributes  of Abstract Types: :CntRs  

name mu l t type  description  

TimeStamp 1 . . 1  DateAndTime  Timestamp.  The  val ue  of year i s  i n  network-byte  
order fractions  of second  i s  as  defi ned  i n  RFC 
5905  epoch  i s  defi ned  as  M i dn i gh t  J anuary 1 ,  
1 970.  

Value  1 . . 1  Tru thValue  Boolean  

 

6.2.6  F loating  

Floating  is  an  abstract object reporti ng  a  F loat32  va lue  variable.  I EEE  Standard  754-2008  for 
F loating-Poin t Ari thmetic.  

Table  5  shows  a l l  attributes  of F loating .  

Table  5  – Attributes  of Abstract Types: : F loating  

name mu l t type  description  

Value  1 . . 1  F l oat32TC  I EEE  Standard  754-2008  for F l oati ng -Poin t  
Ari thmetic  

 

6.2.7  F loatingTs  

FloatingTs  is  an  abstract obj ect reporting  a  F loat32  value  variable  and  a  timestamp.  I EEE  
Standard  754-2008  for F loating-Poin t Ari thmetic.  

Table  6  shows  a l l  attributes  of F loatingTs.  
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Table  6  – Attributes  of Abstract Types: : F loatingTs  

name mu l t type  description  

TimeStamp 1 . . 1  DateAndTime Timestamp.  The  val ue  of year i s  i n  network-byte  
order fractions  of second  i s  as  defi ned  i n  RFC 
5905  epoch  i s  defi ned  as  M i dn i gh t  J anuary 1 ,  
1 970.  

Value  1 . . 1  F l oat32TC  I EEE  Standard  754-2008  for F l oati ng -Poin t  
Ari thmetic  

 

6.2.8  Enti tyIndex 

Enti tyI ndex i s  an  abstract  obj ect reporti ng  an  uns igned  I n teger32  value  variable  used  as  I ndex 
en try to  mu l tip le  i nstances  of C lass.  

Table  7  shows  a l l  attributes  of En ti tyI ndex.  

Table  7  – Attributes  of Abstract Types: : Enti tyIndex 

name mu l t type  description  

Value  1 . . 1  Uns igned32  I n teger val ue  1 . . 21 47483647  i n dex 

 

6.2.9  In teger 

I n teger i s  an  abstract obj ect  reporti ng  an  I n teger32  va lue  variable .  

Table  8  shows  a l l  attributes  of I n teger.  

Table  8  – Attributes  of Abstract Types: : Integer 

name mu l t type  description  

Value  1 . . 1  I n teger32  I n teger val ue  0  to  I n teger val ue  -
21 47483648. . 21 47483647  ( i ncl us ive)  accord ing  
to  SMI  v2  accord ing  to  SMI  v2  

 

6.2. 1 0  In tegerTs  

I n tegerTs  is  an  abstract obj ect reporting  an  in teger value  variable  and  a  timestamp.  A 
timestamp of va lue  change  is  s tored  i n to  an  auxi l i ary variable.  

Table  9  shows  a l l  attributes  of I n tegerTs.  

Table  9  – Attributes  of Abstract Types: : IntegerTs  

name mu l t type  description  

TimeStamp 1 . . 1  DateAndTime Timestamp.  The  val ue  of year i s  i n  network-byte  
order fractions  of second  i s  as  defi ned  i n  RFC 
5905  epoch  i s  defi ned  as  M i dn i gh t  J anuary 1 ,  
1 970.  

Value  1 . . 1  I n teger32  I n teger val ue  0  to  4 , 294, 967,  295  accord ing  to  
SMI  v2  
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6.2. 1 1  InetAddress  

I netAddress  denotes  a  generic I n ternet address.  An  I netAddress  va lue  i s  a lways  i n terpreted  
wi th in  the  con text of an  I netAddressType value.   Every usage  of the  I netAddress  textual  
convention  i s  requ i red  to  speci fy the  I netAddressType object that provides  the  context.  I t  i s  
suggested  that the  I netAddressType  obj ect be  l og ica l l y reg istered  before  the  object(s)  that  
use  the  I netAddress  textual  convention ,  i f they appear i n  the  same l og ical  row.  

The  value  of an  I netAddress  object shal l  a lways  be  cons istent wi th  the  value  of the  associated  
I netAddressType object.   Attempts  to  set an  I netAddress  object to  a  va lue  i ncons istent wi th  
the  associated  I netAddressType shal l  fa i l  wi th  an  i ncons istent Value  error.  

Table  1 0  shows  al l  attri butes  of I netAddress.  

Table  1 0  – Attributes  of Abstract  Types: : InetAddress  

name mu l t type  description  

Value  1 . . 1  I netAdd ress  A val ue  that  represents  an  I n ternet add ress  
accord i ng  to  I ETF  RFC 4001 .  

 

6.2. 1 2  InetAddressType  

I netAddressType is  an  abstract obj ect that  represents  a  type  of I n ternet address  accord ing  to  
I ETF  RFC 4001 .  

Table  1 1  shows  al l  attri butes  of I netAddressType.  

Table  1 1  – Attributes  of Abstract  Types: : InetAddressType  

name mu l t type  description  

Value  1 . . 1  I netAdd ressType  Address  Type  

 

6.2. 1 3  MacAddress  

MacAddress  i s  an  abstract obj ect that represents  an  802  MAC address  represented  i n  the  
` canon ica l '  order defined  by I EEE  802 . 1 a,  i . e. ,  as  i f i t  were  transm itted  l east s ign i fican t b i t  
fi rst,  even  though  802. 5  ( i n  con trast  to  other 802 . x protocols)  requ ires  MAC addresses  to  be  
transm i tted  most s ign i fican t b i t  fi rst.  

Table  1 2  shows  al l  attri bu tes  of MacAddress.  

Table  1 2  – Attributes  of Abstract  Types: :MacAddress  

name mu l t type  description  

Value  1 . . 1  MacAddress  OCTET STRING  (S I ZE  (6)) ,  DI SPLAY-H INT "1 x: "  

 

6.2. 1 4  Selector 

Selector i s  an  abstract  obj ect used  for T,  S  and  P  SELECTORS of a  speci fic MMS  
association .  I t  i s  a  string  formed  using  d ig i ts  and  l etters  from  A to  F.  For Transport Selector,  
max length  is  8.  For Session  and  Presentation  Selector,  the  max l ength  is  1 6 .  

Table  1 3  shows  al l  attri butes  of Selector.  
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Table  1 3  – Attributes  of Abstract  Types: : Selector 

name mu l t type  description  

Value  1 . . 1  D i splayStri ng  For Transport  Sel ector,  max l ength  i s  8 .  For 
Session  and  Presentation  Selector max l eng th  i s  
1 6 .  

 

6.2. 1 5  Timestamp  

Timestamp is  an  abstract object object reporti ng  a  boolean  va lue  variable.  A timestamp of the  
value  change is  stored  in  a  re lated  variable.  

Table  1 4  shows  al l  attri butes  of Timestamp.  

Table  1 4  – Attributes  of Abstract  Types: : Timestamp  

name mu l t type  description  

TimeStamp 1 . . 1  DateAndTime Timestamp.  The  val ue  of year i s  i n  network-byte  
order fractions  of second  i s  as  defi ned  i n  RFC 
5905  epoch  i s  defi ned  as  M i dn i gh t  J anuary 1 ,  
1 970.  

 

6.2. 1 6  CharString  

CharString  is  an  abstract object reporting  a  String  variable.  

Table  1 5  shows  al l  attri butes  of CharStri ng .  

Table  1 5  – Attributes  of Abstract  Types: : CharString  

name mu l t type  description  

Value  1 . . 1  D i splayStri ng  Represents  a  S tri ng .  

 

6.2. 1 7  CharStringTs  

CharStringTs  i s  an  abstract  object reporti ng  a  Stri ng   variable  and  a  timestamp.  A timestamp  
of va lue  change  is  s tored  i n to  an  auxi l i ary variable.  

Table  1 6  shows  al l  attri butes  of CharStri ngTs.  

Table  1 6  – Attributes  of Abstract  Types: : CharStringTs  

name mu l t type  description  

TimeStamp 1 . . 1  DateAndTime Timestamp.  The  val ue  of year i s  i n  network-byte  
order fractions  of second  i s  as  defi ned  i n  RFC 
5905  epoch  i s  defi ned  as  M i dn i gh t  J anuary 1 ,  
1 970.  

Value  1 . . 1  D i splayStri ng  Represents  a  S tri ng .  

 

6.2. 1 8  AbstractBaseType  root class  

AbstractBaseType  i s  the  root UML class  for abstract obj ects  type  UML classes.  
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6.2. 1 9  AbstractAgent root  class  

AbstractAgent i s  the  UML root  class  for agen ts   UML  classes.  

6.3  Package EnumeratedTypes  

6.3. 1  General  

The abstract obj ects  defined  as  enumerated  types  refer to  special  enumerated  data  types.  

The  type  obj ect nam ing  actual l y reflects  th is  classi fication ,  as  expla ined  expl ici tl y wi th in  th is  
section  in  the  description  of each  abstract type.  

P lease  note  that the  attribu tes  defined  i n  th is  package  classes  have  1 . . 1  mu l tip l ici ty.  The  
mu l tip l ici ty i s  hand led  when  these  classes  are  used  as  attribu tes  wi th in  the  agents  classes  
defin i tion .  

6.3.2  AppDatStKind  enumeration  

AppDatStKind  is  an  enumeration  of status  for the  envi ronment where  the  device  i s  operated  
(e. g .  Power Suppl y,  Physical  Access).  

Table  1 7  shows  al l  l i teral s  of AppDatStKind .  

Table  1 7  – Li terals  of EnumeratedTypes: : AppDatStKind  

l i teral  value  description  

unknown  0  No  i n formation  avai l able  abou t the  envi ronment.  

good  1  Good  envi ronment status.  

bad  2  Envi ronmental  probl ems  detected .  

 

6.3.3  PhyHealthKind  enumeration  

PhyHeal thKind  is  an  enumeration  of general  heal th  s tatus  of I ED.  

Table  1 8  shows  al l  l i tera ls  of PhyHeal thKind .  

Table  1 8  – Li terals  of EnumeratedTypes: : PhyHealthKind  

l i teral  value  description  

ok 0  No  problems,  normal  operati on .  

warn ing  1  M inor probl ems,  bu t  i n  safe  operati on  mode.  

a l arm  2  Severe  problem ,  no  operation  possib le.  

 

6.3.4  ExtKind  enumeration  

ExtKind  is  an  enumeration  of possib le  I ED  extens ion  types.  

Table  1 9  shows  al l  l i teral s  of ExtKind .  
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Table  1 9  – Li terals  of EnumeratedTypes: : ExtKind  

l i teral  value  description  

unknown  0  unknown  modu l e  

i oModu le  1  I /O  modu le  

softwarePLC  2  Software  PLC modu l e  

 

6.3.5  In tKind  enumeration  

I n tKind  i s  an  enumeration  of type  of i n terface  be ing  u ti l i zed .  

Table  20  shows  al l  l i tera ls  of I n tKind .  

Table  20  – Li terals  of EnumeratedTypes: : In tKind  

l i teral  value  description  

wired  0  Wi red  i n terface  

wi reless  1  Wi reless  i n terface  

 

6.3.6  LnkKind  enumeration  

LnkKind  i s  an  enumeration  of LnkType.  

Table  21  shows  al l  l i tera ls  of LnkKind .  

Table  21  – Li terals  of EnumeratedTypes: : LnkKind  

l i teral  value  description  

unknown  0  unknown  

seria l  1  serial  

tcp  2  tcp  

udp  3  udp  

eth  4  E thernet  

 

6.3.7  PSPAccKind  enumeration  

PSPAccKind  i nd icates  that panel  access  i s  occurring  at  the  I ED.  

Table  22  shows  al l  l i tera ls  of PSPAccKind .  

Table  22  – Li terals  of EnumeratedTypes: : PSPAccKind  

l i teral  value  description  

notBeingAccessed  0  No  access  to  I ED  con trol  panel  i s  taking  pl ace.  

accessOccurri ng  1  An  access  to  I ED  con trol  pane l  i s  taking  p l ace.  

 

6.3.8  ProtIdKind  enumeration  

ProtI dKind  is  an  enumeration  used  to  i den ti fy the  target protocol .  
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Table  23  shows  al l  l i teral s  of ProtI dKind .  

Table  23  – Li terals  of EnumeratedTypes: : ProtIdKind  

l i teral  value  description  

unknown  0  Unknown  protocol  

iEC61 85081  1  MMS  

iEC61 85081 GOOSE  2  GOOSE  

iEC61 85092SV 3  SV 

i eee1 81 5DNP  4  DNP  

i ec608705  5  I EC 60870-5  (Val i d  for 1 01  and  1 04  compan i on  
standards)  

 

6.3.9  EventKind  enumeration  

EventKind  is  an  enumeration  of the  l ast  known  attack vector that was  encoun tered .  

Table  24  shows  al l  l i teral s  of EventKind .  

Table  24 – Li terals  of EnumeratedTypes: : EventKind  

l i teral  value  description  

none  0  I nd icates  that  the  appl i cati on  does  not  exi st.  

unKnown  1  unclass i fi ed  type  

den i alOfService  2  Den i a l  of Service  attack 

malware  3  Malware  detected  

bu fferOverRun  4  Buffer Over Run  

bu fferUnderRun  5  Buffer Under Run  

badCredential  6  Bad  Credenti a l  

badKey 7  Bad  Key 

mal formedPDU  8  Detected  some  tampered/mal formed  packets.  

physica lDisrupti on  9  Power fai l u re  detection  or med ia  d i sconnection .  

i nval i dNetworkAccess 1 0  Access  to  the  device  form  unexpected /banned  
networks.  

 

6.3. 1 0  TimSyncIssueKind  enumeration  

TimSyncI ssueKind  is  an  enumeration  of poss ib le  problems wi th  time synchron ization .  

Table  25  shows  al l  l i teral s  of TimSyncI ssueKind .  

Table  25  – Li terals  of EnumeratedTypes: : TimSyncIssueKind  

l i teral  value  description  

synced  0  I nd icates  t ime  sync i s  acti ve  and  correctl y 
operati ng .  

deg radated  1  I nd icates  t ime  sync i s  acti ve  bu t  not  operati ng  
correctl y (for example  because  time  source  i s  
not  correctl y operati ng  or because  of network 
deg radation ).  

fa i l ed  2  I nd icates  that  sync has  fa i l ed .  
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6.3. 1 1  Securi tyProfi leKind  enumeration  

Securi tyProfi leKind  i s  an  enumeration  of Securi tyProfi l e  a l ternatives.  

NOTE  These  are  the  enumerated  val ues  expected  to  be  normative  i n  I EC  62351 -4.  I f there  i s  a  d i screpancy when  
that  s tandard  i s  fi nal l y released ,  the  val ues  i n  that  s tandard  wi l l  take  precedence.  

Table  26  shows  al l  l i tera ls  of Securi tyProfi leKind .  

Table  26  – Li terals  of EnumeratedTypes: : Securi tyProfi l eKind  

l i teral  value  description  

noSecu ri ty  0  I nd icate  that  no  secu ri ty profi l e  i s  i n  use  

aProfi l e  1  I nd icates  that  au then ti cati on  A Profi l e  i s  i n  use.  

aP lusProfi l e  2  I nd icates  that  i n teg ri ty A+  Profi l e  i s  i n  use.  

aePlusProfi l e  3  I nd icates  that  AE+  Profi l e  i s  i n  use  

 

6.3. 1 2  TimSyncSrcKind  enumeration  

TimSyncSrcKind  i s  an  enumeration  of source  of time synchron ization  a l ternatives.  

Table  27  shows  al l  l i tera ls  of TimSyncSrcKind .  

Table  27  – Li terals  of EnumeratedTypes: : TimSyncSrcKind  

l i teral  value  description  

unknown  0  I nd icates  that  the  type  of the  current  t ime  sync 
source  i s  unknown .  

n tp  1  I nd icates  that  time  sync i s  bei ng  performed  via  
NTP  protocol .  

sn tp  2  I nd icates  that  time  sync i s  bei ng  performed  via  
SNTP  protocol .  

i ri g  3  I nd icates  that  time  sync i s  bei ng  performed  via  
I RIG  i npu t.  

gps  4  I nd icates  that  time  sync i s  bei ng  performed  via  
GPS  i npu t.  

i eee1 588PTP  5  I nd icates  that  time  sync i s  bei ng  performed  via  
PTP  protocol .  

i eee1 588PTPC37238Profi l e201 1  6  I nd icates  that  time  sync i s  bei ng  performed  via  
PTP  protocol  us i ng  C37. 238-201 1  power profi l e .  

i eee1 588PTPIEC61 85093  7  I nd icates  that  time  sync i s  bei ng  performed  via  
PTP  protocol  us i ng  I EC61 850-9-3  profi l e .  

 

6.3. 1 3  AppDatStType  

AppDatStType is  the  abstract object for the  status  for the  envi ronment where  the  device  i s  
operated  (e. g .  Power Suppl y,  Phys ical  Access) .  

Table  28  shows  al l  attri bu tes  of AppDatStType.  
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Table  28  – Attributes  of EnumeratedTypes: : AppDatStType  

name mu l t type  description  

TimeStamp 1 . . 1  DateAndTime Timestamp.  

Value  1 . . 1  AppDatStKind  AppDatStKind  enumerati on .  

 

6.3. 1 4  PhyHealthType  

PhyHeal thType  is  the  abstract object for the  general  heal th  status  of I ED.  

Table  29  shows  al l  attri butes  of PhyHeal thType.  

Table  29  – Attributes  of EnumeratedTypes: : PhyHeal thType  

name mu l t type  description  

TimeStamp 1 . . 1  DateAndTime Timestamp.  

Value  1 . . 1  PhyHeal thKind  PhyHeal thKind  enumeration .  

 

6.3. 1 5  ExtType  

ExtType  i s  the  abstract object that provides  the  type  of the  I ED  extension  modu le.  

Table  30  shows  al l  attri butes  of ExtType.  

Table  30  – Attributes  of EnumeratedTypes: : ExtType  

name mu l t type  description  

Value  1 . . 1  ExtKi nd  ExtKi nd  enumerati on .  

 

6.3. 1 6  In tType  

I n tType  is  the  abstract obj ect for the  type  of i n terface  be ing  u ti l i zed .  I n tType {wi red(0),  
wi re less(1 )}.  

Table  31  shows  al l  attri bu tes  of I n tType.  

Table  31  – Attributes  of EnumeratedTypes: : IntType  

name mu l t type  description  

Value  1 . . 1  I n tKind  I n tKind  enumerati on  

 

6.3. 1 7  EventType  

Even tType  is  the  abstract object  that provides  the  last known  attack vector that  was  
encoun tered .  

Table  32  shows  al l  attri butes  of Even tType.  
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Table  32  – Attributes  of EnumeratedTypes: : EventType  

name mu l t type  description  

TimeStamp 1 . . 1  DateAndTime Timestamp.  

Value  1 . . 1  Even tKi nd  EventKi nd  enumerati on .  

 

6.3. 1 8  PSPAccType  

PSPAccType  i s  the  abstract  obj ect  that i nd icates  i f panel  access  is  occurring  at  the  I ED.  

Table  33  shows  al l  attri butes  of PSPAccType.  

Table  33  – Attributes  of EnumeratedTypes: : PSPAccType  

name mu l t type  description  

Timestamp 1 . . 1  DateAndTime Timestamp.  

Value  1 . . 1  PSPAccKind  PSPAccKind  Enumeration .  

 

6.3. 1 9  ProtIdType  

ProtI dType  is  the  abstract object for the  attribu te  that provides  the  protocol  i den ti fication .  A 
standard ized  enumeration  that represents  the  protocol  that  i s  in  use.  

Table  34  shows  al l  attri butes  of ProtI dType.  

Table  34 – Attributes  of EnumeratedTypes: : ProtIdType  

name mu l t type  description  

Value  1 . . 1  ProtI dKind  ProtI dKind  Enumerati on .  

 

6.3.20  TimSyncIssueType  

TimSyncI ssueType is  the  abstract  obj ect that provides  an  i nd ication  i f there  i s  a  problem  wi th  
time synchron ization .  

Table  35  shows  al l  attri butes  of TimSyncI ssueType.  

Table  35  – Attributes  of EnumeratedTypes: : TimSyncIssueType  

name mu l t type  description  

Value  1 . . 1  TimSyncI ssueKind  TimSyncI ssueKind  Enumerati on .  

 

6.3.21  Securi tyProfi leType  

Securi tyProfi leType i s  the  abstract object that  provides  an  attribute  that ind icates  wh ich  
Securi ty Profi l e  i s  i n  use.  

Note:  These  are  the  enumerated  va lues  expected  to  be  normative  i n  I EC  62351 -4 .  I f there  i s  a  
d iscrepancy when  that standard  is  fi nal l y re leased ,  the  values  i n  that standard  wi l l  take  
precedence.  

Table  36  shows  al l  attri bu tes  of Securi tyProfi leType.  

International  Electrotechnical  Commission

 



 – 48  – I EC 62351 -7: 201 7  © I EC  201 7  

Table  36  – Attributes  of EnumeratedTypes: : Securi tyProfi leType  

name mu l t type  description  

Value  1 . . 1  Securi tyProfi l eKind  Securi tyProfi l e  Enumeration  

 

6.3.22  TimSyncSrcType  

TimSyncSrcType is  the  abstract object that provides  an  attribute  that ind icates  the  source  of 
time synchron ization  that  i s  in  use.  

Table  37  shows  al l  attri butes  of TimSyncSrcType.  

Table  37  – Attributes  of EnumeratedTypes: : TimSyncSrcType  

name mu l t type  description  

Value  1 . . 1  TimSyncSrcKind  TimSyncSrcKind  Enumerati on  

 

6.3.23  LnkType  

LnkType i s  the  abstract  object that i den ti fies  the  type  of transport being  u ti l i zed .  LnkType  
( I n teger)  {unknown(0) ,  serial  (1 ) ,  tcp(2),  u dp(3),  eth(4)}.  

Table  38  shows  al l  attri butes  of LnkType.  

Table  38  – Attributes  of EnumeratedTypes: : LnkType  

name mu l t type  description  

Value  1 . . 1  LnkKind  LnkType  Enumeration .  

 

7 Agents  

7. 1  Package Overview 

The NSM  agen t objects  are  organ ized  i n  a  UML package h ierarchy that i s  shown  i n  F igure  1 5.  
The  appl ication  protocol  branch  is  organ ized  i n to  fu rther substructures  that i nclude  the  
speci fic protocols  agen ts.  

The  tree  of packages  is  reflected  i n  the  translation  to  the  SNMP M IB  s tructu re.  Th is  M IB  
structu re  shal l  respect add i tional  constrain ts .  For i nstance  the  reuse  of attribute  names  i n  
d i fferent M IB  branches  i s  not a l lowed .  Add i ti onal  M IB  constra in ts  are  re lated  to  nam ing  
conventions  and  the  OID  speci fication .  
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Figure 1 5 – Class  d iagram  Overview: :Part7  C lasses  Overview 
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7.2  Package Envi ronmental  Agent 

7. 2. 1  General  

As shown  in  F igure  1 6  th is  package contains  the  obj ect descriptions  for the  envi ronmenta l  
i n formation  to  be  provided  for the  Network and  System  Mon i toring  of envi ronmenta l  cond i ti ons  
where  the  device  i s  operati ng .  

 

Figure 1 6  – Class  d iagram  Envi ronmental  Agent: : Environmental  
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7.2.2  Environmental  

The Envi ronmental  cl ass  is  a  set of objects  that i ncludes  the  phys ical  access  to  the  device,  
the  power suppl y cond i tions,  and  other environmental  cond i tions.  Th is  i n formation  i s  co l lected  
by the  device  i tsel f whenever possib le  and  i s  used  to  report  the  phys ical  device  securi ty and  
heal th .  

Table  39  shows  al l  attri bu tes  of Envi ronmenta l .  

Table  39  – Attributes  of Envi ronmental  Agent: : Environmental  

name mu l t type  description  

AppDatSt 0 . . 1  AppDatStType  Status  of the  envi ronment where  the  device  i s  
operated  (e. g .  Power Suppl y,  Physical  Access)  

Cn tRs  0 . . 1  CntRs  Attri bu te  that  a l l ows  a  reset of the  stati s ti cal  
i n formation .  

LastEvent  0 . . 1  Even tType  Provides  the  l ast  known  event encountered .  

PSPBld  0 . . 1  BooleanVal ueTs  Bu i l d i ng  access  occurred .  

PSPI ed  0 . . 1  BooleanVal ueTs  I nd icates  that  d i rect  access  to  the  I ED  i s  i n  
process.  

PSPPanel  0 . . 1  BooleanVal ueTs  I nd icates  that  panel  access  i s  occurri ng  to  the  
I ED.  

PSPPerimeter 0 . . 1  BooleanVal ueTs  Physical  perimeter access  occurred  (e. g .  door 
open),  where  avai l able.  

PSUP  0. . *  PSUPEntry A l i s t  of power supp ly en tries.  

PSUPLos  0. . 1  I n teger Power supp ly table  en try i n dex of the  l ast  power 
suppl y that  was  detected  as  l ost.  

PSUPOn  0. . 1  I n tegerTs  I ndex of the  power suppl y that  was  the  l ast  to  
come on .  

Securi tyNoti fi cati on  0 . . 1  Securi tyNoti fi cati on  Securi ty events  noti fi cation  obj ect.  

S tateNoti fi cati on  0 . . 1  Noti fi cation  State  even ts  noti fi cati on  object.  

 

7.2.3  PSUPEntry 

The PSUPEntry class  con tains  the  i n formation  regard ing  the  power suppl y for the  device  
status .  

Table  40  shows  al l  attri butes  of PSUPEntry.  

Table  40  – Attributes  of Envi ronmental  Agent: : PSUPEntry 

name mu l t type  description  

CntRs  0. . 1  CntRs  Counters  reset   con trol  object.  

Descr 0 . . 1  CharStri ng  Descripti on  of the  power suppl y.  

I D  0 . . 1  En ti tyI ndex I d  of the  power suppl y.  

Name 0. . 1  CharStri ng  Name  of the  power suppl y.  

PSUPLos  0. . 1  BooleanVal ueTs  Timestamp of the  l ast  detected  power l oss .  

PwrLosCnt  0 . . 1  CounterTs  Attri bu te  that  provides  a  coun t of number power 
l osses.  Power l oss  i nd icates  primary supp ly 
power l oss  not  shu tdown.  

PwrOn  0. . 1  BooleanVal ueTs  I nd icates  i f the  power suppl y s tate  i s  cu rren tl y on  
and  operati ng  appropri atel y.  
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7.2.4  Noti fication  

The Noti fication  class  defines  the  con ten t of the  noti fication  message to  be  sent on  even t 
re lated  wi th  the  speci fied  objects.  

Table  41  shows  al l  attri butes  of Noti fication .  

Table  41  – Attributes  of Environmental  Agent: : Noti fication  

name mu l t type  description  

PSUPLos  0. . 1  I n teger Power supp ly Tabl e  Entry I ndex of the  l ast  power 
suppl y that  was  detected  as  l ost.  

PSUPOn  0. . 1  I n tegerTs  I ndex of the  power suppl y that  was  the  l ast  to  
come on .  

 

7.2.5  Securi tyNoti fication  

The Securi tyNoti fication  class  defines  the  con ten t of the  noti fication  message to  be  sen t on  
even t re lated  wi th  the  speci fied  obj ects .  

Table  42  shows  al l  attri butes  of Securi tyNoti fication .  

Table  42  – Attributes  of Envi ronmental  Agent: : Securi tyNotification  

name mu l t type  description  

LastEvent  0 . . 1  Even tType  Provides  the  l ast  known  event encountered .  

PSPBld  0 . . 1  Timestamp Bu i l d i ng  Access  occurred .  

PSPI ed  0 . . 1  Timestamp I nd icates  that  d i rect  access  to  the  I ED  i s  i n  
process.  

PSPPanel  0 . . 1  Timestamp I nd icates  that  panel  access  i s  occurri ng  to  the  
I ED.  

PSPPerimeter 0 . . 1  Timestamp Perimeter Access  occurred .  

 

International  Electrotechnical  Commission

 



I EC 62351 -7: 201 7  © I EC  201 7  – 53  –  

7.3  Package IED  Agent  

7.3. 1  General  

As shown  i n  F igure  1 7 ,  the  I ED  Agent  package con tains  the  obj ect  descriptions  for the  
envi ronmental  i n formation  to  be  provided  for the  network and  system  mon i toring  of 
envi ronmental  cond i tions  where  the  device  i s  operati ng .  

 

Figure 1 7  – Class  d iagram  IED  Agent: : IED  
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7.3.2  IED  

The I ED  class  is  a  set of obj ects  that incl udes  the  hardware  (CPU ,  storage),  software  (e. g .  
bu ffer overflow)  heal th  i n formation ,  and  securi ty i n formation  regard ing  poss ib le  attacks.  
I n formation  on  device  securi ty creden tia ls  (certi ficates  and  more  i n  general  encryption  keys)  i s  
provided .  

Table  43  shows  al l  attri butes  of I ED.  

Table  43  – Attributes  of IED  Agent: : IED  

name mu l t type  description  

AtkCnt  0 . . 1  CounterTs  Attri bu te  that  provides  the  number of cyber-  
attacks  that  have  been  detected .  

Cn tRs  0 . . 1  CntRs  Counters  reset   con trol  object.  

Confi gu rationCRC 0. . 1  I n tegerTs  CRC of the  l ast  update.  

Confi gu rationVersion  0 . . 1  CharStri ngTs  Version  of the  l ast  u ploaded  confi gu rati on .  

CPU  0. . *  CPUEntry Th i s  en try defer to  possib l e  mu l ti pl e  i nstances  of 
CPU  i ns ide  the  I ED.  

CpuUsage  0. . 1  F l oati ngTs  Provides  an  attri bu te  that  i n d icates  the  
percentage  of processing  resources  that  i s  i n  
use.  Range  i s  0  to  1 00.  

DataI nv 0 . . 1  CounterTs  Provides  a  coun t of the  number of attempts  to  
wri te  i n val i d  data,  for i nstance  ou t-of-range  data.  

Descr 0 . . 1  CharStri ng  Th i s  en try provides  a  textual  d escripti on  of the  
I ED.  

ExpCerts  0 . . 1  I n tegerTs  I nd icates  the  number of expi red  certi fi cates  that  
are  i n  the  certi fi cate  storage  confi gu red  for l ocal  
use.  

EXT  0. . *  EXTEntry Th i s  en try defer to  possibl e  mu l ti pl e  i nstances  of 
extens ion  modu les  i ns i de  the  I ED.  

F i rmwareVersion  0 . . 1  CharStri ngTs  Version  of the  l ast  u ploaded  F i rmware.  
Timestamp refers  to  u pload  time.  

I n ternalTemp 0. . 1  F l oati ngTs  Degree  Centi g rade  measurement of the  i n terna l  
I ED  Temperatu re.  

LastCPUFai l  0 . . 1  I n tegerTs  I ndex of l ast  fa i l i ng  CPU .  

LastEvent  0 . . 1  Even tType  Provides  the  l ast  known  event encountered .  

LastEXTFai l  0 . . 1  I n tegerTs  I ndex of l ast  fa i l i ng  Extension .  

LastSTOREFai l  0 . . 1  I n tegerTs  I ndex of l ast  fa i l i ng  Storage.  

Location  0 . . 1  CharStri ng  Physical  I nsta l l ati on  coord inates  (geograph ical  
and  p l an t  l ocation).  

Mai n tai ner 0 . . 1  CharStri ng  Organ i zati onal  reference  for device  
main tenance.  

MemTotal  0 . . 1  I n teger Provides  an  attri bu te  that  report  the  total  RAM  
ava i l able  i n  KBytes.  

MemUsage  0. . 1  F l oati ngTs  Provides  an  attri bu te  that  i n d icates  the  
percentage  of memory that  i s  i n  use.Range  i s  0  
to  1 00.  

M IBVersi on  0 . . 1  CharStri ng  Vers ion  of the  Management I n formation  Base.  

M isEvCnt  0 . . 1  CounterTs  Provides  an  attri bu te  that  represents  the  count  of 
m issed  even ts  or data.  

Name 0. . 1  CharStri ng  Name  of I ED.  

NearToExpCerts  0 . . 1  I n tegerTs  I nd icates  the  number of certi fi cates  i n  the  
certi fi cate  storage  confi gured  for l oca l  use  that  
have  exceeded  the  70%  of va l i d i ty peri od .  

NvStore  0 . . 1  F l oati ngTs  I nd icates  the  g l obal  n umber of ki l obytes  of 
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name mu l t type  description  

storage  a l l ocated  for l ocal  use  i n  a l l  s torage  
areas.  

NvStoreRem  0. . 1  F l oati ngTs  I nd icates  the  percentage  of NvStore  avai l ab le  for 
storage.  

PhyHeal th  0 . . 1  PhyHeal thType  General  heal th  s tatus  of I ED  hardware  and  
software.  

PhyHeal thChgCnt  0 . . 1  CounterTs  Provides  a  coun t of the  number of transi ti ons  
state  of PhyHeal th  Attri bu te.  

RBACDbUpdate  0 . . 1  CharStri ngTs  Vers ion  of the  l ast  u pl oaded  RBAC Database.  

RevCerts  0 . . 1  I n tegerTs  I nd icates  the  number of revoked  certi fi cates  that  
are  sti l l  confi gu red  for l ocal  use.  

RevCheckFai l  0 . . 1  CounterTs  I nd icates  the  number revocati on  check fai l u res.  

Securi tyNoti fi cati on  0 . . 1  Securi tyNoti fi cati on  Securi ty events  noti fi cation  obj ect.  

S tateNoti fi cati on  0 . . 1  Noti fi cation  State  even ts  noti fi cati on  object.  

STORE  0. . *  STOREEntry Th i s  en try defer to  possibl e  mu l ti pl e  i nstances  of 
s torage  modu les  i ns i de  the  I ED.  

SvcViol  0 . . 1  CounterTs  Number of service  pri vi l ege  vi o lati ons  ( i . e. ,  when  
the  data  obj ect  that  the  cl i en t  wanted  to  access  
exi sts  i n  the  access  view for the  association  wi th  
that  cl i en t,  bu t  the  requested  service  i s  not  
a l l owed ).  

Watchdog  0 . . 1  CounterTs  Th i s  attri bu te  report  the  count  of Watchdog  
i n terven tion  on  any component  of the  I ED.  

WrmStrCnt  0 . . 1  CounterTs  Number of warm  starts  detected .  

 

7.3.3  CPUEntry 

The CPUEntry class  con tains  the  i n formation  regard ing  the  status  of a  CPU  i nstance.  

Table  44  shows  al l  attri butes  of CPUEntry.  

Table  44  – Attributes  of IED  Agent: :CPUEntry 

name mu l t type  description  

CntRs  0. . 1  CntRs  Counters  reset   con trol  object.  

Descr 0 . . 1  CharStri ng  Descripti on  of the  CPU .  

Fau l ty  0 . . 1  BooleanVal ueTs  CPU  generated  errors .  

I D  0 . . 1  En ti tyI ndex CPU  number.  

On l i ne  0 . . 1  BooleanVal ueTs  I nd icate  that  CPU  i s  on l i ne  and  acti ve.  

Operab le  0 . . 1  BooleanVal ueTs  I nd icates  that  CPU  i s  operabl e  ( i t  can  be  e i ther 
on l i ne  or offl i ne).  

Temperatu re  0 . . 1  F l oati ngTs  Temperatu re  of th i s  CPU.  

Watchdog  0 . . 1  CounterTs  Th i s  attri bu te  report  the  count  of Watchdog  
i n terven tion  on  th i s  CPU .  
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7.3.4  EXTEntry 

The EXTEntry class  conta ins  the  i n formation  regard ing  the  status  of the  i n ternal  HW/SW 
add i ti onal  modu les  (e . g .  I O/PLC).  

Table  45  shows  al l  attri butes  of EXTEntry.  

Table  45  – Attributes  of IED  Agent: : EXTEntry 

name mu l t type  description  

I D  0 . . 1  En ti tyI ndex Software  PLC I D.  

Descr 0 . . 1  CharStri ng  Descripti on  of the  Software  PLC.  

Extens ionType  0. . 1  ExtType  Th is  attri bu te  defi nes  the  type  of the  extensi on  
modu le.  

CodeVersi on  0 . . 1  CharStri ngTs  Version  of the  l ast  u ploaded  code.  

Runn ing  0 . . 1  BooleanVal ueTs  I nd icates  that  CPU  i s  operabl e  ( i t  can  be  e i ther 
on l i ne  or offl i ne).  

Temperatu re  0 . . 1  F l oati ngTs  Temperatu re  of th i s  extension .  

Watchdog  0 . . 1  CounterTs  Th i s  attri bu te  report  the  count  of Watchdog  
i n terven tion  on  th i s  I ED  extens ion  (e. g .  software  
PLC).  

Errors  0 . . 1  CounterTs  Th is  attri bu te  reports  the  PLC software  detected  
errors.  

Cn tRs  0 . . 1  CntRs  Counters  reset   con trol  object.  

 

7.3.5  STOREEntry 

The STOREEntry class  con tains  the  in formation  regard ing  the  status  of a  CPU  i nstance.  

Table  46  shows  al l  attri butes  of STOREEntry.  

Table  46  – Attributes  of IED  Agent: : STOREEntry 

name mu l t type  description  

I D  0 . . 1  En ti tyI ndex Storage  area  I D  number.  

Descr 0 . . 1  CharStri ng  Descripti on  of the  s torage  area.  

NvStore  0 . . 1  F l oati ng  I nd icates  the  amount  of s torage.  

NvStoreRem  0. . 1  F l oati ngTs  I nd icate  remain ing  s torage  i n  th i s  area.  

Fau l ty  0 . . 1  BooleanVal ueTs  Storage  area  fau l t  generated  errors.  

Cn tRs  0 . . 1  CntRs  Counters  reset   con trol  object.  
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7.3.6  Noti fication  

The Noti fication  class  defines  the  con ten t of the  noti fication  message to  be  sent on  even t 
re lated  wi th  the  speci fied  objects.  

Table  47  shows  al l  attri bu tes  of Noti fication .  

Table  47  – Attributes  of IED  Agent: : Noti fication  

name mu l t type  description  

PhyHeal thChgCnt  0 . . 1  CounterTs  Provides  a  coun t of the  number of transi ti ons  
state  of PhyHeal th  Attri bu te.  

I n ternalTemp 0. . 1  F l oati ngTs  Degree  Centi g rade  measurement of the  i n terna l  
I ED  Temperatu re.  

NvStore  0 . . 1  F l oati ngTs  I nd icates  the  g l obal  n umber of ki l obytes  of 
s torage  a l l ocated  for l ocal  use  i n  a l l  s torage  
areas.  

NvStoreRem  0. . 1  F l oati ngTs  I nd icates  the  percentage  of NvStore  ava i l ab le  for 
storage.  

PhyHeal th  0 . . 1  PhyHeal thType  General  heal th  s tatus  of I ED  hardware  and  
software.  

WrmStrCnt  0 . . 1  CounterTs  Number of warm  starts  detected .  

 

7.3.7  Securi tyNoti fication  

The Securi tyNoti fication  class  defines  the  con ten t of the  noti fication  message to  be  sen t on  
even t re lated  wi th  the  speci fied  obj ects .  

Table  48  shows  al l  attri butes  of Securi tyNoti fication .  

Table  48  – Attributes  of IED  Agent: : Securi tyNotification  

name mu l t type  description  

AtkCnt  0 . . 1  CounterTs  Attri bu te  that  provides  the  number of cyber-  
attacks  that  have  been  detected .  

ExpCerts  0 . . 1  I n tegerTs  I nd icates  the  number of expi red  certi fi cates  that  
are  i n  the  certi fi cate  storage  confi gu red  for l ocal  
use.  

LastEvent  0 . . 1  Even tType  Provides  the  l ast  known  event encountered .  

NearToExpCerts  0 . . 1  I n tegerTs  I nd icates  the  number of certi fi cates  i n  the  
certi fi cate  storage  confi gured  for l oca l  use  that  
have  exceeded  the  70%  of va l i d i ty peri od .  

RevCerts  0 . . 1  I n tegerTs  I nd icates  the  number of revoked  certi fi cates  that  
are  sti l l  confi gu red  for l ocal  use.  

RevCheckFai l  0 . . 1  CounterTs  I nd icates  the  number revocati on  check fai l u res.  

 

7.4  Package Appl ication  Protocols  Agents  

7.4. 1  General  

This  Appl ication  Protocols  Agents  package contains  the  obj ect descriptions  to  be  provided  in  
order to  mon i tor the  behaviour of the  appl ication  protocols  and  any poss ib le  securi ty 
i n formation  re lated  to  appl ication  commun ication  l ayer.  

Each  protocol  package  i s  structured  wi th  the  goal  of exposing  summary i n formation  on  the  
overal l  appl ication  stack protocol  statistics  and  i n formation ,  bu t  a lso  of provid ing  specia l i zed  
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statistics  and  i n formation  for each  association  wi th  remote  en ti ti es  ( the  appl ication  l evel  
connections).  Th is  i s  done  by reus ing  the  same common  or protocol -related  objects  wi th  the  
goal  of obtain ing  more  coherent structure  and  semantics  of variables .  

7.4.2  Package Common  objects  

7.4.2 .1  General  

As shown  i n  F igure  1 8,  th is  package  includes  the  common  class  for the  appl ication  protocols .  

 

Figure 1 8  – Class  d iagram  Common  objects: : Appl ication   
Protocol  common  objects  

7.4.2 .2  CommonProtocol In fo  

The CommonProtocol I nfo  class  contains  the  speci fic attribu tes  for  I EC  60870-5-1 04,  I EEE  
1 81 5  DNP3 and  I EC  61 850   appl ication  protocol  heal th  in formation  col lection  and  i nheri ts  the  
more  general  cl ass  attribu tes  as  wel l .  

Table  49  shows  al l  attri bu tes  of CommonProtocol I nfo.  

Table  49  – Attributes  of Common  objects: : CommonProtocol Info  

name mu l t type  description  

I EC62351 part3  0 . . 1  BooleanVal ue  True  i s  secu ri ty profi l e  i n  use  for th i s  associati on  
( I EC 62351 -3).  

Part3Connecti on I d  0 . . 1  I n teger I EC 62351 -3  Transport  l ayer connection  i d  i n  use  
for th i s  Association .  Mean i ngfu l  on l y i f 
I EC62351 Part3  i s  true.  

TCPHndShTime  0. . 1  F l oati ng  Duration  of the  TCP  handshake.  

TLSHndTime  0. . 1  F l oati ng  TLS  Handshake  time  

TLSRenegotiati onTime  0. . 1  F l oati ng  TLS  Renegotiati on  time  

TLSResumptionTime 0. . 1  F l oati ng  TLS  Resumption  t ime  

TotalHndTime  0. . 1  F l oati ng  Transport  +  Appl i cati on  Handshake  time  

TransportHndTime  0. . 1  F l oati ng  Transport  l ayer handshake  time.  I t  i s  equal  to  
TCPHndTime i f I EC62351 part3  i s  fa l se,  i t  i s  
equal  to  TCPHndTime  +  TLSHndTime i f 
I EC62351 part3  i s  true.  
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7.4.3  Package IEEE  1 81 5 and  IEC  60870-5  Agent  

7.4.3.1  General  

As shown  in  F igure  1 9 ,  th is  package includes  the  I EEE  1 81 5  DNP and  I EC 60870-5-1 04  
protocols  cl asses.  Th is  h i gh  l evel  cl ass  named  "summary"  i ncludes  two  objects  re lated  to  the  
appl ication  stack and  "association "  cl ass  that reports  the  obj ect re lated  to  the  possib le  
communication  sess ions  between  masters  and  outstations.  

The  two  class  "Master Association "  and  "Ou tstation  Association "  I nheri ts  the  Associations  
class  attributes.  

For each  I EEE  1 81 5  DNP or I EC 60870-5-1 04  appl ication  stack a  s ing le  i nstance  of 
"summary"  cl ass  is  provided .  Th is  i nstance  of "summary"  c lass  can  be  re lated  to  several  
i nstances  of "Ou tstationAssociation"  and  "MasterAssociation "  cl asses  wh ich  inheri t the  
attributes  from  the  "Association "  cl ass.  Each  i nstance  "Association "  i s  the  con tainer of the  
attributes  of a  speci fic appl ication  session  between  an  Outstation  and  a  Master.  

Summary and  Association  class  i nheri ts  the  speci fic I EEE  1 81 5  DNP and  I EC  60870-5-1 04  
Protocol  I n foand  Securi ty objects,  and  therefore  the  more  general  class  as  wel l .  
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Figure  1 9  – Class  d iagram  IEEE 1 81 5  and  IEC  60870-5  Agent: : IEEE  1 81 5  
and  IEC  60870  Agent Relationships  

Summary and  Association  class  i nheri ts  the  speci fic I EEE  1 81 5  DNP and  I EC  60870-5-1 04  
Protocol  I n fo  and   Protocol  I n fo  and  Securi ty objects,  and  therefore  the  more  general  cl ass  as  
wel l .  

7.4.3.2  60870andDNPProtocol Info  

The 60870andDNPProtocol I nfo  class  con ta ins  the  speci fic attributes  for  I EC 60870-5-1 04  and  
IEEE  1 81 5  DNP3 appl ication  protocol  heal th  i n formation  col l ection  and  inheri ts  the  more  
general  class  attributes  as  wel l .  

Table  50  shows  al l  a ttributes  of 60870andDNPProtocol I nfo.  
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Table  50  – Attributes  of IEEE 1 81 5 and  IEC  60870-5   
Agent: : 60870andDNPProtocol Info  

name mu l t type  description  

AuthFai lCn t  0 . . 1  CounterTs  Count  of the  number of au thori zation  fa i l u res.  

CtrlPri vFai lCn t  0 . . 1  CounterTs  Number of control  actions  attempted  that  d i d  not  
have  the  correct pri vi l ege.  

DecryptFai lCn t  0 . . 1  CounterTs  Number PDUs  recei ved  that  cou ld  not  be  
decrypted .  

ExT0Cnt  0 . . 1  CounterTs  Count  the  exp i rations  of the  1 04  t ime-out  T0  
(connection  establ i shment).  

ExT1 Cnt  0 . . 1  CounterTs  Count  the  exp i rations  of the  1 04  time-out  T1  
(PDU).  

ExT2Cnt  0 . . 1  CounterTs  Count  the  exp i rations  of the  1 04  t ime-out  T2  
(ACK).  

ExT3Cnt  0 . . 1  CounterTs  Count  the  exp i rations  of the  1 04  t ime-out  T3  
(TEST).  

I nDisc 0 . . 1  CounterTs  Number of recei ved  PDUs  that  were  d i scarded .  

I nErrCnt  0 . . 1  CounterTs  Number of PDUs  rece ived  that  were  i n  error.  

I nOvCnt  0 . . 1  CounterTs  Number of bu ffer overfl ows  detected  due  to  
i ncom ing  commun ication .  

I n terPDUTime 0. . 1  F l oati ng  Time  between  two consecuti ves  PDUs.  

M isPDUCnt  0 . . 1  CounterTs  Provides  an  attri bu te  that  represents  the  count  of 
m issed  PDU .  

OutErr 0 . . 1  CounterTs  Number of transm iss ion  errors.  

OutUv 0 . . 1  CounterTs  Number of bu ffer underfl ows  detected  d ue  to  
ou tgoing  seri al  commun ication .  

PDURTT 0. . 1  F l oati ng  PDU  round  tri p  time.  

PDUSizeFai l  0 . . 1  CounterTs  Number of recei ved  PDU  wi th  wrong  s i ze.  

PduTampCnt  0 . . 1  CounterTs  Provides  an  attri bu te  that  i n d icates  the  count  of 
the  number of PDUs  that  have  been  detected  to  
be  tampered  wi th .  

PrimaryI n terface  0 . . 1  BooleanVal ueTs  True  i f the  Protocol  i s  runn i ng  on  primary 
i n terface  (fa l se  when  backup  i n terface  i s  i n  use).  

Pri vFai lCnt  0 . . 1  CounterTs  Number of recei ved  PDUs  for wh ich  action  was  
not  taken  due  to  i nsuffi cien t  pri vi l ege.  

RtxCnt  0 . . 1  CounterTs  Count  the  number of  retransm issions.  

RxCri ti ca l  0 . . 1  CounterTs  Number of cri ti cal  requests  received  (accord ing  
to  I EC TS  62351 -5).  

RxPdu  0 . . 1  CounterTs  Number of recei ved  PDUs  ( i ncl ud ing  i n  error 
PDUs).  

RxSol i ci tedReq  0. . 1  CounterTs  Number of sol i ci ted  requests  received .  On ly for 
DNP.  

RxUnsol i ci tedReq  0. . 1  CounterTs  Contains  the  coun t of n umber of unsol i ci ted  
requests  that  have  been  transm i tted  s i nce  the  
l ast  reset.  

SessKeyFai lCnt  0 . . 1  CounterTs  Number of session  key negotiati ons  that  fa i l ed .  

TxCri ti cal  0 . . 1  CounterTs  Number of cri ti cal  requests  transm i tted  
(accord ing  to  I EC TS  62351 -5)  

TxPdu  0 . . 1  CounterTs  Number of transm i tted  PDUs.  

TxSol i ci tedReq  0. . 1  CounterTs  Number of sol i ci ted  requests  transm i tted .  On ly 
for DNP.  

TxUnsol i ci tedReq  0. . 1  CounterTs  Contains  the  coun t of n umber of unsol i ci ted  
requests  that  have  been  transm i tted  s i nce  the  
l ast  reset.  

UpKeyFai lCnt  0 . . 1  CounterTs  Number of update  key negoti ati ons  that  fa i l ed .  
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7.4.3.3  Association  

The Association  class  i ncludes  the  attribu tes  wh ich  define  the  i n formation  abou t the  
association  between  the  l ocal  device  appl ication  s tack and  a  remote  device  appl ication  s tack.  
Th is  association  can  be  e i ther a  Master or Ou tstation  s l ave  remote  device.  

Table  51  shows  al l  attri butes  of Association .  

Table  51  – Attributes  of IEEE 1 81 5 and  IEC  60870-5  Agent: : Association  

name mu l t type  description  

Association I d  0 . . 1  En ti tyI ndex I d  of the  associati on .  

Cn tRs  0 . . 1  CntRs  Counters  reset   con trol  object.  

LocAdd ress  0 . . 1  I netAdd ress  Local  add ress.  

LocAdd ressType  0. . 1  I netAdd ressType  Local  add ress  type.  

ProtI D  0 . . 1  ProtI dType  Protocol  I D  i n  use.  

ProviderDesc 0 . . 1  CharStri ng  Textual  d escripti on  of the  provi der that  i s  i n  use.  

ProviderName 0. . 1  CharStri ng  I den ti ty of the  provi der respond ing  as  the  
ou tstation  for th i s  associati on .  

RemAddress  0 . . 1  I netAdd ress  Remote  address.  

RemAddressType  0. . 1  I netAdd ressType  Remote  address  type.  

TLnkErrCnt  0 . . 1  CounterTs  Count  of commun ication  l i nk errors  detected .  

TLnkTyp  0. . 1  LnkType  Type  of transport  bei ng  u ti l i zed .  

Au thFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

CtrlPri vFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

DecryptFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT0Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT1 Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT2Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT3Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I nDisc 0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I nErrCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I nOvCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I n terPDUTime 0. . 1  F l oati ng  i nheri ted  from :  60870andDNPProtocol I n fo  

M isPDUCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

OutErr 0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

OutUv 0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

PDURTT 0. . 1  F l oati ng  i nheri ted  from :  60870andDNPProtocol I n fo  

PDUSizeFai l  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

PduTampCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

PrimaryI n terface  0 . . 1  BooleanVal ueTs  i nheri ted  from :  60870andDNPProtocol I n fo  

Pri vFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RtxCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxCri ti ca l  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxPdu  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxSol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxUnsol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

SessKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  
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name mu l t type  description  

TxCri ti cal  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxPdu  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxSol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxUnsol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

UpKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I EC62351 part3  0 . . 1  BooleanVal ue  i nheri ted  from :  CommonProtocol I n fo  

Part3Connecti on I d  0 . . 1  I n teger i nheri ted  from :  CommonProtocol I n fo  

TCPHndShTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TLSHndTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TLSRenegotiati onTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TLSResumptionTime 0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TotalHndTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TransportHndTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

 

7.4.3.4  Summary 

The Summary class  i ncludes  the  attribu tes  wh ich  define  the  i n formation  abou t the  overal l  
I EC 60870-5-1 04  or I EEE  1 81 5  DNP appl ication  stack runn ing  on  the  device.  

Table  52  shows  al l  attri bu tes  of Summary.  
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Table  52  – Attributes  of IEEE 1 81 5 and  IEC  60870-5  Agent: : Summary 

name mu l t type  description  

CntRs  0. . 1  CntRs  Counters  reset   con trol  object.  

LastEvent  0 . . 1  Even tType  Provides  the  l ast  known  event  encountered  
(securi ty or heal th ).  

Master 0 . . *  MasterAssociation  Cl i en t  association  (when  appl i cable)  

Outstation  0 . . *  OutstationAssociati on  Server association  (when  appl i cable)  

Securi tyNoti fi cati on  0 . . 1  60870andDNPSecu ri tyN
oti fi cation  

Securi ty events  noti fi cation  obj ect  

S tateNoti fi cati on  0 . . 1  60870andDNPNoti fi catio
n  

State  even ts  noti fi cati on  object  

Au thFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

CtrlPri vFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

DecryptFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT0Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT1 Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT2Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT3Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I nDisc 0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I nErrCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I nOvCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I n terPDUTime 0. . 1  F l oati ng  i nheri ted  from :  60870andDNPProtocol I n fo  

M isPDUCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

OutErr 0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

OutUv 0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

PDURTT 0. . 1  F l oati ng  i nheri ted  from :  60870andDNPProtocol I n fo  

PDUSizeFai l  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

PduTampCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

PrimaryI n terface  0 . . 1  BooleanVal ueTs  i nheri ted  from :  60870andDNPProtocol I n fo  

Pri vFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RtxCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxCri ti ca l  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxPdu  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxSol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxUnsol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

SessKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxCri ti cal  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxPdu  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxSol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxUnsol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

UpKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

 

7.4.3.5  60870andDNPSecuri tyNotification  

The 60870andDNPSecuri tyNoti fication  class  defines  the  con ten t of the  noti fication  message  
to  be  sent on  event  re lated  wi th  the  speci fied  obj ects.  
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Table  53  shows  al l  attri bu tes  of 60870andDNPSecuri tyNoti fication .  

Table  53  – Attributes  of IEEE 1 81 5 and  IEC  60870-5  
Agent: : 60870andDNPSecuri tyNotification  

name mu l t type  description  

AuthFai lCn t  0 . . 1  CounterTs  Count  of the  number of au thori zation  fa i l u res.  

CtrlPri vFai lCn t  0 . . 1  CounterTs  Number of con tro l  actions  attempted  that  d i d  not  
have  the  correct pri vi l ege.  

DecryptFai lCn t  0 . . 1  CounterTs  Number PDUs  recei ved  that  cou ld  not  be  
decrypted .  

LastEvent  0 . . 1  Even tType  Provides  the  l ast  known  event encountered  
(securi ty or heal th ).  

PduTampCnt  0 . . 1  CounterTs  Provides  an  attri bu te  that  i n d icates  the  count  of 
the  number of PDUs  that  have  been  detected  to  
be  tampered  wi th .  

Pri vFai lCnt  0 . . 1  CounterTs  Number of recei ved  PDUs  for wh ich  action  was  
not  taken  due  to  i nsuffi cien t  pri vi l ege.  

SessKeyFai lCnt  0 . . 1  CounterTs  Number of session  key negotiati ons  that  fa i l ed .  

UpKeyFai lCnt  0 . . 1  CounterTs  Number of update  key negoti ati ons  that  fa i l ed .  

 

7.4.3.6  60870andDNPNotification  

The 60870andDNPNoti fication  class  defines  the  con ten t of the  noti fication  message to  be  sent 
on  event related  wi th  the  speci fied  objects.  

Table  54  shows  al l  attri butes  of 60870andDNPNoti fication .  

Table  54  – Attributes  of IEEE 1 81 5 and  IEC  60870-5   
Agent: : 60870andDNPNoti fication  

name mu l t type  description  

I nErrCnt  0 . . 1  CounterTs  Number of PDUs  rece ived  that  were  i n  error.  

I nOvCnt  0 . . 1  CounterTs  Number of bu ffer overfl ows  detected  due  to  
i ncom ing  commun ication .  

OutUv 0 . . 1  CounterTs  Number of bu ffer underfl ows  detected  d ue  to  
ou tgoing  seri al  commun ication .  

RxPdu  0 . . 1  CounterTs  Number of recei ved  PDUs.  

TxPdu  0 . . 1  CounterTs  Number of transm i tted  PDUs.  

 

7.4.3.7  MasterAssociation  

The MasterAssociation  class  defines  the  con ten ts  of the  master association .  

Table  55  shows  al l  attri bu tes  of MasterAssociation .  
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Table  55  – Attributes  of IEEE 1 81 5 and  IEC  60870-5   
Agent: :MasterAssociation  

name mu l t type  description  

Association I d  0 . . 1  En ti tyI ndex i nheri ted  from :  Association  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  Association  

LocAdd ress  0 . . 1  I netAdd ress  i nheri ted  from :  Association  

LocAdd ressType  0. . 1  I netAdd ressType  i nheri ted  from :  Association  

ProtI D  0 . . 1  ProtI dType  i nheri ted  from :  Association  

ProviderDesc 0 . . 1  CharStri ng  i nheri ted  from :  Association  

ProviderName 0. . 1  CharStri ng  i nheri ted  from :  Association  

RemAddress  0 . . 1  I netAdd ress  i nheri ted  from :  Association  

RemAddressType  0. . 1  I netAdd ressType  i nheri ted  from :  Association  

TLnkErrCnt  0 . . 1  CounterTs  i nheri ted  from :  Association  

TLnkTyp  0. . 1  LnkType  i nheri ted  from :  Association  

AuthFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

CtrlPri vFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

DecryptFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT0Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT1 Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT2Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT3Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I nDisc 0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I nErrCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I nOvCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I n terPDUTime 0. . 1  F l oati ng  i nheri ted  from :  60870andDNPProtocol I n fo  

M isPDUCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

OutErr 0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

OutUv 0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

PDURTT 0. . 1  F l oati ng  i nheri ted  from :  60870andDNPProtocol I n fo  

PDUSizeFai l  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

PduTampCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

PrimaryI n terface  0 . . 1  BooleanVal ueTs  i nheri ted  from :  60870andDNPProtocol I n fo  

Pri vFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RtxCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxCri ti ca l  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxPdu  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxSol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxUnsol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

SessKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxCri ti cal  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxPdu  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxSol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxUnsol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

UpKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I EC62351 part3  0 . . 1  BooleanVal ue  i nheri ted  from :  CommonProtocol I n fo  
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name mu l t type  description  

Part3Connecti on I d  0 . . 1  I n teger i nheri ted  from :  CommonProtocol I n fo  

TCPHndShTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TLSHndTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TLSRenegotiati onTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TLSResumptionTime 0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TotalHndTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TransportHndTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

 

7.4.3.8  OutstationAssociation  

The OutstationAssociation  class  defines  the  con tents  of the  ou tstation  association .  

Table  56  shows  al l  attri bu tes  of OutstationAssociation .  

Table  56  – Attributes  of IEEE 1 81 5 and  IEC  60870-5   
Agent: :OutstationAssociation  

name mu l t type  description  

Association I d  0 . . 1  En ti tyI ndex i nheri ted  from :  Association  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  Association  

LocAdd ress  0 . . 1  I netAdd ress  i nheri ted  from :  Association  

LocAdd ressType  0. . 1  I netAdd ressType  i nheri ted  from :  Association  

ProtI D  0 . . 1  ProtI dType  i nheri ted  from :  Association  

ProviderDesc 0 . . 1  CharStri ng  i nheri ted  from :  Association  

ProviderName 0. . 1  CharStri ng  i nheri ted  from :  Association  

RemAddress  0 . . 1  I netAdd ress  i nheri ted  from :  Association  

RemAddressType  0. . 1  I netAdd ressType  i nheri ted  from :  Association  

TLnkErrCnt  0 . . 1  CounterTs  i nheri ted  from :  Association  

TLnkTyp  0. . 1  LnkType  i nheri ted  from :  Association  

AuthFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

CtrlPri vFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

DecryptFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT0Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT1 Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT2Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

ExT3Cnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I nDisc 0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I nErrCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I nOvCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I n terPDUTime 0. . 1  F l oati ng  i nheri ted  from :  60870andDNPProtocol I n fo  

M isPDUCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

OutErr 0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

OutUv 0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

PDURTT 0. . 1  F l oati ng  i nheri ted  from :  60870andDNPProtocol I n fo  

PDUSizeFai l  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

PduTampCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  
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name mu l t type  description  

PrimaryI n terface  0 . . 1  BooleanVal ueTs  i nheri ted  from :  60870andDNPProtocol I n fo  

Pri vFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RtxCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxCri ti ca l  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxPdu  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxSol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

RxUnsol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

SessKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxCri ti cal  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxPdu  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxSol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

TxUnsol i ci tedReq  0. . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

UpKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  60870andDNPProtocol I n fo  

I EC62351 part3  0 . . 1  BooleanVal ue  i nheri ted  from :  CommonProtocol I n fo  

Part3Connecti on I d  0 . . 1  I n teger i nheri ted  from :  CommonProtocol I n fo  

TCPHndShTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TLSHndTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TLSRenegotiati onTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TLSResumptionTime 0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TotalHndTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TransportHndTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

 

7.4.4  Package IEC61 850  Agent 

7.4.4. 1  General  

The I EC 61 850  Agent package includes  the  col l ection  of I EC  61 850  protocols  mon i toring  
i n formation .  I t  i s  structured  in to  the  fol l owing  sub-packages:  

– ACSI  (Abstract commun ication  service  in terface)  

– MMS  (Manufacturing  Message  Speci fication)  

– SV (Sampled  Value)  

– GSE (Generic Substation  Events) .  

7.4.4.2  Package ACSI  

7.4.4.2 .1  General  

As shown  i n  F igure  20,  the  ACSI  package i ncludes  the  I EC  61 850  Abstract Communication  
Service  I n terface  (ACSI )  cl asses.  
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Figure 20  – Class  d iagram  ACSI : : ACSI  

7.4.4.2 .2  ACSISummary 

The ACSISummary class  i ncludes  the  attributes  wh ich  define  the  in formation  about the  overal l  
I EC 61 850  s tack runn ing  on  the  device  ACSI .  

Table  57  shows  al l  a ttri butes  of ACSISummary.  
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Table  57  – Attributes  of ACSI : : ACSISummary 

name mu l t type  description  

assocPoolMax 0. . 1  I n teger Maximum  mumber of cl i en t/server associations.  

assocPoolUsed  0 . . 1  I n teger Number of cl i en t/server associ ations  acti ve.  

Cn tRs  0 . . 1  CntRs  Counters  reset   con trol  object.  

CtrlPri vFai lCn t  0 . . 1  CounterTs  Number of con tro l  actions  attempted  that  d i d  not  
have  the  correct  pri vi l ege.  

gsePubMax 0. . 1  I n teger Maximum  number GSE  Publ i cations  supported .  

gsePubUsed  0. . 1  I n teger Number of acti ve  GSE  Pub l i cations.  

gseSubMax 0. . 1  I n teger Maximum  number of GSE  Subscriptions.  

gseSubUsed  0. . 1  I n teger Number of acti ve  GSE  Subscri ptions.  

LastEvent  0 . . 1  Even tType  Provides  the  l ast  known  event encountered .  

Pri vFai lCnt  0 . . 1  CounterTs  Number of recei ved  PDUs  for wh ich  action  was  
not  taken  due  to  i nsuffi cien t  pri vi l ege.  

RemoteEstAssocCnt  0 . . 1  CounterTs  Count  of the  number of cu rren tl y acti ve  
associations  that  were  establ i shed  th rough  the  
ACSI  associate  response.  

AcsCtlFai l  0 . . 1  CounterTs  Number of access  control  fa i l u res  detected  ( i . e . ,  
when  a  d ata  object  that  the  cl i en t  wanted  to  
access  exi sts  i n  the  server,  bu t  based  on  the  
access  view of the  association  wi th  that  cl i en t,  
an  access  to  the  data  ob ject  was  refused).  

svPubMax 0. . 1  I n teger Maximum  number SV publ i cati ons  supported .  

svPubUsed  0. . 1  I n teger Number of acti ve  SV publ i cati ons.  

svSubMax 0. . 1  I n teger Maximum  number SV subscriptions  supported .  

svSubUsed  0. . 1  I n teger Number of acti ve  SV subscri pti ons.  

 

7.4.4.3  Package MMS 

7.4.4.3.1  General  

As shown  in  F igure  21 ,  the  MMS  package i ncludes  the  I EC  61 850  Manufacturing  Message  
Speci fication  (MMS)  classes.  MMS Provider and  MMS  Association  i nheri t  both  Securi ty and  
Protocol  I n fo  attributes  from  the  more  general  classes.  
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Figure 21  – Class  d iagram  MMS: :MMS 

7.4.4.3.2  MMSProtocol Info  

The MMSProtocol I nfo  class  contains  the  speci fic I EC  61 850  MMS  Provider attributes  for 
appl ication  protocol  heal th  i n formation  col lection .  

Table  58  shows  al l  a ttri butes  of MMSProtocol I nfo.  
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Table  58  – Attributes  of MMS: :MMSProtocol Info  

name mu l t type  description  

ErrorRxCnt  0 . . 1  CounterTs  Number of error PDUs  that  have  been  recei ved  
i ncl ud i ng :  

– Confi rmed-ErrorPDU  (on l y for cl i en t)  

– Cance l -ErrorPDU  (on l y for cl i en t)  

– I n i ti ate-ErrorPDU  

– Concl ude-ErrorPDU.  

ErrorTxCnt  0 . . 1  CounterTs  Number of error PDUs  that  have  been  sent  
i ncl ud i ng :  

– Confi rmed-ErrorPDU  (on l y for server)  

– Cance l -ErrorPDU  (on l y for server)  

– I n i ti ate-ErrorPDU  

– Concl ude-ErrorPDU.  

I n foRptRxCnt  0 . . 1  CounterTs  Number of MMS  I n formation  Reports  that  have  
been  received .  

I n foRptTxCnt  0 . . 1  CounterTs  Number of MMS  I n formati on  Reports  that  have  
been  sent.  

M i sCmdAckCnt 0 . . 1  CounterTs  Provides  an  attri bu te  that  i n d icates  the  coun t of 
the  number of MMS  request that  have  not  been  
acknowledged .  

MMSProExchTime 0. . 1  F l oati ng  MMS  Profi l e  exchange  du ration  (seconds).  MMS  
profi l e  i s  meant  as  Log ical  Devices,  Log ical  
Nodes  and  Dataset  defi n i ti on  are  exchanged .  

RejectRxCnt  0 . . 1  CounterTs  Number of  RejectPDUs  recei ved .  

RejectTxCnt  0 . . 1  CounterTs  Number of Rej ectPDUs  sent.  

ReqRxCnt  0 . . 1  CounterTs  Number of request PDUs  that  have  been  
recei ved  i ncl ud ing :  

– Confi rmed-RequestPDU  (on l y for server)  

– Cance l -RequestPDU  (on l y for server)  

– I n i ti ate-RequestPDU  

– Concl ude-RequestPDU .  

ReqTxCnt  0 . . 1  CounterTs  Number of  request PDUs  that  have  been  sent  
i ncl ud i ng :  

– Confi rmed-RequestPDU  (on l y for cl i en t)  

– Cance l -RequestPDU  (on l y for cl i en t)  

– I n i ti ate-RequestPDU  

– Concl ude-RequestPDU .  

RespRxCnt  0 . . 1  CounterTs  Number of response  PDUs  that  have  been  
recei ved  i ncl ud ing :  

– Confi rmed-ResponsePDU  (on l y for cl i en t)  

– Cance l -ResponsePDU  (on l y for cl i en t)  

– I n i ti ate-ResponsePDU  

– Concl ude-ResponsePDU .  

RespTxCnt 0 . . 1  CounterTs  Number of response  PDUs  that  have  been  sent  
i ncl ud i ng :  

– Confi rmed-ResponsePDU  (on l y for server)  

– Cance l -ResponsePDU  (on l y for server)  

– I n i ti ate-ResponsePDU  

– Concl ude-ResponsePDU. .  

SessKeyFai lCn t  0 . . 1  CounterTs  Number of session  key negotiati ons  that  fa i l ed .  

 

International  Electrotechnical  Commission

 



I EC 62351 -7: 201 7  © I EC  201 7  – 73  –  

7.4.4.3.3  MMSProvider 

The MMSProvider class  i ncludes  the  attribu tes  wh ich  define  the  in formation  abou t the  overal l  
I EC 61 850  s tack MMS  provider runn ing  on  the  device.  

Table  59  shows  al l  attri butes  of MMSProvider.  

Table  59  – Attributes  of MMS: :MMSProvider 

name mu l t type  description  

AProfi l eDecryptFai lCnt  0 . . 1  CounterTs  Number of PDUs  rece ived  that  cou ld  not  be  
decrypted  wi th i n  A-Profi l e  session .  

Au thFai l  0 . . 1  CounterTs  Count  of the  number of au thori zation  fa i l u res.  

Cn tRs  0 . . 1  CntRs  Counters  reset   con trol  object.  

ConnFai l I nCnt 0 . . 1  CounterTs  Number of i ncom ing  I n i ti ate-requests  that  have  
been  refused .  

ConnFai lOu tCnt  0 . . 1  CounterTs  Number of ou tgoing  I n i ti ate-requests  that  have  
been  refused .  

DecryptFai lCn t  0 . . 1  CounterTs  Number PDUs  recei ved  that  cou ld  not  be  
decrypted .  

LastEvent  0 . . 1  Even tType  Provides  the  l ast  known  event encountered .  

MMS  0. . *  MMSAssociati on  Provides  a  table  th rough  wh ich  more  detai l ed  
MMS  i n formation  can  be  obtained  for each  
connection .  

Pri vFai lCnt  0 . . 1  CounterTs  Number of recei ved  PDUs  for wh ich  action  was  
not  taken  due  to  i nsuffi cien t  pri vi l ege.  

ProviderDesc 0 . . 1  CharStri ng  Descripti on  of provi der.  

ProviderName 0. . 1  CharStri ng  Name  of the  provider.  

Securi tyNoti fi cati on  0 . . 1  MMSSecuri tyNoti fi cation  Securi ty events  noti fi cation  obj ect.  

SessionEstabl i shmentRa
te  

0 . . 1  I n teger The  number of times  any Association  has  been  
restabl i shed  after a  d i sconnection  wi th i n  1 5  
m inu tes.  

SessionRestartCnt  0 . . 1  CounterTs  Provides  an  attri bu te  that  i n d icates  the  count  of 
the  number of times  the  sess ion  has  been  
restabl i shed .  

S tateNoti fi cati on  0 . . 1  MMSNoti fi cation  State  even ts  noti fi cati on  object.  

TProfi l eDecryptFai lCnt  0 . . 1  CounterTs  Number PDUs  recei ved  that  cou ld  not  be  
decrypted  wi th i n  T-Profi l e  sess ion .  

TProfi l eSessKeyFai lCn t  0 . . 1  CounterTs  Number of session  key negotiati ons  that  fa i l ed .  
Th i s  app l i es  on ly to  T-Profi l e.  

UpKeyFai lCnt  0 . . 1  CounterTs  Number of update  key negoti ati ons  that  fa i l ed .  

ErrorRxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

ErrorTxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

I n foRptRxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

I n foRptTxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

M isCmdAckCnt 0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

MMSProExchTime  0. . 1  F l oati ng  i nheri ted  from :  MMSProtocol I n fo  

RejectRxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

RejectTxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

ReqRxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

ReqTxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

RespRxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

RespTxCnt 0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

SessKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  
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7.4.4.3.4  MMSAssociation  

The MMSAssociation  class  i ncludes  the  attributes  wh ich  define  the  in formation  about the  
MMS  association  between  the  l ocal  device  appl ication  stack and  a  remote  device  appl ication  
stack.  

Table  60  shows  al l  a ttri butes  of MMSAssociation .  

Table  60  – Attributes  of MMS: :MMSAssociation  

name mu l t type  description  

Active  0 . . 1  BooleanVal ueTs  True  i f association  i s  i n  use.  

Association I d  0 . . 1  En ti tyI ndex I d  of the  associati on .  

Cl i en t  0 . . 1  BooleanVal ue  True  i f rol e  i s  cl i en t,  fa l se  i f ro l e  i s  server 

Cn tRs  0. . 1  CntRs  Counters  reset   con trol  object.  

HndShTime 0. . 1  F l oati ng  Duration  of the  MMS  sess ion  handshake.  

RemoteEstAssos  0 . . 1  BooleanVal ue  True  i f the  association  was  establ i shed  d ue  to  an  
i ncom ing  I n i ti ate-Request.  

RemoteI P  0 . . 1  I netAdd ress  Remote  en ti ty network add ress .  

RemoteI PAddressType  0. . 1  I netAdd ressType  Type  of I P  add ress  i n  use.  

RemotePSEL 0. . 1  Selector Remote  en ti ty presentation  se l ector.  

RemoteSSEL 0. . 1  Selector Remote  en ti ty session  selector.  

RemoteTSEL  0. . 1  Selector Remote  en ti ty transport  se lector.  

ReportPer1 00Seconds  0 . . 1  I n teger Number of Reports  recei ved /transm i tted  duri ng  
the  l ast  1 00  seconds.  

RptRecepti onDelay 0 . . 1  F l oati ngTs  The  time  requ i red  to  recei ve  the  l ast  Report.  
Th i s  time  i s  the  d i fference  between  the  reception  
time  and  the  em iss ion  t imestamp stored  i ns i de  
the  report.  I f not  synch ron i zed  th i s  val ue  shal l  be  
set  to  -1 .  

Securi tyProfi l e  0 . . 1  Securi tyProfi l eType  Th is  i s  the  securi ty profi l e  i n  u se  for th i s  
association  (no  secu ri ty,  i n tegri ty A profi l e ,  A+,  
AE+).  

ErrorRxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

ErrorTxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

I n foRptRxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

I n foRptTxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

M isCmdAckCnt 0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

MMSProExchTime  0. . 1  F l oati ng  i nheri ted  from :  MMSProtocol I n fo  

RejectRxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

RejectTxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

ReqRxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

ReqTxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

RespRxCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

RespTxCnt 0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

SessKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  MMSProtocol I n fo  

I EC62351 part3  0 . . 1  BooleanVal ue  i nheri ted  from :  CommonProtocol I n fo  

Part3Connecti on I d  0 . . 1  I n teger i nheri ted  from :  CommonProtocol I n fo  

TCPHndShTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TLSHndTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TLSRenegotiati onTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  
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name mu l t type  description  

TLSResumptionTime 0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TotalHndTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

TransportHndTime  0. . 1  F l oati ng  i nheri ted  from :  CommonProtocol I n fo  

 

7.4.4.3.5  MMSSecuri tyNoti fication  

The MMSSecuri tyNoti fication  class  defines  the  content of the  noti fication  message  to  be  sent  
on  event related  wi th  the  speci fied  objects.  

Table  61  shows  al l  attri butes  of MMSSecuri tyNoti fication .  

Table  61  – Attributes  of MMS: :MMSSecuri tyNotification  

name mu l t type  description  

DecryptFai lCn t  0 . . 1  CounterTs  Number of PDUs  rece ived  that  cou ld  not  be  
decrypted .  

LastEvent  0 . . 1  Even tType  Provides  the  l ast  known  event encountered .  

Pri vFai lCnt  0 . . 1  CounterTs  Number of recei ved  PDUs  for wh ich  action  was  
not  taken  due  to  i nsuffi cien t  pri vi l ege.  

UpKeyFai lCnt  0 . . 1  CounterTs  Number of update  key negoti ati ons  that  fa i l ed .  

 

7.4.4.3.6  MMSNotification  

The MMSNoti fication  class  defines  the  content of the  noti fication  message to  be  sen t on  event 
re lated  wi th  the  speci fied  objects.  

Table  62  shows  al l  attri butes  of MMSNoti fication .  

Table  62  – Attributes  of MMS: :MMSNoti fication  

name mu l t type  description  

ConnFai l I nCnt 0 . . 1  CounterTs  Number of i ncom ing  I n i ti ate-requests  that  have  
been  refused .  

ConnFai lOu tCnt  0 . . 1  CounterTs  Number of ou tgoing  I n i ti ate-requests  that  have  
been  refused .  

RejectRxCnt  0 . . 1  CounterTs  Number of rej ect  i ssued  i n  reception .  

RejectTxCnt  0 . . 1  CounterTs  Number of recei ved  Reject  on  transm ission .  

 

7.4.4.4  Package SV and  GSE  common  objects  

7.4.4.4.1  General  

As shown  i n  F igure  22,  the  SV and  GSE  common  objects  package  i ncludes  the  I EC  61 850  
Sampled  Value  (SV)  and  Generic  Substation  Events  (GSE)  common  classes.  
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Figure  22  – Class  d iagram  SV and  GSE common  objects: : SV  
and  GSE common  objects  

7.4.4.4.2  GSEandSVCommon  

The GSEandSVCommon  class  i ncludes  the  attribu tes  wh ich  define  the  common  in formation  
about  the  GSE  and  SV association .  

Table  63  shows  al l  attri butes  of GSEandSVCommon .  

Table  63  – Attributes  of SV and  GSE  common   
objects: :GSEandSVCommon  

name mu l t type  description  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  Number of update  key negoti ati ons  at  KDC that  
fa i l ed .  

KDCAuthFai lCnt  0 . . 1  CounterTs  Count  of the  number of au thori zation  fa i l u res  
agai nst  KDC.  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  Session  Key establ i shment between  peer and  
KDC fai l ed .  

 

7.4.4.4.3  GSEandSVPubl isherAssociation  

The GSEandSVPubl isherAssociation  class  i ncludes  the  common   attribu tes  wh ich  define  the  
common  i n formation  about the  GSE  and  SV publ i sher association .  

Table  64  shows  al l  attri butes  of GSEandSVPubl isherAssociation .  
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Table  64 – Attributes  of SV and  GSE  common   
objects: :GSEandSVPubl isherAssociation  

name mu l t type  description  

CBRef 0 . . 1  CharStri ng  Reference  of the  GSE/SV Control  b l ock being  
supervised .  

Cn tRs  0 . . 1  CntRs  Counters  reset   con trol  object.  

OutUv 0 . . 1  CounterTs  Number of bu ffer underfl ows  detected  d ue  to  
ou tgoing  seri al  commun ication .  

TxPduPerSecond  0 . . 1  F l oati ng  Count  of the  number of SV te legrams   sent  
wi th i n  a  second  on  the  association .  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

 

7.4.4.4.4  GSEandSVSubscriberAssociation  

The GSEandSVSubscriberAssociation  class  i ncludes  the  attribu tes  wh ich  define  the  common   
i n formation  abou t the  GSE  and  SV subscriber association .  

Table  65  shows  al l  attri bu tes  of GSEandSVSubscriberAssociation .  

Table  65  – Attributes  of SV and  GSE  common   
objects: :GSEandSVSubscriberAssociation  

name mu l t type  description  

CBRef 0 . . 1  CharStri ng  Reference  of the  GSE/SV Control  b l ock being  
supervised .  

Cn tRs  0 . . 1  CntRs  Counters  reset   con trol  object.  

I nOvCnt  0 . . 1  CounterTs  Number of bu ffer overfl ows  detected  due  to  
i ncom ing  commun ication .  Th i s  counter i s  
i ncremented  each  time  the  buffer space  i s  
i nsuffi cien t  to  recei ve  an  i ncom ing  message.  

MessageI n tegri tyFai lCnt  0 . . 1  CounterTs  Number messages  that  were  not  us i ng  the  
proper Group  Key.  

RxPduPerSecond  0 . . 1  F l oati ng  Count  of the  number of SV te legrams   received  
wi th i n  a  second  on  the  association .  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  
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7.4.4.5  Package SV 

7.4.4.5. 1  General  

As shown  i n  F igure  23 ,  the  SV package  includes  the  I EC  61 850  Sampled  Value  (SV)  cl asses.  
SVProvider and  SVAssociation  i nheri t both  Securi ty and  Protocol  I n fo  attributes  from  the  more  
general  classes.  

 

Figure 23  – Class  d iagram  SV: : SV 

IEC  

International  Electrotechnical  Commission

 



I EC 62351 -7: 201 7  © I EC  201 7  – 79  –  

7.4.4.5.2  SVProvider 

The SVProvider cl ass  includes  the  attribu tes  wh ich  define  the  i n formation  about the  overal l  
I EC 61 850  stack SV provider runn ing  on  the  device.  

Table  66  shows  al l  attri butes  of SVProvider.  

Table  66  – Attributes  of SV: : SVProvider 

name mu l t type  description  

CntRs  0. . 1  CntRs  Counters  reset  con trol  object.  

DecryptFai lCn t  0 . . 1  CounterTs  Number of PDUs  rece ived  that  cou ld  not  be  
decrypted  

PDUSizeFai l  0 . . 1  CounterTs  Number of recei ved  PDU  wi th  wrong  s i ze.  Th i s  i s  
mean ingfu l  on l y for I P  te l eg rams.  

P IP  0 . . *  SVPubl i sherAssociati on I
P  

Provides  a  table  th rough  wh ich  more  detai l ed  SV 
i n formation  can  be  obta ined  for each  I P  
publ i sher connection .  

PL2  0 . . *  SVPubl i sherAssociati on
L2  

Provides  a  table  th rough  wh ich  more  detai l ed  SV 
i n formation  can  be  obta ined  for each  L2  
(Ethernet)  publ i sher connection .  

Securi tyNoti fi cati on  0 . . 1  SVNoti fi cation  Securi ty events  noti fi cation  obj ect.  

S I P  0 . . *  SVSubcriberAssociation I
P  

Provides  a  table  th rough  wh ich  more  detai l ed  SV 
i n formation  can  be  obta ined  for each  I P  
subscriber connection .  

SL2  0 . . *  SVSubcriberAssociation
L2  

Provides  a  table  th rough  wh ich  more  detai l ed  SV 
i n formation  can  be  obta ined  for each  L2  
(Ethernet)  subscri ber connection .  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

 

7.4.4.5.3  SVPubl isherAssociation IP  

The SVPubl isherAssociation IP  class  i ncludes  the  attributes  wh ich  define  the  i n formation  abou t 
the  association  between  the  local  device  appl ication  stack and  a  remote  device  appl ication  
stack.   Th is  class  i s  used  for the  I P  associations  wi th  publ isher ro le.  

Table  67  shows  al l  attri butes  of SVPubl isherAssociation IP.  

Table  67  – Attributes  of SV: : SVPubl isherAssociation IP  

name mu l t type  description  

DestI pAddr 0 . . 1  I netAdd ress  Desti nati on  I P  address.  

DestI pAddrType  0. . 1  I netAdd ressType  Type  of I P  add ress  i n  use.  

CBRef 0 . . 1  CharStri ng  i nheri ted  from :  GSEandSVPubl i sherAssociation  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  GSEandSVPubl i sherAssociation  

OutUv 0 . . 1  CounterTs  i nheri ted  from :  GSEandSVPubl i sherAssociation  

TxPduPerSecond  0 . . 1  F l oati ng  i nheri ted  from :  GSEandSVPubl i sherAssociation  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  
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7.4.4.5.4  SVPubl isherAssociationL2  

The SVPubl isherAssociationL2  class  i ncludes  the  attributes  wh ich  define  the  i n formation  
about  the  association  between  the  l ocal  device  appl ication  stack and  a  remote  device  
appl ication  stack.  Th is  cl ass  is  used  for L2  (ethernet)  associations  wi th  publ isher rol e.  

Table  68  shows  al l  attri butes  of SVPubl isherAssociationL2.  

Table  68  – Attributes  of SV: : SVPubl isherAssociationL2  

name mu l t type  description  

DestMacAddr 0 . . 1  MacAddress  MAC Address.  Wi l l  be  a  zero  val ue  i f I P  profi l e  i s  
i n  use  for the  associati on .  

CBRef 0 . . 1  CharStri ng  i nheri ted  from :  GSEandSVPubl i sherAssociation  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  GSEandSVPubl i sherAssociation  

OutUv 0 . . 1  CounterTs  i nheri ted  from :  GSEandSVPubl i sherAssociation  

TxPduPerSecond  0 . . 1  F l oati ng  i nheri ted  from :  GSEandSVPubl i sherAssociation  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

 

7.4.4.5.5  SVSubcriberAssociation IP  

The SVSubcriberAssociation IP  class  i ncludes  the  attributes  wh ich  define  the  i n formation  
about the  association  between  the  l ocal  device  appl ication  stack and  a  remote  device  
appl ication  stack.  Th is  class  i s  used  for the  I P  associations  wi th  subscriber role .  

Table  69  shows  al l  attri butes  of SVSubcriberAssociation IP.  

Table  69  – Attributes  of SV: : SVSubcriberAssociation IP  

name mu l t type  description  

SrcI pAddr 0 . . 1  I netAdd ress  Source  I P  address.  

SrcI pAddrType  0. . 1  I netAdd ressType  Type  of I P  add ress  i n  use.  

CBRef 0 . . 1  CharStri ng  i nheri ted  from :  GSEandSVSubscriberAssociati on  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

I nOvCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

MessageI n tegri tyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

RxPduPerSecond  0 . . 1  F l oati ng  i nheri ted  from :  GSEandSVSubscriberAssociati on  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  
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7.4.4.5.6  SVSubcriberAssociationL2  

The SVSubcriberAssociationL2  class  i ncludes  the  attribu tes  wh ich  define  the  i n formation  
about  the  association  between  the  l ocal  device  appl ication  stack and  a  remote  device  
appl ication  stack.  Th is  class  i s  used  for L2  (Ethernet)  associations  wi th  subscriber role.  

Table  70  shows  al l  attri bu tes  of SVSubcriberAssociationL2.  

Table  70  – Attributes  of SV: : SVSubcriberAssociationL2  

name mu l t type  description  

SrcMacAddr 0 . . 1  MacAddress  MAC Address.  Wi l l  be  a  zero  val ue  i f I P  profi l e  i s  
i n  use  for the  associati on .  

CBRef 0 . . 1  CharStri ng  i nheri ted  from :  GSEandSVSubscriberAssociati on  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

I nOvCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

MessageI n tegri tyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

RxPduPerSecond  0 . . 1  F l oati ng  i nheri ted  from :  GSEandSVSubscriberAssociati on  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

 

7.4.4.5.7  SVNotification  

The SVNoti fication  class  defines  the  con ten t of the  noti fication  message to  be  sent on  even t 
re lated  wi th  the  speci fied  objects.  

Table  71  shows  al l  attri butes  of SVNoti fication .  

Table  71  – Attributes  of SV: : SVNotification  

name mu l t type  description  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  
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7.4.4.6  Package GSE  

7.4.4.6.1  General  

As shown  i n  F igu re  24,  the  GSE  package includes  the  I EC 61 850  Generic  Substation  Events  
(GSE)  classes.  GSEprovider and  GSEAssociation  inheri t  both  Securi ty and  Protocol  I n fo  
attribu tes  from  the  more  general  classes.  

 

Figure 24 – Class  d iagram  GSE: :GSE  
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7.4.4.6.2  GSESubscriberAssociation  

The GSESubscriberAssociation  class  i ncludes  the  attributes  wh ich  define  the  i n formation  
about  the  GSE  subscriber association .  

Table  72  shows  al l  attri bu tes  of GSESubscriberAssociation .  

Table  72  – Attributes  of GSE: :GSESubscriberAssociation  

name mu l t type  description  

ConfRevMis  0 . . 1  BooleanVal ue  True  i nd icates  that  the  expected  confi guration  
revi s ion  d i d  not  match  the  rece ived  number.  

NdsComm 0. . 1  BooleanVal ue  I f true,  the  subscription  needs  commission ing ,  
i . e . ,  the  received  message  does  not  conform  to  
the  current  subscripti on  confi gurati on  (e i ther the  
'dataSetRef'  i s  wrong ,  the  data  set  members,  the  
confi gu rati on  revi s ion  number,  or no  subscripti on  
i s  confi gu red  at  a l l ) .  

TalExpCnt  0 . . 1  CounterTs  Count of the  recei ved  TAL expi rations  that  have  
been  detected .  

CBRef 0 . . 1  CharStri ng  i nheri ted  from :  GSEandSVSubscriberAssociati on  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

I nOvCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

MessageI n tegri tyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

RxPduPerSecond  0 . . 1  F l oati ng  i nheri ted  from :  GSEandSVSubscriberAssociati on  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

 

7.4.4.6.3  GSEProvider 

The GSEProvider class  i ncludes  the  attributes  wh ich  define  the  i n formation  about the  overal l  
I EC 61 850  stack GSE provider runn ing  on  the  device.  

Table  73  shows  al l  attri bu tes  of GSEProvider.  

Table  73  – Attributes  of GSE: :GSEProvider 

name mu l t type  description  

CntRs  0. . 1  CntRs  Counters  reset   con trol  object.  

DecryptFai lCn t  0 . . 1  CounterTs  Number of PDUs  rece ived  that  cou ld  not  be  
decrypted  

I nErrCnt  0 . . 1  CounterTs  Number of PDUs  rece ived  that  were  i n  error  due  
to  mal formed  con tent,  pari ty errors  or 
confi gu rati on  m ismatch .  

I nUnexpectedMu l ti cast  0 . . 1  CounterTs  Count  of unexpected  mu l ti cast  recei ved  PDUs.  

P IP  0 . . *  GSEPubl i sherAssociatio
n IP  

Provides  a  table  th rough  wh ich  more  detai l ed  
GSE  i n formation  can  be  obtai ned  for each  I P  
publ i sher connection .  

PL2  0 . . *  GSEPubl i sherAssociatio
nL2  

Provides  a  table  th rough  wh ich  more  detai l ed  
GSE  i n formation  can  be  obtai ned  for each  L2  
(Ethernet)  publ i sher connection .  

Securi tyNoti fi cati on  0 . . 1  GSENoti fi cation  Securi ty events  noti fi cation  obj ect.  

S I P  0 . . *  GSESubcriberAssociatio
n IP  

Provides  a  table  th rough  wh ich  more  detai l ed  
GSE  i n formation  can  be  obtai ned  for each  I P  
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name mu l t type  description  

subscriber connection .  

SL2  0 . . *  GSESubcriberAssociatio
nL2  

Provides  a  table  th rough  wh ich  more  detai l ed  
GSE  i n formation  can  be  obtai ned  for each  L2  
(Ethernet)  subscri ber connection .  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

 

7.4.4.6.4  GSEPubl isherAssociation IP  

The GSEPubl isherAssociation IP  class  i ncludes  the  attribu tes  wh ich  define  the  i n formation  
about  the  association  between  the  l ocal  device  appl ication  stack and  a  remote  device  
appl ication  stack.  Th is  class  i s  used  for the  I P  associations  wi th  publ isher role.  

Table  74  shows  al l  attri bu tes  of GSEPubl isherAssociation IP.  

Table  74  – Attributes  of GSE: :GSEPubl isherAssociation IP  

name mu l t type  description  

DestI pAddr 0 . . 1  I netAdd ress  Desti nati on  I P  address.  

DestI pAddrType  0. . 1  I netAdd ressType  Type  of I P  add ress  i n  use.  

CBRef 0 . . 1  CharStri ng  i nheri ted  from :  GSEandSVPubl i sherAssociation  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  GSEandSVPubl i sherAssociation  

OutUv 0 . . 1  CounterTs  i nheri ted  from :  GSEandSVPubl i sherAssociation  

TxPduPerSecond  0 . . 1  F l oati ng  i nheri ted  from :  GSEandSVPubl i sherAssociation  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

 

7.4.4.6.5  GSEPubl isherAssociationL2  

The GSEPubl isherAssociationL2  class  i ncludes  the  attribu tes  wh ich  define  the  i n formation  
about the  association  between  the  l ocal  device  appl ication  stack and  a  remote  device  
appl ication  stack.  Th is  class  i s  used  for L2  (ethernet)  associations  wi th  publ isher ro le.  

Table  75  shows  al l  attri butes  of GSEPubl isherAssociationL2.  

Table  75  – Attributes  of GSE: :GSEPubl isherAssociationL2  

name mu l t type  description  

DestMacAddr 0 . . 1  MacAddress  MAC Address.  Wi l l  be  a  zero  val ue  i f I P  profi l e  i s  
i n  use  for the  associati on .  

CBRef 0 . . 1  CharStri ng  i nheri ted  from :  GSEandSVPubl i sherAssociation  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  GSEandSVPubl i sherAssociation  

OutUv 0 . . 1  CounterTs  i nheri ted  from :  GSEandSVPubl i sherAssociation  

TxPduPerSecond  0 . . 1  F l oati ng  i nheri ted  from :  GSEandSVPubl i sherAssociation  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

 

International  Electrotechnical  Commission

 



I EC 62351 -7: 201 7  © I EC  201 7  – 85  –  

7.4.4.6.6  GSESubscriberAssociation IP  

The GSESubcriberAssociation IP  class  i ncludes  the  attribu tes  wh ich  define  the  i n formation  
about  the  association  between  the  l ocal  device  appl ication  stack and  a  remote  device  
appl ication  stack.  Th is  class  i s  used  for the  I P  associations  wi th  subscriber ro le .  

Table  76  shows  al l  attri bu tes  of GSESubcriberAssociation IP.  

Table  76  – Attributes  of GSE: :GSESubcriberAssociation IP  

name mu l t type  description  

SrcI pAddr 0 . . 1  I netAdd ress  Source  I P  address.  .  

SrcI pAddrType  0. . 1  I netAdd ressType  Type  of I P  add ress  i n  use.  

ConfRevMis  0 . . 1  BooleanVal ue  i nheri ted  from :  GSESubscriberAssociation  

NdsComm 0. . 1  BooleanVal ue  i nheri ted  from :  GSESubscriberAssociation  

TalExpCnt  0 . . 1  CounterTs  i nheri ted  from :  GSESubscriberAssociation  

CBRef 0 . . 1  CharStri ng  i nheri ted  from :  GSEandSVSubscriberAssociati on  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

I nOvCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

MessageI n tegri tyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

RxPduPerSecond  0 . . 1  F l oati ng  i nheri ted  from :  GSEandSVSubscriberAssociati on  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

 

7.4.4.6.7  GSESubcriberAssociationL2  

The GSESubcriberAssociationL2  class  includes  the  attributes  wh ich  define  the  i n formation  
about the  association  between  the  l ocal  device  appl ication  stack and  a  remote  device  
appl ication  stack.  Th is  class  i s  used  for L2  (Ethernet)  associations  wi th  subscriber ro le.  

Table  77  shows  al l  attri butes  of GSESubcriberAssociationL2.  

Table  77  – Attributes  of GSE: :GSESubscriberAssociationL2  

name mu l t type  description  

SrcMacAddr 0 . . 1  MacAddress  MAC Address.  Wi l l  be  a  zero  val ue  i f I P  Profi l e  i s  
i n  use  for the  associati on .  

ConfRevMis  0 . . 1  BooleanVal ue  i nheri ted  from :  GSESubscriberAssociation  

NdsComm 0. . 1  BooleanVal ue  i nheri ted  from :  GSESubscriberAssociation  

TalExpCnt  0 . . 1  CounterTs  i nheri ted  from :  GSESubscriberAssociation  

CBRef 0 . . 1  CharStri ng  i nheri ted  from :  GSEandSVSubscriberAssociati on  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

I nOvCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

MessageI n tegri tyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVSubscriberAssociati on  

RxPduPerSecond  0 . . 1  F l oati ng  i nheri ted  from :  GSEandSVSubscriberAssociati on  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  
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7.4.4.6.8  GSENotification  

The GSENoti fication  class  defines  the  content of the  noti fication  message to  be  sen t on  even t 
re lated  wi th  the  speci fied  objects.  

Table  78  shows  al l  attri butes  of GSENoti fication .  

Table  78  – Attributes  of GSE: :GSENotification  

name mu l t type  description  

GroupUpKeyFai lCn t  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCAuthFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  

KDCSessionKeyFai lCnt  0 . . 1  CounterTs  i nheri ted  from :  GSEandSVCommon  
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7.5  Package Interfaces  Agent 

7.5. 1  General  

As shown  i n  F igure  25,  the  I n terfaces  Agent package contains  the  obj ect  descriptions  to  be  
provided  in  order to  mon i tor the  I ED  I n terfaces  s tate  and  behaviour.  

 

Figure 25  – Class  d iagram  Interfaces  Agent: : In terfaces  
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7.5.2  In terface  

The I n terface  class  contains  the  i n formation  regard ing  the  common  attribu tes  for the  device  
i n terfaces.  

Table  79  shows  al l  attri butes  of I n terface.  

Table  79  – Attributes  of In terfaces  Agent: : In terface  

name mu l t type  description  

I D  0 . . 1  En ti tyI ndex I n terface  number 

Descr 0 . . 1  CharStri ng  Descripti on  of the  CPU .  

I n tType  0. . 1  I n tType  I n terface  type  (Wi red  or Wi reless)  

Operab le  0 . . 1  BooleanVal ueTs  I nd icates  that  CPU  i s  operabl e  ( i t  can  be  e i ther 
on l i ne  or offl i ne)  

On l i ne  0 . . 1  BooleanVal ueTs  I nd icate  that  CPU  i s  on l i ne  and  acti ve  

Fau l ty  0 . . 1  BooleanVal ueTs  CPU  generated  errors  

Cn tRs  0. . 1  CntRs  Counters  reset   con trol  object.  

 

7.5.3  In terfaces  

The I n terfaces  class  i s  a  set  of objects  that i ncl udes  the  hardware  i n terfaces  of the  device.  

Table  80  shows  al l  attri butes  of I n terfaces.  
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Table  80  – Attributes  of In terfaces  Agent: : Interfaces  

name mu l t type  description  

serAvai l  0 . . 1  I n teger Number of serial  i n terfaces  i ns tal l ed  on  the  
device  

serActi ve  0 . . 1  I n tegerTs  Number of serial  i n terfaces  acti ve  on  the  device  

serFai l  0 . . 1  I n tegerTs  Number of fa i l i n g  seri a l  I n terfaces  on  the  device  

ethAvai l  0 . . 1  I n teger Number of ethernet I n terfaces  i nstal l ed  on  the  
device  

ethActi ve  0 . . 1  I n tegerTs  Number of ethernet i n terfaces  acti ve  on  the  
device  

ethFai l  0 . . 1  I n tegerTs  Number of fa i l i n g  ethernet i n terfaces   on  the  
device  

a l gAvai l  0 . . 1  I n teger Number of anal ogue  I n terfaces  i nstal l ed  on  the  
device  

a l gActi ve  0 . . 1  I n tegerTs  Number of anal ogue  i n terfaces  Acti ve  on  the  
device  

a l gFa i l  0 . . 1  I n tegerTs  Number of fa i l i ng  analogue  i n terfaces   on  the  
device  

keyAvai l  0 . . 1  I n teger Number of keyboard  I n terface  i nstal l ed  on  the  
device  

keyActive  0 . . 1  I n tegerTs  Number of keyboard  i n terface  acti ve  on  the  
device  

keyFai l  0 . . 1  I n tegerTs  Number of fa i l i n g  keyboard  i n terface  on  the  
device  

usbAvai l  0 . . 1  I n teger Number of Un i versal  Serial  Bus  I n terface  
i nstal l ed  on  the  device  

usbActive  0 . . 1  I n tegerTs  Number of Un i versal  Seria l  Bus  i n terface  acti ve  
on  the  device  

usbFai l  0 . . 1  I n tegerTs  Number of fa i l i n g  Un iversal  Seria l  Bus  i n terface  
on  the  device  

SER 0. . *  SEREntry Th i s  en try defer to  possib l e  mu l ti p l e  i nstances  of 
seria l  i n terfaces  i ns i de  the  I ED  

ETH  0. . *  ETHEntry  Th i s  en try defer to  possib l e  mu l ti pl e  i nstances  of 
E thernet i n terfaces  i ns i de  the  I ED  

USB  0. . *  USBEntry  Th i s  en try defer to  possib l e  mu l ti p l e  i nstances  of 
USB  i n terfaces  i ns i de  the  I ED  

KEY 0. . *  KEYEntry Th i s  en try defer to  possib l e  mu l ti p l e  i nstances  of 
keyboard  i n terfaces  i ns i de  the  I ED  

ALG  0. . *  ALGEntry Th i s  en try defer to  possib l e  mu l ti p l e  i nstances  of 
anal ogue  i n terfaces  i ns i de  the  I ED  

StateNoti fi cati on  0 . . 1  Noti fi cation  State  even ts  noti fi cati on  object  
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7.5.4  ETHEntry 

The ETHEntry class  contains  the  i n formation  regard ing  the  Ethernet i n terface  i nstance.  

Table  81  shows  al l  attri butes  of ETHEntry.  

Table  81  – Attributes  of In terfaces  Agent: : ETHEntry 

name mu l t type  description  

I D  0 . . 1  En ti tyI ndex i nheri ted  from :  I n terface  

Descr 0 . . 1  CharStri ng  i nheri ted  from :  I n terface  

I n tType  0. . 1  I n tType  i nheri ted  from :  I n terface  

Operab le  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

On l i ne  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

Fau l ty  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  I n terface  

 

7.5.5  KEYEntry 

The KEYEntry class  conta ins  the  i n formation  regard ing  the  speci fic  keyboard  entry status .  

Table  82  shows  al l  attri butes  of KEYEntry.  

Table  82  – Attributes  of In terfaces  Agent: : KEYEntry 

name mu l t type  description  

Locked  0 . . 1  BooleanVal ueTs  I nd icate  a  l ocked  status  for the  device  keyboard  

I D  0 . . 1  En ti tyI ndex i nheri ted  from :  I n terface  

Descr 0 . . 1  CharStri ng  i nheri ted  from :  I n terface  

I n tType  0. . 1  I n tType  i nheri ted  from :  I n terface  

Operab le  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

On l i ne  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

Fau l ty  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  I n terface  
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7.5.6  SEREntry 

The SEREntry class  contains  the  i n formation  regard ing  the  seria l  i n terface  en try.  

Table  83  shows  al l  attri bu tes  of SEREntry.  

Table  83  – Attributes  of In terfaces  Agent: : SEREntry 

name mu l t type  description  

ByteI n  0 . . 1  CounterTs  I nbound  Byte  coun ter 

ByteOut  0 . . 1  CounterTs  Ou tbound  Byte  counter 

I D  0 . . 1  En ti tyI ndex i nheri ted  from :  I n terface  

Descr 0 . . 1  CharStri ng  i nheri ted  from :  I n terface  

I n tType  0. . 1  I n tType  i nheri ted  from :  I n terface  

Operab le  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

On l i ne  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

Fau l ty  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  I n terface  

 

7.5.7  ALGEntry 

The ALGEntry class  contains  the  i n formation  regard ing  the  analogue  in terface  instance  

Table  84  shows  al l  attri butes  of ALGEntry.  

Table  84 – Attributes  of In terfaces  Agent: : ALGEntry 

name mu l t type  description  

I D  0 . . 1  En ti tyI ndex i nheri ted  from :  I n terface  

Descr 0 . . 1  CharStri ng  i nheri ted  from :  I n terface  

I n tType  0. . 1  I n tType  i nheri ted  from :  I n terface  

Operab le  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

On l i ne  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

Fau l ty  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  I n terface  
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7.5.8  USBEntry 

The USBEntry class  contains  the  i n formation  regard ing  the  USB  in terface  i nstance.  

Table  85  shows  al l  attri butes  of USBEntry.  

Table  85  – Attributes  of In terfaces  Agent: : USBEntry 

name mu l t type  description  

I D  0 . . 1  En ti tyI ndex i nheri ted  from :  I n terface  

Descr 0 . . 1  CharStri ng  i nheri ted  from :  I n terface  

I n tType  0. . 1  I n tType  i nheri ted  from :  I n terface  

Operab le  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

On l i ne  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

Fau l ty  0 . . 1  BooleanVal ueTs  i nheri ted  from :  I n terface  

Cn tRs  0. . 1  CntRs  i nheri ted  from :  I n terface  

 

7.5.9  Noti fication  

The Noti fication  class  defines  the  con ten t of the  noti fication  message to  be  sent on  even t 
re lated  wi th  the  speci fied  objects.  

Table  86  shows  al l  attri butes  of Noti fication .  

Table  86  – Attributes  of In terfaces  Agent: : Noti fication  

name mu l t type  description  

serActi ve  0 . . 1  I n tegerTs  Number of serial  I n terfaces  acti ve  on  the  device  

serFai l  0 . . 1  I n tegerTs  Number of fa i l i n g  seri a l  I n terfaces  on  the  device  

ethActi ve  0 . . 1  I n tegerTs  Number of ethernet i n terfaces  acti ve  on  the  
device  

ethFai l  0 . . 1  I n tegerTs  Number of fa i l i n g  ethernet i n terfaces   on  the  
device  

a l gActi ve  0 . . 1  I n tegerTs  Number of anal ogue  i n terfaces  acti ve  on  the  
device  

a l gFa i l  0 . . 1  I n tegerTs  Number of fa i l i ng  analogue  i n terfaces   on  the  
device  

keyActive  0 . . 1  I n tegerTs  Number of keyboard  i n terfaces  acti ve  on  the  
device  

keyFai l  0 . . 1  I n tegerTs  Number of fa i l i n g  keyboard  i n terfaces  on  the  
device  

usbActive  0 . . 1  I n tegerTs  Number of Un i versal  Seria l  Bus  i n terfaces  acti ve  
on  the  device  

usbFai l  0 . . 1  I n tegerTs  Number of fa i l i n g  Un iversal  Seria l  Bus  i n terfaces  
on  the  device  
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7.6  Package Clocks  Agent 

7.6. 1  General  

As shown  i n  F igure  26,  the  Clocks  Agent package  i ncludes  the  clock mon i toring  classes.  

 

Figure 26  – Class  d iagram  Clocks  Agent: : Clocks  Agent  

7.6.2  Clock 

The  Clock class  con tains  the  in formation  regard ing  clocks.  

Table  87  shows  al l  a ttributes  of Clock.  

Table  87  – Attributes  of Clocks  Agent: : Clock 

name mu l t type  description  

clockTamperDetected  0 . . 1  Timestamp Timestamp of when  a  tamper of a  cl ock has  been  
detected  

LastClockHoldover 0 . . 1  Timestamp I nd icates  the  timestamp at  wh i ch  the  l ast  
Holdover was  detected .  

Cn tRs  0 . . 1  CntRs  When  wri tten  True,  the  stati sti cs  of 
cl ockTamperDetected  and  LastClockHol dover 
are  set  back to  a  val ue  of zero.   The  val ues  i n  
the  cl ocks  table  are  not  impacted  by th i s  reset.  

Clocks  0 . . n  ClockEntry Table  of i n formation  regard ing  the  cl ock sources  
that  are  i n  use.  

Securi tyNoti fi cati on  0 . . 1  Securi tyNoti fi cati on  Securi ty events  noti fi cation  obj ect.  
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7.6.3  ClockEntry 

The ClockEntry class  con tains  the  i n formation  regard ing  clock entries.  

Table  88  shows  al l  attri butes  of ClockEntry.  

Table  88  – Attributes  of Clocks  Agent: : ClockEntry 

name mu l t type  description  

ClockAccuracy 0 . . 1  I n teger Reports  the  cu rrent  expected  accuracy of th i s  
cl ock i n  nanoseconds.   A va l ue  of -1  i n d icates  
that  the  accu racy i s  u nknown  or estimated  to  be  
l arger than  21 47483647  ns .  

ClockI ndex 0 . . 1  En ti tyI ndex Clock I ndex 

ClockI ssue  0 . . 1  TimSyncI ssueType  Reports  the  presence  of any cl ock i ssue.  

ClockTamperDetected  0 . . 1  BooleanVal ue  Clock tamper have  been  detected .  

TmSrc 0 . . 1  TimSyncSrcType  Reports  the  cl ock sync method .  

HoldOver 0 . . 1  BooleanVal ue  The  Holdover fl ag  shal l  be  set  True  whenever 
the  Time  Traceable  fl ag  i s  True  and  the  I ED  i s  
not  receiving  a  qual i fi ed  s i gnal  from  a  
recogn i zed  standard  t ime  source.  I t  shal l  be  set  
Fal se  otherwise.  Therefore,  th i s  fl ag  g i ves  an  
immed iate  i nd ication  of l oss  of the  t ime  
reference  s i gnal .  

LastSyncOffset  0 . . 1  F l oati ngTs  Reports  the  t ime  offset  ( i n  seconds)  computed  
from  the  l ast  qual i fi ed  synch ron ization  s i gna l  
recei ved  by th i s  cl ock.   Th i s  va l ue  i s  used  by the  
cl ock servo  to  g radual l y ad j ust  the  cl ock.  

TimeSourceAvai l able  0 . . 1  BooleanVal ue  The  Time  Source  Avai l abl e  fl ag  shal l  be  set  True  
whenever the  I ED  i s  recei ving  a  qual i fi ed  s i gnal  
from  a  recogn ized  standard  time  source.  I f i t  
l oses  th i s  s i gnal ,  then  after an  appropri ate  
period  (d uri ng  wh ich  the  add i ti onal  hol dover 
uncertai n ty i s  not  a  s i gn i fi can t impai rment  to  
performance),  the  Time  Source  Avai l able  fl ag  
shal l  be  set  Fal se.  The  du ration  of the  peri od  
after l oss  of the  time  s i gnal  and  negation  of the  
Time  Source  Avai l ab le  fl ag  depends  on  the  
qual i ty of the  ho l dover osci l l ator and  the  requ i red  
t ime  qual i ty,  and  may be  a  con fi gurabl e  I ED  
parameter.  

Th i s  fl ag  may not  immed iatel y be  set  Fal se,  
because  momentary l oss  of the  t ime  s i gnal  may 
not  adversel y affect  I ED  time  qual i ty.  The  
Holdover fl ag  provi des  an  immed iate  i nd ication  
of th i s  cond i ti on .  

TimeTraceable  0 . . 1  BooleanVal ue  The  Time  Traceabl e  fl ag  shal l  be  set  Fal se  
before  the  I ED  has  recei ved  and  qual i fi ed  a  
s i gnal  from  a  recogn i zed  s tandard  time  source.  
Once  i t  has  l ocked  to  the  recogn ized  standard  
time  source  and  stabi l i zed ,  the  Time  Traceabl e  
fl ag  shal l  be  set  True.  The  Time  Traceabl e  fl ag  
shal l  not  be  set  Fal se  aga in ,  so  l ong  as  the  I ED  
can  estimate  i ts  hol dover uncertain ty.  I f at  some 
poin t,  perhaps  due  to  an  extended  holdover 
i n terva l ,  the  I ED  no  l onger can  estimate  i ts  
hol dover uncertai n ty,  then  the  Time  Traceabl e  
fl ag  shal l  be  set  Fal se.  

 

International  Electrotechnical  Commission

 



I EC 62351 -7: 201 7  © I EC  201 7  – 95  –  

7.6.4  Securi tyNotification  

The Securi tyNoti fication  class  defines  the  con ten t of the  noti fication  message  to  be  sen t on  
even t re lated  wi th  the  speci fied  obj ects.  

Table  89  shows  al l  attri bu tes  of Securi tyNoti fication .  

Table  89  – Attributes  of Clocks  Agent: : Securi tyNotification  

name mu l t type  description  

clockTamperDetected  0 . . 1  Timestamp Timestamp of when  a  tamper of a  cl ock has  been  
detected  

 

7.7  Network and  Transport  Agents  

7.7. 1  TCP  

The Transm iss ion  Control  Protocol  (TCP)  i s  a  connection -orien ted  protocol  that has  several  
RFCs  a l ready speci fi ng  M IB  defin i tions  for i ts  mon i toring .  

For implementation  cla im ing  conformance  to  th i s  standard ,  the  fol lowing  RFCs  shal l  be  used  
to  expose  TCP i n formation :  

•  RFC  4022 :  Management I n formation  Base  for the  Transm ission  Control  Protocol  (TCP)  

•  RFC  4898:  TCP  Extended  Statistics  M IB  

•  RFC 5953:  Transport Layer Securi ty (TLS)  Transport Model  for the  S imple  Network 
Management Protocol  

The  granu lari ty of the  i n formation  avai l able  wi th in  these  RFCs i s  detai led  enough  to  provide  
the  sematic i n formation  requ ired  by th is  standard .  Therefore,  i t  i s  requ i red  to  adopt those  
RFCs.  

7.7.2  User Datagram  Protocol  (UDP)  

The User Datagram  Protocol  i s  a  connection less  transport protocol  that can  support un icast or 
mu l ticast address ing .  

For implementation  cla im ing  conformance to  th is  standard ,  the  fol lowing  RFCs  shal l  be  used  
to  expose  UDP i n formation :  

•  RFC  41 1 3  speci fies  the  s tructu re  of the  M IBs  for UDP.  

The  SNMP structure  for UDP has  two key OBJECT-TYPES:  the  UDP M IB  wh ich  con tains  an  
udpEndPoin tTable  cons isti ng  of mu l ti p le  udpEndPoin tEntry OBJECT-TYPEs.  

The  granu lari ty of the  i n formation  avai l ab le  wi th in  these  RFCs  is  detai l ed  enough  to  provide  
the  sematic i n formation  requ ired  by th is  standard .  Therefore,  i t  i s  requ i red  to  adopt th is  RFC 
in  order to  provide  the  UDP protocol  objects.  

7.7.3  IP  

The I n ternet  Protocol  ( I P)  i s  a  connection less  protocol  that has  several  RFCs  al ready defin ing  
M IB  defin i tions  for i ts  mon i toring .  

For implementation  cla im ing  conformance to  th i s  standard ,  the  fol lowing  RFCs  shal l  be  used  
to  expose  I P  i n formation :  

•  RFC  4292:  I P  Forward ing  M IBs  
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•  RFC  4293:  I P  Base  M IBs  

•  RFC  51 32:  I P  Mu l ticast M IBs  

8 SNMP securi ty 

The adoption  of SNMPv3 protocol  i s  mandatory i n  order to  protect SNMP against poss ible  
securi ty th reats .  

For implementation  cla im ing  conformance to  th is  standard  the  User Securi ty Model  (3)  
securityModel option  defined  in  RFC 341 1 ,  section  6. 1 ,   sha l l  be  implemented  accord ing  to  

the  fol l owing  RFCs  speci fications:  

•  RFC 341 4:  User-based  Securi ty Model  (USM)  for vers ion  3  of the  S imple  Network 
Management Protocol  (SNMPv3)  

•  RFC  5590:  Transport Subsystem  for the  S imple  Network Management Protocol  (SNMP)  

•  RFC 7860:  HMAC-SHA-2  Au thentication  Protocols  i n  User-Based  Securi ty Model  (USM)  
for SNMPv3  

•  RFC 3826:  The  Advanced  Encryption  Standard  (AES)  Cipher Algori thm  i n  the  SNMP 
User-based  Securi ty Model  

The  fol l owing  securityLevel  options  defined  in  RFC  341 1  section  3 . 4 . 3  shal l  be  supported :  

•  noAuthNoPriv:  Communication  wi thout Au thentication  and  Privacy 

•  au thNoPriv:  Communication  wi th  au then tication  and  wi thou t pri vacy.  HMAC-SHA-2  
a lgori thm  shal l  be  supported  accord ing  to  RFC 7860  

•  au thPriv:  Communication  wi th  Authen tication  and  Privacy.  HMAC-SHA-2  a l gori thm  shal l  
be  supported  accord ing  to  RFC  7860.  

The  securityLevel noAu thNoPriv usage  is  deprecated  i n  operation  envi ronment and  can  be  
supported  by implemementation  for SNMPv3.   

The  Transport Securi ty Model  (4)  securityModel  option  defined  i n  RFC 5591  can  be  optional l y 
implemented  and  in  th is  case  the  fol l owing  RFC speci fications  shal l  be  implemented :  

•  RFC 5591 :  Transport Securi ty Model  for the  S imple  Network Management Protocol  
(SNMP)  

•  RFC 6353:  Transport Layer Securi ty (TLS)  Transport Model  for the  S imple  Network 
Management Protocol  (SNMP).  

The  au thentication  process  for the  optional  Transport Securi ty Model  shal l  be  based  on  PKI  
Certi ficates  accord ing  wi th  RFC 5953,  section  9 ,  and  the  revocation  check of certi ficates  shal l  
be  implemented  accord ing  to  I EC  62351 -9  requ irements .  The  l i fecycle  of Private/Publ ic keys  
shal l  be  implemented  as  wel l  accord ing  to  I EC 62351 -9.  

The  Transport Securi ty Model  implementation  i s  recommended  and  wi l l  be  set mandatory in  
new revis ion  of th is  standard  

9  Secured  time synchronization  

Clock accuracy shal l  be  ensured .  Time synchron ization  shal l  be  carried  ou t us ing  secure  
communications  and  using  a  protocol  such  as  I EEE 1 588  or I ETF’s  NTS.  
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Annex A 
(normative)  

 
SNMP MIB Mapping  

The fol l owing  M IBs  are  au tomatical l y produced  from  the  UML model .  

Enumeration  agent  MIB  

 

<CODE  BEGI NS>  

 

I EC-62 3 51 -ENUM-MIB  DEFI NITI ONS : : =  BEGIN  

    I MPORTS  

    MODULE-IDENTITY,   OBJECT-I DENTITY,  

    OBJECT-TYPE,  Counter32 ,  I nteger3 2 ,  Unsigned32 ,   

    Gauge3 2 ,  TimeTicks ,  NOTIFI CATION-TYPE   

        FROM SNMPv2 -SMI  

    TEXTUAL-CONVENTION,  Dis playString,  TruthValue,  

    MacAddres s ,  PhysAddress ,  DateAndTime  

        FROM SNMPv2 -TC  

    OBJECT-GROUP,  NOTIFICATION-GROUP,  MODULE-COMPLIANCE  

        FROM SNMPv2 -CONF  

    Float3 2 TC   

  FROM FLOAT-TC-MI B  

  

    I netAddressType,  I netAddress  

        FROM I NET-ADDRESS-MIB;  

   

    e numeration  MODULE-IDENTITY  

        LAST-UPDATED        " 2 0 1 7 0 60 61 0 0 0 Z"  

        ORGANI ZATI ON        " I EC"  

        CONTACT-INFO         " I EC  TC5 7  WG1 5"  

        DESCRIPTION         " Copyright  ( C )  I EC.  This  version  of  this  MIB  module  i s  part  

                             o f  I EC  5 7 -62 351 -7 -Ed1 .   

                             S ee  the  I EC  5 7 -62 351- 7 -Ed1  for  full  legal  notices .   

                             T he  abs tract  obj ects  defined as  enumerated 

                             t ypes  refer  to  s pecial  enumerated data  types .  The  

                             t ype  obj ect  naming  actually  reflects  this  

                             c las sification,  as  explained explicitly  

                             within  this  s ection  i n  

                             t he  des cription  of  each  abs tract  type.  Pleas e  note  

                             t hat  the  attributes  defined in  this  package  classes  

                             have  1 . . 1  multiplicity.  The  multiplicity is  

                             handled when  thes e  class es  are  us ed as  attributes  

                             within  the  agents  classes  definition. "  

 

        REVI SION             " 2 0 1 7 0 60 61 0 0 0 Z "  

        DESCRIPTION         " I EC  5 7 -62 3 51 -7 -Ed1 "  

 

       : : =  {  part7  1  }  

 

 s tandard  OBJECT  I DENTI FI ER: : =  {  i so  0  }  

   

 i ec62 35 1   OBJECT  I DENTI FI ER: : =  {  s tandard 62 35 1  }   

 

 part7   OBJECT  I DENTIFI ER: : =  {  iec62 3 51  7  }   
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    AppDatStKind: : =  TEXTUAL-CONVENTI ON  

        S TATUS               current  

        DESCRIPTION         " AppDatStKind is  an  enumeration  of  s tatus  for  

                             t he  environment  where  the  device  is  operated ( e . g.  

                             Power  S upply,  Physical  Access ) . "  

        S YNTAX  I NTEGER  

  {     

               unknown(  0  ) ,  

               good(  1  ) ,  

               bad(  2  )  

  }  

    PhyHealthKind: : =  TEXTUAL-CONVENTION  

        S TATUS               current  

        DESCRIPTION         " PhyHealthKind i s  an  e numeration  of  general  

                             health  s tatus  of  I ED. "  

        S YNTAX  I NTEGER  

  {     

               o k(  0  ) ,  

               warning(  1  ) ,  

               alarm(  2  )  

  }  

    ExtKind: : =  TEXTUAL-CONVENTION  

        S TATUS               current  

        DESCRIPTION         " ExtKind is  an  enumeration  of  poss ible  I ED  

                             e xtension  types . "  

        S YNTAX  I NTEGER  

  {     

               unknown(  0  ) ,  

               i oModule(  1  ) ,  

               s oftwarePLC(  2  )  

  }  

    I ntKind: : =  TEXTUAL-CONVENTION  

        S TATUS               current  

        DESCRIPTION         " I ntKind is  an  enumeration  of  type  of  i nterface  

                             being  utiliz ed. "  

        S YNTAX  I NTEGER  

  {     

               wired(  0  ) ,  

               wireless (  1  )  

  }  

    LnkKind: : =  TEXTUAL-CONVENTION  

        S TATUS               current  

        DESCRIPTION         " LnkKind is  an  enumeration  of  LnkType. "  

        S YNTAX  I NTEGER  

  {     

               unknown(  0  ) ,  

               s erial (  1  ) ,  

               t cp(  2  ) ,  

               udp(  3  ) ,  

               e th(  4  )  

  }  

    PSPAccKind: : =  TEXTUAL-CONVENTION  

        S TATUS               current  

        DESCRIPTION         " PSPAccKind i ndicates  that  panel  access  i s  

                             o ccurring  at  the  I ED. "  

        S YNTAX  I NTEGER  

  {     

               notBeingAccessed(  0  ) ,  

               accessOccurring(  1  )  

  }  
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    ProtIdKind: : =  TEXTUAL-CONVENTION  

        S TATUS               current  

        DESCRIPTION         " ProtIdKind i s  an  enumeration  used to  i dentify 

                             t he  target  protocol. "  

        S YNTAX  I NTEGER  

  {     

               unknown(  0  ) ,  

               i EC61 8 50 8 1 (  1  ) ,  

               i EC61 8 50 8 1GOOSE(  2  ) ,  

               i EC61 8 50 92 SV(  3  ) ,  

               i eee1 8 1 5DNP(  4  ) ,  

               i ec60 8 7 0 5 (  5  )  

  }  

    EventKind: : =  TEXTUAL-CONVENTI ON  

        S TATUS               current  

        DESCRIPTION         " EventKind is  an  enumeration  of  the  las t  known  

                             attack vector  that  was  encountered. "  

        S YNTAX  I NTEGER  

  {     

               none(  0  ) ,  

               unKnown(  1  ) ,  

               denialOfService(  2  ) ,  

               malware(  3  ) ,  

               bufferOverRun(  4  ) ,  

               bufferUnderRun(  5  ) ,  

               badCredential(  6  ) ,  

               badKey(  7  ) ,  

               malformedPDU(  8  ) ,  

               physicalDisruption(  9  ) ,  

               i nvalidNetworkAccess(  1 0  )  

  }  

    TimSyncI s sueKind: : =  TEXTUAL-CONVENTION  

        S TATUS               current  

        DESCRIPTION         " TimSyncI ss ueKind is  an  enumeration  of  

                             poss ible  problems  with  time  s ynchroniz ation. "  

        S YNTAX  I NTEGER  

  {     

               s ynced(  0  ) ,  

               degradated(  1  ) ,  

               fai led(  2  )  

  }  

    S ecurityProfileKind: : =  TEXTUAL-CONVENTION  

        S TATUS               current  

        DESCRIPTION         " S ecurityProfileKind i s  an  enumeration  of  

                             S ecurityProfile  alternatives .  Note :  These  are  the  

enumerated 

                             values  expected to  be  normative  i n  I EC  6 2 351 -4 .  I f  

                             t here  i s  a  discrepancy when  that  s tandard is  finally 

                             released,  the  values  in  that  s tandard will  take  

                             precedence. "  

        S YNTAX  I NTEGER  

  {     

               noSecurity(  0  ) ,  

               aProfile(  1  ) ,  

               aPlusProfile(  2  ) ,  

               aePlus Profile(  3  )  

  }  

    TimSyncSrcKind: : =  TEXTUAL-CONVENTION  

        S TATUS               current  

        DESCRIPTION         " TimSyncSrcKind is  an  enumeration  of  s ource  of  

                             t ime  synchroniz ation  alternatives . "  

        S YNTAX  I NTEGER  

  {     

               unknown(  0  ) ,  
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               ntp(  1  ) ,  

               s ntp(  2  ) ,  

               i rig(  3  ) ,  

               gps (  4  ) ,  

               i eee1 5 8 8 PTP(  5  ) ,  

               i eee1 5 8 8 PTPC37 2 38 Profile2 0 1 1 (  6  ) ,  

               i eee1 5 8 8 PTPI EC61 8 5 093 (  7  )  

  }  

    enumerationCompliance  MODULE-COMPLI ANCE   

        S TATUS               current  

        DESCRIPTION         " enumeration  Compliance"  

 MODULE  

   

       : : =  {  enumeration  2  }  

 

 

END  

<CODE  ENDS>  

I ED  agent  MIB  

<CODE  BEGI NS>  

I EC-62 3 51 -DEV-MI B  DEFINITIONS: : =  BEGIN  

    I MPORTS  

    MODULE-IDENTITY,   OBJECT-I DENTITY,  

    OBJECT-TYPE,  Counter32 ,  I nteger3 2 ,  Unsigned32 ,   

    Gauge3 2 ,  TimeTicks ,  NOTIFI CATION-TYPE   

        FROM SNMPv2 -SMI  

    TEXTUAL-CONVENTION,  Dis playString,  TruthValue,  

    MacAddres s ,  PhysAddress ,  DateAndTime  

        FROM SNMPv2 -TC  

    OBJECT-GROUP,  NOTIFICATION-GROUP,  MODULE-COMPLIANCE  

        FROM SNMPv2 -CONF  

    Float3 2 TC   

  FROM FLOAT-TC-MI B  

 AppDatStKind,  PhyHealthKind,  ExtKind,  

    I ntKind,  LnkKind,  PSPAccKind,  ProtI dKind,  EventKind,  

    TimSyncI s sueKind,  S ecurityProfileKind,  TimSyncSrcKind FROM 

    I EC-62 351 -ENUM-MI B  

    I netAddressType,  I netAddress  

        FROM I NET-ADDRESS-MIB;  

   

    i ed-agent  MODULE-IDENTI TY  

        LAST-UPDATED        " 2 0 1 7 0 60 61 0 0 0 Z "  

        ORGANI ZATI ON        " I EC"  

        CONTACT-INFO         " I EC  TC5 7  WG1 5"  

        DE SCRIPTION         " Copyright  ( C )  I EC.  This  version  of  this  MIB  module  i s  part  

                             o f  I EC  5 7 -62 351 -7 -Ed1 .   

                             S ee  the  I EC  5 7 -62 351- 7 -Ed1  for  full  legal  notices .   

                             As  s hown  i n  Figure  1 7 ,  the  I ED  Agent  package  

                             c ontains  the  obj ect  descriptions  for  the  environmental  

                             i nformation  to  be  provided for  the  network and sys tem 

                             monitoring  of  environmental  conditions  where  the  device  

                             i s  operating. "  

 

        REVI SION             " 2 0 1 7 0 60 61 0 0 0 Z "  

        DESCRIPTION         " I EC  5 7 -62 3 51 -7 -Ed1 "  

 

       : : =  {  part7  2  }  

 

 s tandard  OBJECT  I DENTI FI ER: : =  {  i s o  0  }  

   

 i ec62 35 1   OBJECT  I DENTI FI ER: : =  {  s tandard 62 35 1  }   
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 part7   OBJECT  I DENTIFI ER: : =  {  iec62 3 51  7  }   

 

  

   

 

           

   

    i ed OBJECT-I DENTI TY  

        S TATUS               current  

        DESCRIPTION         " The  I ED  clas s  i s  a  s et  of  obj ects  that  i ncludes  

                             t he  hardware  ( CPU,  s torage) ,  s oftware  ( e . g.  

                             buffer  overflow)  health  information,  and s ecurity 

                             i nformation  regarding  possible  attacks .  I nformation  on  

                             device  s ecurity credentials  ( certificates  and more  

                             i n  general  encryption  keys )  i s  provided. "  

       : : =  {  i ed-agent  1  }  

 

    i EDAtkCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. AtkCnt  –  timestamp"  

       : : =  {  i ed 1  }  

 

    i EDAtkCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. AtkCnt"  

       : : =  {  i ed 2  }  

 

    i EDCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. CntRs  –  timestamp"  

       : : =  {  i ed 3  }  

 

    i EDCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. CntRs"  

       : : =  {  i ed 4  }  

 

    i EDConfigurationCRCTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. ConfigurationCRC  –  t imestamp"  

       : : =  {  ied 5  }  

 

    i EDConfigurationCRC  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. ConfigurationCRC"  

       : : =  {  ied 6  }  

 

    i EDConfigurationVersionTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  
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        DESCRIPTION         " I ED  Agent: : I ED. ConfigurationVersion  -  

                             t imestamp"  

       : : =  {  i ed 7  }  

 

    i EDConfigurationVersion  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. ConfigurationVersion"  

       : : =  {  i ed 8  }  

 

    i EDCPUTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  CPUEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I ED  Agent: : I ED. CPU"  

       : : =  {  i ed  9  }  

 

    i EDCPUEntry OBJECT-TYPE  

        S YNTAX  CPUEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I ED  Agent: : I ED. CPU"  

        I NDEX    {   

               cPUID  

  

 }  

       : : =  {  i EDCPUTable  1  }  

 

    CPUEntry: : =  

        S EQUENCE  {  

               cPUCntRsTs  DateAndTime,  

               cPUCntRs  TruthValue,  

               cPUDes cr  Dis playString,  

               cPUFaultyTs  DateAndTime,  

               cPUFaulty TruthValue,  

               cPUID  Unsigned3 2 ,  

               cPUOnlineTs  DateAndTime,  

               cPUOnline  TruthValue,  

               cPUOperableTs  DateAndTime,  

               cPUOperable  TruthValue,  

               cPUTemperatureTs  DateAndTime,  

               cPUTemperature  Float3 2 TC,  

               cPUWatchdogTs  DateAndTime,  

               cPUWatchdog Counter32   

        }  

 

    i EDCpuUsageTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. CpuUsage  –  timestamp"  

       : : =  {  i ed 1 0  }  

 

    i EDCpuUsage  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. CpuUsage"  

       : : =  {  i ed  1 1  }  

 

    i EDDataInvTs  OBJECT-TYPE  
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        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. DataInv –  times tamp"  

       : : =  {  i ed 1 2  }  

 

    i EDDataInv OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. DataInv"  

       : : =  {  i ed 1 3  }  

 

    i EDDes cr  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. Descr"  

       : : =  {  i ed 1 4  }  

 

    i EDExpCertsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. ExpCerts  –  timestamp"  

       : : =  {  i ed 1 5  }  

 

    i EDExpCerts  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. ExpCerts"  

       : : =  {  i ed 1 6  }  

 

    i EDEXTTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  EXTEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I ED  Agent: : I ED. EXT"  

       : : =  {  i ed 1 7  }  

 

    i EDEXTEntry OBJECT-TYPE  

        S YNTAX  EXTEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I ED  Agent: : I ED. EXT"  

        I NDEX    {   

               e XTID  

  

 }  

       : : =  {  i EDEXTTable  1  }  

 

    EXTEntry: : =  

        S EQUENCE  {  

               e XTID  Unsigned3 2 ,  

               e XTDes cr  Dis playString,  

               e XTExtensionType  ExtKind,  

               e XTCodeVersionTs  DateAndTime,  

               e XTCodeVersion  Dis playString,  

               e XTRunningTs  DateAndTime,  

               e XTRunning  TruthValue ,  

               e XTTemperatureTs  DateAndTime,  
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               e XTTemperature  Float3 2 TC,  

               e XTWatchdogTs  DateAndTime,  

               e XTWatchdog Counter32  ,  

               e XTErrorsTs  DateAndTime,  

               e XTErrors  Counter3 2  ,  

               e XTCntRsTs  DateAndTime,  

               e XTCntRs  TruthValue  

        }  

 

    i EDFirmwareVersionTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. FirmwareVers ion  –  times tamp"  

       : : =  {  i ed 1 8  }  

 

    i EDFirmwareVersion  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. FirmwareVers ion"  

       : : =  {  i ed 1 9  }  

 

    i EDI nternalTempTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. I nternalTemp  –  times tamp"  

       : : =  {  i ed 2 0  }  

 

    i EDI nternalTemp  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. I nternalTemp"  

       : : =  {  i ed 2 1  }  

 

    i EDLas tCPUFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. LastCPUFail  –  timestamp"  

       : : =  {  ied 2 2  }  

 

    i EDLas tCPUFail  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. LastCPUFail"  

       : : =  {  ied 2 3  }  

 

    i EDLas tEventTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. LastEvent  –  timestamp"  

       : : =  {  i ed 2 4  }  

 

    i EDLas tEvent  OBJECT-TYPE  

        S YNTAX              EventKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. LastEvent"  

       : : =  {  i ed  2 5  }  
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    i EDLas tEXTFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. LastEXTFail  –  timestamp"  

       : : =  {  i ed 2 6  }  

 

    i EDLas tEXTFail  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. LastEXTFail"  

       : : =  {  i ed 2 7  }  

 

    i EDLas tSTOREFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. LastSTOREFail  –  timestamp"  

       : : =  {  i ed 2 8  }  

 

    i EDLas tSTOREFail  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. LastSTOREFail"  

       : : =  {  ied 2 9  }  

 

    i EDLocation  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. Location"  

       : : =  {  ied 3 0  }  

 

    i EDMaintainer  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. Maintainer"  

       : : =  {  ied 3 1  }  

 

    i EDMemTotal  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. MemTotal"  

       : : =  {  ied 3 2  }  

 

    i EDMemUsageTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. MemUsage  –  timestamp"  

       : : =  {  i ed 3 3  }  

 

    i EDMemUsage  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I ED  Agent: : I ED. MemUsage"  

       : : =  {  i ed 3 4  }  
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    i EDMIBVersion  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. MI BVersion"  

       : : =  {  i ed 3 5  }  

 

    i EDMis EvCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. MisEvCnt  –  t imestamp"  

       : : =  {  i ed 3 6  }  

 

    i EDMis EvCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. MisEvCnt"  

       : : =  {  i ed 3 7  }  

 

    i EDName  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. Name"  

       : : =  {  i ed 3 8  }  

 

    i EDNearToExpCerts Ts  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. NearToExpCerts  –  timestamp"  

       : : =  {  ied 3 9  }  

 

    i EDNearToExpCerts  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. NearToExpCerts"  

       : : =  {  ied 4 0  }  

 

    i EDNvStoreTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I ED  Agent: : I ED. NvStore  –  times tamp"  

       : : =  {  i ed  4 1  }  

 

    i EDNvStore  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. NvStore"  

       : : =  {  i ed  4 2  }  

 

    i EDNvStoreRemTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. NvStoreRem –  times tamp"  

       : : =  {  i ed 4 3  }  

 

    i EDNvStoreRem OBJECT-TYPE  
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        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. NvStoreRem"  

       : : =  {  i ed 4 4  }  

 

    i EDPhyHealthTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. PhyHealth  –  timestamp"  

       : : =  {  i ed 4 5  }  

 

    i EDPhyHealth  OBJECT-TYPE  

        S YNTAX              PhyHealthKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. PhyHealth"  

       : : =  {  i ed 4 6  }  

 

    i EDPhyHealthChgCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. PhyHealthChgCnt  –  times tamp"  

       : : =  {  i ed 4 7  }  

 

    i EDPhyHealthChgCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. PhyHealthChgCnt"  

       : : =  {  i ed 4 8  }  

 

    i EDRBACDbUpdateTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. RBACDbUpdate  –  times tamp"  

       : : =  {  ied 4 9  }  

 

    i EDRBACDbUpdate  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. RBACDbUpdate"  

       : : =  {  ied 5 0  }  

 

    i EDRevCertsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. RevCerts  –  timestamp"  

       : : =  {  ied 5 1  }  

 

    i EDRevCerts  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. RevCerts"  

       : : =  {  ied 5 2  }  

 

    i EDRevCheckFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  
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        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. RevCheckFail  –  times tamp"  

       : : =  {  i ed 5 3  }  

 

    i EDRevCheckFail  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. RevCheckFail"  

       : : =  {  i ed 5 4  }  

 

 

    i EDSecurityNotificationType  NOTI FICATION-TYPE  

        OBJECTS  {             

                         

               i EDAtkCntTs ,  

               i EDAtkCnt,  

               i EDExpCertsTs ,  

               i EDExpCerts ,  

               i EDLas tEventTs ,  

               i EDLas tEvent,  

               i EDNearToExpCertsTs ,  

               i EDNearToExpCerts ,  

               i EDRevCertsTs ,  

               i EDRevCerts ,  

               i EDRevCheckFailTs ,  

               i EDRevCheckFail  

                }  

        S TATUS               current  

        DESCRIPTION         " The  SecurityNotification  class  defines  the  

                             c ontent  of  the  notification  message  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  i ed 5 5  }  

 

    i EDSecurityNotification  NOTIFICATION-GROUP  

        NOTIFICATI ONS        {  

                                i EDSecurityNotificationType  

                            }  

        S TATUS               current  

        DESCRIPTION         " The  SecurityNotification  class  defines  the  

                             c ontent  of  the  notification  message  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  ied 5 6  }  

 

 

    i EDNotificationType  NOTIFI CATION-TYPE  

        OBJECTS  {             

                         

               i EDPhyHealthChgCntTs ,  

               i EDPhyHealthChgCnt,  

               i EDI nternalTempTs ,  

               i EDI nternalTemp,  

               i EDNvStoreTs ,  

               i EDNvStore,  

               i EDNvStoreRemTs ,  

               i EDNvStoreRem,  

               i EDPhyHealthTs ,  

               i EDPhyHealth,  

               i EDWrmStrCntTs ,  

               i EDWrmStrCnt  

                }  

        S TATUS               current  

        DESCRIPTION         " The  Notification  clas s  defines  the  content  of  
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                             t he  notification  mess age  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  i ed 5 7  }  

 

    i EDNotification  NOTIFICATI ON-GROUP  

        NOTIFICATI ONS        {  

                                i EDNotificationType  

                            }  

        S TATUS               current  

        DESCRIPTION         " The  Notification  clas s  defines  the  content  of  

                             t he  notification  mess age  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  i ed 5 8  }  

 

    i EDSTORETable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  STOREEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I ED  Agent: : I ED. STORE"  

       : : =  {  i ed 5 9  }  

 

    i EDSTOREEntry OBJECT-TYPE  

        S YNTAX  S TOREEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I ED  Agent: : I ED. STORE"  

        I NDEX    {   

               s TOREI D  

  

 }  

       : : =  {  i EDSTORETable  1  }  

 

    S TOREEntry: : =  

        S EQUENCE  {  

               s TOREI D  Unsigned32 ,  

               s TOREDescr  DisplayString,  

               s TORENvStore  Float32 TC,  

               s TORENvStoreRemTs  DateAndTime,  

               s TORENvStoreRem Fl oat32 TC,  

               s TOREFaultyTs  DateAndTime,  

               s TOREFaulty TruthValue,  

               s TORECntRsTs  DateAndTime,  

               s TORECntRs  TruthValue  

        }  

 

    i EDSvcViolTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. SvcViol  –  times tamp"  

       : : =  {  i ed 6 0  }  

 

    i EDSvcViol  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. SvcViol"  

       : : =  {  i ed 6 1  }  

 

    i EDWatchdogTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 
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        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. Watchdog –  t imestamp"  

       : : =  {  i ed 6 2  }  

 

    i EDWatchdog OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. Watchdog"  

       : : =  {  i ed 6 3  }  

 

    i EDWrmStrCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : I ED. WrmStrCnt  –  timestamp"  

       : : =  {  ied 6 4  }  

 

    i EDWrmStrCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I ED  Agent: : I ED. WrmStrCnt"  

       : : =  {  i ed 6 5  }  

 

    cPUCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I ED  Agent: : CPUEntry. CntRs  –  times tamp"  

       : : =  {  i EDCPUEntry 1  }  

 

    cPUCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : CPUEntry. CntRs"  

       : : =  {  i EDCPUEntry 2  }  

 

    cPUDes cr  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : CPUEntry. Descr"  

       : : =  {  i EDCPUEntry 3  }  

 

    cPUFaultyTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : CPUEntry. Faulty –  timestamp"  

       : : =  {  i EDCPUEntry 4  }  

 

    cPUFaulty OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : CPUEntry. Faulty"  

       : : =  {  i EDCPUEntry 5  }  

 

    cPUID  OBJECT-TYPE  

        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  
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        DESCRIPTION         " I ED  Agent: : CPUEntry. I D"  

       : : =  {  i EDCPUEntry 6  }  

 

    cPUOnlineTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : CPUEntry. Online  –  timestamp"  

       : : =  {  i EDCPUEntry 7  }  

 

    cPUOnline  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : CPUEntry. Online"  

       : : =  {  i EDCPUEntry 8  }  

 

    cPUOperableTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : CPUEntry. Operable  –  timestamp"  

       : : =  {  i EDCPUEntry 9  }  

 

    cPUOperable  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : CPUEntry. Operable"  

       : : =  {  i EDCPUEntry 1 0  }  

 

    cPUTemperatureTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : CPUEntry. Temperature  –  timestamp"  

       : : =  {  i EDCPUEntry 1 1  }  

 

    cPUTemperature  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : CPUEntry. Temperature"  

       : : =  {  i EDCPUEntry 1 2  }  

 

    cPUWatchdogTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : CPUEntry. Watchdog –  timestamp"  

       : : =  {  i EDCPUEntry 1 3  }  

 

    cPUWatchdog OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : CPUEntry. Watchdog"  

       : : =  {  i EDCPUEntry 1 4  }  

 

    eXTID  OBJECT-TYPE  

        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. I D"  
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       : : =  {  i EDEXTEntry 1  }  

 

    eXTDes cr  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. Descr"  

       : : =  {  i EDEXTEntry 2  }  

 

    eXTExtens ionType  OBJECT-TYPE  

        S YNTAX              ExtKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. ExtensionType"  

       : : =  {  i EDEXTEntry 3  }  

 

    eXTCodeVersionTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. CodeVersion  –  timestamp"  

       : : =  {  i EDEXTEntry 4  }  

 

    eXTCodeVersion  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I ED  Agent: : EXTEntry. CodeVersion"  

       : : =  {  i EDEXTEntry 5  }  

 

    eXTRunningTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. Running  –  times tamp"  

       : : =  {  i EDEXTEntry 6  }  

 

    eXTRunning  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. Running"  

       : : =  {  i EDEXTEntry 7  }  

 

    eXTTemperatureTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. Temperature  –  timestamp"  

       : : =  {  i EDEXTEntry 8  }  

 

    eXTTemperature  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. Temperature"  

       : : =  {  i EDEXTEntry 9  }  

 

    eXTWatchdogTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. Watchdog –  timestamp"  

       : : =  {  i EDEXTEntry 1 0  }  
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    eXTWatchdog OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. Watchdog"  

       : : =  {  i EDEXTEntry 1 1  }  

 

    eXTErrors Ts  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. Errors  –  timestamp"  

       : : =  {  i EDEXTEntry 1 2  }  

 

    eXTErrors  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. Errors"  

       : : =  {  i EDEXTEntry 1 3  }  

 

    eXTCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. CntRs  –  times tamp"  

       : : =  {  i EDEXTEntry 1 4  }  

 

    eXTCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : EXTEntry. CntRs"  

       : : =  {  i EDEXTEntry 1 5  }  

 

    s TOREI D  OBJECT-TYPE  

        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : STOREEntry. ID"  

       : : =  {  i EDSTOREEntry 1  }  

 

    s TOREDescr  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : STOREEntry. Descr"  

       : : =  {  i EDSTOREEntry 2  }  

 

    s TORENvStore  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : STOREEntry. NvStore"  

       : : =  {  iEDSTOREEntry 3  }  

 

    s TORENvStoreRemTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : STOREEntry. NvStoreRem -  

                             t imestamp"  

       : : =  {  iEDSTOREEntry 4  }  
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    s TORENvStoreRem OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : STOREEntry. NvStoreRem"  

       : : =  {  i EDSTOREEntry 5  }  

 

    s TOREFaultyTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : STOREEntry. Faulty –  timestamp"  

       : : =  {  i EDSTOREEntry 6  }  

 

    s TOREFaulty OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : STOREEntry. Faulty"  

       : : =  {  i EDSTOREEntry 7  }  

 

    s TORECntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : STOREEntry. CntRs  –  times tamp"  

       : : =  {  i EDSTOREEntry 8  }  

 

    s TORECntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I ED  Agent: : S TOREEntry. CntRs "  

       : : =  {  i EDSTOREEntry 9  }  

 

    i ed-agentGroupOptional  OBJECT-GROUP   

 OBJECTS  {  

                i EDAtkCntTs ,  

               i EDAtkCnt,  

               i EDCntRs Ts ,  

               i EDCntRs ,  

               i EDConfigurationCRCTs ,  

               i EDConfigurationCRC,  

               i EDConfigurationVersionTs ,  

               i EDConfigurationVersion,  

               i EDCpuUs ageTs ,  

               i EDCpuUs age,  

               i EDDataI nvTs ,  

               i EDDataI nv,  

               i EDDes cr,  

               i EDExpCertsTs ,  

               i EDExpCerts ,  

               i EDFirmwareVers ionTs ,  

               i EDFirmwareVers ion,  

               i EDI nternalTempTs ,  

               i EDI nternalTemp,  

               i EDLas tCPUFailTs ,  

               i EDLas tCPUFail,  

               i EDLas tEventTs ,  

               i EDLas tEvent,  

               i EDLas tEXTFailTs ,  

               i EDLas tEXTFail,  

               i EDLas tSTOREFailTs ,  
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               i EDLas tSTOREFail ,  

               i EDLocation,  

               i EDMaintainer,  

               i EDMemTotal,  

               i EDMemUsageTs ,  

               i EDMemUsage,  

               i EDMIBVersion,  

               i EDMis EvCntTs ,  

               i EDMis EvCnt,  

               i EDName,  

               i EDNearToExpCertsTs ,  

               i EDNearToExpCerts ,  

               i EDNvStoreTs ,  

               i EDNvStore,  

               i EDNvStoreRemTs ,  

               i EDNvStoreRem,  

               i EDPhyHealthTs ,  

               i EDPhyHealth,  

               i EDPhyHealthChgCntTs ,  

               i EDPhyHealthChgCnt ,  

               i EDRBACDbUpdateTs ,  

               i EDRBACDbUpdate ,  

               i EDRevCertsTs ,  

               i EDRevCerts ,  

               i EDRevCheckFailTs ,  

               i EDRevCheckFail ,  

               i EDSvcViolTs ,  

               i EDSvcViol ,  

               i EDWatchdogTs ,  

               i EDWatchdog,  

               i EDWrmStrCntTs ,  

               i EDWrmStrCnt,  

               cPUCntRsTs ,  

               cPUCntRs ,  

               cPUDes cr,  

               cPUFaultyTs ,  

               cPUFaulty,  

               cPUOnlineTs ,  

               cPUOnline,  

               cPUOperableTs ,  

               cPUOperable,  

               cPUTemperatureTs ,  

               cPUTemperature,  

               cPUWatchdogTs ,  

               cPUWatchdog,  

               e XTDes cr,  

               e XTExtensionType,  

               e XTCodeVersionTs ,  

               e XTCodeVersion,  

               e XTRunningTs ,  

               e XTRunning,  

               e XTTemperatureTs ,  

               e XTTemperature,  

               e XTWatchdogTs ,  

               e XTWatchdog,  

               e XTErrorsTs ,  

               e XTErrors ,  

               e XTCntRsTs ,  

               e XTCntRs ,  

               s TOREDescr,  

               s TORENvStore ,  

               s TORENvStoreRemTs ,  

               s TORENvStoreRem,  

               s TOREFaultyTs ,  
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               s TOREFaulty,  

               s TORECntRsTs ,  

               s TORECntRs  

 }  

        S TATUS               current  

     DESCRIPTION         " ied-agent  optional  obj ects  group"  

       : : =  {  i ed-agent  2  }  

 

    i ed-agentCompliance  MODULE-COMPLIANCE   

        S TATUS               current  

        DESCRIPTION         " i ed-agent  Compliance"  

 MODULE  

   

       : : =  {  i ed-agent  3  }  

 

 

END  

<CODE  ENDS>  

Environmental  agent  MIB  

<CODE  BEGI NS>  

I EC-62 3 51 -ENV-MI B  DEFINITIONS: : =  BEGIN  

    I MPORTS  

    MODULE-IDENTITY,   OBJECT-I DENTITY,  

    OBJECT-TYPE,  Counter32 ,  I nteger3 2 ,  Unsigned32 ,   

    Gauge3 2 ,  TimeTicks ,  NOTIFI CATION-TYPE   

        FROM SNMPv2 -SMI  

    TEXTUAL-CONVENTION,  Dis playString,  TruthValue,  

    MacAddres s ,  PhysAddress ,  DateAndTime  

        FROM SNMPv2 -TC  

    OBJECT-GROUP,  NOTIFICATION-GROUP,  MODULE-COMPLIANCE  

        FROM SNMPv2 -CONF  

    Float3 2 TC   

  FROM FLOAT-TC-MI B  

 AppDatStKind,  PhyHealthKind,  ExtKind,  

    I ntKind,  LnkKind,  PSPAccKind,  ProtI dKind,  EventKind,  

    TimSyncI s sueKind,  S ecurityProfileKind,  TimSyncSrcKind FROM 

    I EC-62 351 -ENUM-MI B  

    I netAddressType,  I netAddress  

        FROM I NET-ADDRESS-MIB;  

   

    e nvironmental-agent  MODULE-IDENTITY  

        LAST-UPDATED        " 2 0 1 7 0 60 61 0 0 0 Z"  

        ORGANI ZATI ON        " I EC"  

        CONTACT-INFO         " I EC  TC5 7  WG1 5"  

        DESCRIPTION         " Copyright  ( C )  I EC.  This  version  of  this  MIB  module  i s  part  

                             o f  I EC  5 7 -62 351 -7 -Ed1 .   

                             S ee  the  I EC  5 7 -62 351 - 7 -Ed1  for  full  legal  notices .   

                             As  s hown  i n  Figure  1 6  this  package  contains  the  

                             o bj ect  des criptions  for  the  environmental  

                             i nformation  to  be  provided for  the  Network and Sys tem 

                             Monitoring  of  environmental  conditions  where  the  device  

                             i s  operating. "  

 

        REVI SION             " 2 0 1 7 0 60 61 0 0 0 Z "  

        DESCRIPTION         " I EC  5 7 -62 3 51 -7 -Ed1 "  

 

       : : =  {  part7  1  }  

 

 s tandard  OBJECT  I DENTI FI ER: : =  {  i so  0  }  

   

 i ec62 35 1   OBJECT  I DENTI FI ER: : =  {  s tandard 62 35 1  }   
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 part7   OBJECT  I DENTIFI ER: : =  {  iec62 3 51  7  }   

 

  

   

 

           

   

    environmental  OBJECT-IDENTITY  

        S TATUS               current  

        DESCRIPTION         " The  Environmental  class  i s  a  s et  of  obj ects  that  

                             i ncludes  the  phys ical  acces s  to  the  device,  the  power  

                             s upply conditions ,  and other  environmental  

                             c onditions .  This  information  i s  collected by  the  device  

                             i tself  whenever  possible  and i s  used to  report  the  

                             phys ical  device  s ecurity and health. "  

       : : =  {  environmental-agent  1  }  

 

    envAppDatStTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  

                             Agent: : Environmental. AppDatSt  –  timestamp"  

       : : =  {  environmental  1  }  

 

    envAppDatSt  OBJECT-TYPE  

        S YNTAX              AppDatStKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  

                             Agent: : Environmental. AppDatSt"  

       : : =  {  environmental  2  }  

 

    envCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : Environmental. CntRs  -  

                             t imestamp"  

       : : =  {  environmental  3  }  

 

    envCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : Environmental. CntRs "  

       : : =  {  environmental  4  }  

 

    envLas tEventTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  

                             Agent: : Environmental. Las tEvent  –  times tamp"  

       : : =  {  environmental  5  }  

 

    envLas tEvent  OBJECT-TYPE  

        S YNTAX              EventKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " E nvironmental  

                             Agent: : Environmental. Las tEvent"  

       : : =  {  environmental  6  }  

International  Electrotechnical  Commission

 



 – 1 1 8  – I EC 62351 -7: 201 7  © I EC  201 7  

 

    envPSPBldTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : Environmental. PSPBld 

                             –  times tamp"  

       : : =  {  environmental  7  }  

 

    envPSPBld OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : Environmental. PSPBld"  

       : : =  {  environmental  8  }  

 

    envPSPI edTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : Environmental. PSPI ed 

                             –  times tamp"  

       : : =  {  environmental  9  }  

 

    envPSPI ed OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " E nvironmental  Agent: : Environmental. PSPI ed"  

       : : =  {  environmental  1 0  }  

 

    envPSPPanelTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " E nvironmental  

                             Agent: : Environmental. PSPPanel  –  timestamp"  

       : : =  {  environmental  1 1  }  

 

    envPSPPanel  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " Environmental  

                             Agent: : Environmental. PSPPanel"  

       : : =  {  environmental  1 2  }  

 

    envPSPPerimeterTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " Environmental  

                             Agent: : Environmental. PSPPerimeter  –  timestamp"  

       : : =  {  environmental  1 3  }  

 

    envPSPPerimeter  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  

                             Agent: : Environmental. PSPPerimeter"  

       : : =  {  environmental  1 4  }  

 

    envPSUPTable  OBJECT-TYPE  
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        S YNTAX  S EQUENCE  OF  PSUPEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " Environmental  Agent: : Environmental. PSUP"  

       : : =  {  environmental  1 5  }  

 

    envPSUPEntry OBJECT-TYPE  

        S YNTAX  PSUPEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " Environmental  Agent: : Environmental. PSUP"  

        I NDEX    {   

               pSUPID  

  

 }  

       : : =  {  envPSUPTable  1  }  

 

    PSUPEntry: : =  

        S EQUENCE  {  

               pSUPCntRsTs  DateAndTime,  

               pSUPCntRs  TruthValue,  

               pSUPDescr  Di splayString,  

               pSUPID  Unsigned32 ,  

               pSUPName  Dis playString,  

               pSUPPSUPLosTs  DateAndTime,  

               pSUPPSUPLos  TruthValue,  

               pSUPPwrLosCntTs  DateAndTime,  

               pSUPPwrLosCnt  Counter32  ,  

               pSUPPwrOnTs  DateAndTime,  

               pSUPPwrOn  TruthValue  

        }  

 

    envPSUPLos  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  

                             Agent: : Environmental. PSUPLos"  

       : : =  {  environmental  1 6  }  

 

    envPSUPOnTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : Environmental. PSUPOn  

                             –  times tamp"  

       : : =  {  environmental  1 7  }  

 

    envPSUPOn  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : Environmental. PSUPOn"  

       : : =  {  environmental  1 8  }  

 

 

    e nvSecurityNotificationType  NOTI FICATION-TYPE  

        OBJECTS  {             

                         

               e nvLas tEventTs ,  

               e nvLas tEvent,  

               e nvPSPBldTs ,  
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               e nvPSPI edTs ,  

               e nvPSPPanelTs ,  

               e nvPSPPerimeterTs  

                }  

        S TATUS               current  

        DESCRIPTION         " The  SecurityNotification  class  defines  the  

                             c ontent  of  the  notification  message  to  be  s ent  on  event  

                             related with  the  s pecified obj ects .  . "  

       : : =  {  environmental  1 9  }  

 

    envSecurityNotification  NOTIFICATION-GROUP  

        NOTIFICATI ONS        {  

                                e nvSecurityNotificationType  

                            }  

        S TATUS               current  

        DESCRIPTION         " The  SecurityNotification  class  defines  the  

                             c ontent  of  the  notification  message  to  be  s ent  on  event  

                             related with  the  s pecified obj ects .  . "  

       : : =  {  environmental  2 0  }  

 

 

    envNotificationType  NOTIFI CATION-TYPE  

        OBJECTS  {             

                         

               e nvPSUPLos ,  

               e nvPSUPOnTs ,  

               e nvPSUPOn  

                }  

        S TATUS               current  

        DESCRIPTION         " The  Notification  clas s  defines  the  content  of  

                             t he  notification  mess age  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  environmental  2 1  }  

 

    envNotification  NOTIFICATI ON-GROUP  

        NOTIFICATI ONS        {  

                                e nvNotificationType  

                            }  

        S TATUS               current  

        DESCRIPTION         " The  Notification  clas s  defines  the  content  of  

                             t he  notification  mess age  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  environmental  2 2  }  

 

    pSUPCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : PSUPEntry. CntRs  -  

                             t imestamp"  

       : : =  {  envPSUPEntry 1  }  

 

    pSUPCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : PSUPEntry. CntRs"  

       : : =  {  envPSUPEntry 2  }  

 

    pSUPDescr  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : PSUPEntry. Descr"  
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       : : =  {  envPSUPEntry 3  }  

 

    pSUPID  OBJECT-TYPE  

        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : PSUPEntry. ID"  

       : : =  {  envPSUPEntry 4  }  

 

    pSUPName  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : PSUPEntry. Name"  

       : : =  {  envPSUPEntry 5  }  

 

    pSUPPSUPLosTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : PSUPEntry. PSUPLos  -  

                             t imestamp"  

       : : =  {  envPSUPEntry 6  }  

 

    pSUPPSUPLos  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : PSUPEntry. PSUPLos "  

       : : =  {  envPSUPEntry 7  }  

 

    pSUPPwrLosCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : PSUPEntry. PwrLosCnt  -  

                             t imestamp"  

       : : =  {  envPSUPEntry 8  }  

 

    pSUPPwrLosCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : PSUPEntry. PwrLosCnt"  

       : : =  {  envPSUPEntry 9  }  

 

    pSUPPwrOnTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : PSUPEntry. PwrOn  -  

                             t imestamp"  

       : : =  {  envPSUPEntry 1 0  }  

 

    pSUPPwrOn  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Environmental  Agent: : PSUPEntry. PwrOn"  

       : : =  {  envPSUPEntry 1 1  }  

 

    environmental-agentGroupOptional  OBJECT-GROUP   

 OBJECTS  {  

                e nvAppDatStTs ,  
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               e nvAppDatSt,  

               e nvCntRsTs ,  

               e nvCntRs ,  

               e nvLas tEventTs ,  

               e nvLas tEvent ,  

               e nvPSPBldTs ,  

               e nvPSPBld,  

               e nvPSPI edTs ,  

               e nvPSPI ed,  

               e nvPSPPanelTs ,  

               e nvPSPPanel,  

               e nvPSPPerimeterTs ,  

               e nvPSPPerimeter,  

               e nvPSUPLos ,  

               e nvPSUPOnTs ,  

               e nvPSUPOn,  

               pSUPCntRsTs ,  

               pSUPCntRs ,  

               pSUPDescr,  

               pSUPName,  

               pSUPPSUPLosTs ,  

               pSUPPSUPLos ,  

               pSUPPwrLosCntTs ,  

               pSUPPwrLosCnt,  

               pSUPPwrOnTs ,  

               pSUPPwrOn  

 }  

        S TATUS               current  

     DESCRIPTION         " environmental-agent  optional  obj ects  group"  

       : : =  {  environmental-agent  2  }  

 

    environmental-agentCompliance  MODULE-COMPLIANCE   

        S TATUS               current  

        DESCRIPTION         " environmental-agent  Compliance"  

 MODULE  

   

       : : =  {  environmental-agent  3  }  

 

 

END  

<CODE  ENDS>   

I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  agent  MI B  

<CODE  BEGI NS>  

I EC-62 3 51 -IEC60 8 7 0 -5-I EEE1 8 1 5-MIB  DEFINITIONS: : =  BEGI N  

    I MPORTS  

    MODULE-IDENTITY,   OBJECT-I DENTITY,  

    OBJECT-TYPE,  Counter32 ,  I nteger3 2 ,  Unsigned32 ,   

    Gauge3 2 ,  TimeTicks ,  NOTIFI CATION-TYPE   

        FROM SNMPv2 -SMI  

    TEXTUAL-CONVENTION,  Dis playString,  TruthValue,  

    MacAddres s ,  PhysAddress ,  DateAndTime  

        FROM SNMPv2 -TC  

    OBJECT-GROUP,  NOTIFICATION-GROUP,  MODULE-COMPLIANCE  

        FROM SNMPv2 -CONF  

    Float3 2 TC   

  FROM FLOAT-TC-MI B  

 AppDatStKind,  PhyHealthKind,  ExtKind,  

    I ntKind,  LnkKind,  PSPAccKind,  ProtI dKind,  EventKind,  

    TimSyncI s sueKind,  S ecurityProfileKind,  TimSyncSrcKind FROM 

    I EC-62 351 -ENUM-MI B  

    I netAddressType,  I netAddress  
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        FROM I NET-ADDRESS-MIB;  

   

    i eee1 8 1 5andiec60 8 7 0 -5-agent  MODULE-IDENTITY  

        LAST-UPDATED         " 2 0 1 7 0 60 61 0 0 0 Z "  

        ORGANIZATI ON        " I EC"  

        CONTACT-INFO         " I EC  TC5 7  WG1 5"  

        DESCRIPTION         " Copyright  ( C )  I EC.  This  version  of  this  MI B  module  is  part  

                             o f  I EC  5 7 -62 351 -7 -Ed1 .   

                             S ee  the  I EC  5 7 -62 351 - 7 -Ed1  for  full  legal  notices .   

                             As  s hown  i n  Figure  1 9 ,  this  package  includes  the  

                             I EEE  1 8 1 5  DNP  and I EC  6 0 8 7 0 -5-1 0 4  protocols  

                             c las ses .  This  high  level  class  named s ummary includes  

                             t wo  obj ects  related to  the  application  s tack  and 

                             a s sociation  class  that  reports  the  obj ect  related to  the  

                             p os s ible  communication  s ess ions  between  masters  and 

                             o uts tations .  The  two  class  Mas ter  As sociation  and 

                             Outs tation  As sociation  I nherits  the  As sociations  clas s  

                             a ttributes .  For  e ach  I EEE  1 8 1 5  DNP  or  I EC  6 0 8 7 0 -5-1 0 4  

                             application  s tack  a  s ingle  ins tance  of  s ummary class  i s  

                             provided.  This  instance  of  s ummary class  can  be  related to  

                             s everal  instances  of  OutstationAs sociation  and 

                             MasterAssociation  clas ses  which  i nherit  the  attributes  

from the  

                             As sociation  class .  Each  ins tance  As sociation  is  the  

                             c ontainer  of  the  attributes  of  a  s pecific  application  

                             s es s ion  between  an  Outstation  and a  Master.  Summary and 

                             As sociation  class  inherits  the  s pecific  I EEE  1 8 1 5  DNP  and 

                             I EC  6 0 8 7 0 -5-1 0 4  Protocol  I nfoand Security 

                             o bj ects ,  and therefore  the  more  general  clas s  as  well . "  

 

        REVI SION             " 2 0 1 7 0 60 61 0 0 0 Z "  

        DE SCRIPTION         " I EC  5 7 -62 3 51 -7 -Ed1 "  

 

       : : =  {  application  1  }  

 

 s tandard  OBJECT  I DENTI FIER: : =  {  i so  0  }  

   

 i ec62 35 1   OBJECT  I DENTI FI ER: : =  {  s tandard 62 35 1  }   

 

 part7   OBJECT  I DENTIFI ER: : =  {  iec62 3 51  7  }   

 

 application   OBJECT  I DENTIFI ER: : =  {  part7  3  }   

 

   

    i eee1 8 1 5andiec8 7 0 -5x  OBJECT-I DENTITY  

        S TATUS               current  

        DESCRIPTION         " The  Summary class  includes  the  attributes  

                             which  define  the  information  about  the  overall  I EC  

                             6 0 8 7 0 -5 -1 0 4  or  I EEE  1 8 1 5  DNP  application  s tack running on  

                             t he  device. "  

       : : =  {  i eee1 8 1 5 andiec60 8 7 0-5-agent  1  }  

 

    tCCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Summary. CntRs  –  timestamp"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  1  }  

 

    tCCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  
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        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Summary. CntRs"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  2  }  

 

    tCLastEventTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Summary. LastEvent  –  timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  3  }  

 

    tCLastEvent  OBJECT-TYPE  

        S YNTAX              EventKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Summary. LastEvent"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  4  }  

 

    tCMasterTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  MasterAs sociation  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I EEE  1 8 1 5  and  I EC  6 0 8 7 0 -5  

                             Agent: : Summary. Master"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  5  }  

 

    tCMasterEntry OBJECT-TYPE  

        S YNTAX  MasterAssociation  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Summary. Master"  

        I NDEX    {   

               t CMAss ociationI d 

                 

 }  

       : : =  {  tCMas terTable  1  }  

 

    Mas terAss ociation: : =  

        S EQUENCE  {  

               t CMAss ociationI d Unsigned3 2 ,  

               t CMCntRsTs  DateAndTime,  

               t CMCntRs  TruthValue,  

               t CMLocAddres s  I netAddres s ,  

               t CMLocAddres sType  I netAddress Type,  

               t CMProtI D  ProtI dKind,  

               t CMProviderDesc  Di splayString,  

               t CMProviderName  Di splayString,  

               t CMRemAddres s  I netAddress ,  

               t CMRemAddres sType  I netAddress Type,  

               t CMTLnkErrCntTs  DateAndTime,  

               t CMTLnkErrCnt  Counter32  ,  

               t CMTLnkTyp  LnkKind,  

               t CMAuthFailCntTs  DateAndTime,  

               t CMAuthFailCnt  Counter32  ,  

               t CMCtrlPrivFailCntTs  DateAndTime,  

               t CMCtrlPrivFailCnt  Counter32  ,  

               t CMDecryptFailCntTs  DateAndTime,  

               t CMDecryptFailCnt  Counter3 2  ,  

               t CMExT0CntTs  DateAndTime,  
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               t CMExT0Cnt  Counter32  ,  

               t CMExT1CntTs  DateAndTime,  

               t CMExT1Cnt  Counter32  ,  

               t CMExT2 CntTs  DateAndTime,  

               t CMExT2 Cnt  Counter32  ,  

               t CMExT3CntTs  DateAndTime,  

               t CMExT3Cnt  Counter32  ,  

               t CMInDis cTs  DateAndTime,  

               t CMInDis c  Counter3 2  ,  

               t CMInErrCntTs  DateAndTime,  

               t CMInErrCnt  Counter32  ,  

               t CMInOvCntTs  DateAndTime,  

               t CMInOvCnt  Counter32  ,  

               t CMInterPDUTime  Float32 TC,  

               t CMMis PDUCntTs  DateAndTime,  

               t CMMis PDUCnt  Counter3 2  ,  

               t CMOutErrTs  DateAndTime,  

               t CMOutErr  Counter3 2  ,  

               t CMOutUvTs  DateAndTime,  

               t CMOutUv  Counter32  ,  

               t CMPDURTT  Float32 TC,  

               t CMPDUSizeFailTs  DateAndTime,  

               t CMPDUSizeFail  Counter32  ,  

               t CMPduTampCntTs  DateAndTime,  

               t CMPduTampCnt  Counter32  ,  

               t CMPrimaryInterfaceTs  DateAndTime,  

               t CMPrimaryInterface  TruthValue,  

               t CMPrivFailCntTs  DateAndTime,  

               t CMPrivFailCnt  Counter32  ,  

               t CMRtxCntTs  DateAndTime,  

               t CMRtxCnt  Counter3 2  ,  

               t CMRxCriticalTs  DateAndTime,  

               t CMRxCritical  Counter32  ,  

               t CMRxPduTs  DateAndTime,  

               t CMRxPdu  Counter32  ,  

               t CMRxSolicitedReqTs  DateAndTime,  

               t CMRxSolicitedReq Counter3 2  ,  

               t CMRxUnsolicitedReqTs  DateAndTime,  

               t CMRxUns olicitedReq Counter32  ,  

               t CMSes sKeyFailCntTs  DateAndTime,  

               t CMSes sKeyFailCnt  Counter3 2  ,  

               t CMTxCriticalTs  DateAndTime,  

               t CMTxCritical  Counter32  ,  

               t CMTxPduTs  DateAndTime,  

               t CMTxPdu  Counter32  ,  

               t CMTxSolicitedReqTs  DateAndTime,  

               t CMTxSolicitedReq Counter3 2  ,  

               t CMTxUns olicitedReqTs  DateAndTime,  

               t CMTxUns olicitedReq Counter32  ,  

               t CMUpKeyFailCntTs  DateAndTime ,  

               t CMUpKeyFailCnt  Counter3 2  ,  

               t CMI EC62 351 part3  TruthValue,  

               t CMPart3 ConnectionId I nteger3 2 ,  

               t CMTCPHndShTime  Float32 TC,  

               t CMTLSHndTime  Float32 TC,  

               t CMTLSRenegotiationTime  Float32 TC,  

               t CMTLSResumptionTime  Float32 TC,  

               t CMTotalHndTime  Float32 TC,  

               t CMTrans portHndTime  Float3 2 TC  

        }  

 

    tCOuts tationTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  OutstationAss ociation  

        MAX-ACCESS   not-access ible  
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        S TATUS   current  

        DESCRIPTION  

                " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Summary. Outstation"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  6  }  

 

    tCOuts tationEntry  OBJECT-TYPE  

        S YNTAX  OutstationAssociation  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Summary. Outstation"  

        I NDEX    {   

               t COAss ociationI d 

                 

 }  

       : : =  {  tCOutstationTable  1  }  

 

    OutstationAs sociation: : =  

        S EQUENCE  {  

               t COAss ociationI d Unsigned3 2 ,  

               t COCntRsTs  DateAndTime,  

               t COCntRs  TruthValue,  

               t COLocAddres s  I netAddres s ,  

               t COLocAddres sType  I netAddress Type,  

               t COProtI D ProtI dKind,  

               t COProviderDesc  Di splayString,  

               t COProviderName  Di splayString,  

               t CORemAddres s  I netAddres s ,  

               t CORemAddres sType  I netAddress Type,  

               t COTLnkErrCntTs  DateAndTime,  

               t COTLnkErrCnt  Counter32  ,  

               t COTLnkTyp  LnkKind,  

               t COAuthFailCntTs  DateAndTime,  

               t COAuthFailCnt  Counter32  ,  

               t COCtrlPrivFailCntTs  DateAndTime,  

               t COCtrlPrivFailCnt  Counter32  ,  

               t CODecryptFailCntTs  DateAndTime ,  

               t CODecryptFailCnt  Counter3 2  ,  

               t COExT0CntTs  DateAndTime,  

               t COExT0Cnt  Counter32  ,  

               t COExT1CntTs  DateAndTime,  

               t COExT1Cnt  Counter32  ,  

               t COExT2 CntTs  DateAndTime,  

               t COExT2 Cnt  Counter32  ,  

               t COExT3CntTs  DateAndTime,  

               t COExT3Cnt  Counter32  ,  

               t COI nDis cTs  DateAndTime,  

               t COI nDis c  Counter3 2  ,  

               t COI nErrCntTs  DateAndTime,  

               t COI nErrCnt  Counter32  ,  

               t COInOvCntTs  DateAndTime,  

               t COI nOvCnt  Counter32  ,  

               t COI nterPDUTime  Float32 TC,  

               t COMisPDUCntTs  DateAndTime,  

               t COMisPDUCnt  Counter3 2  ,  

               t COOutErrTs  DateAndTime,  

               t COOutErr  Counter3 2  ,  

               t COOutUvTs  DateAndTime,  

               t COOutUv  Counter32  ,  

               t COPDURTT  Float32 TC,  

               t COPDUSizeFailTs  DateAndTime,  

               t COPDUSizeFail  Counter32  ,  
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               t COPduTampCntTs  DateAndTime,  

               t COPduTampCnt  Counter32  ,  

               t COPrimaryInterfaceTs  DateAndTime,  

               t COPrimaryInterface  TruthValue,  

               t COPrivFailCntTs  DateAndTime,  

               t COPrivFailCnt  Counter32  ,  

               t CORtxCntTs  DateAndTime,  

               t CORtxCnt  Counter3 2  ,  

               t CORxCriticalTs  DateAndTime,  

               t CORxCritical  Counter32  ,  

               t CORxPduTs  DateAndTime,  

               t CORxPdu  Counter32  ,  

               t CORxSolicitedReqTs  DateAndTime,  

               t CORxSolicitedReq Counter3 2  ,  

               t CORxUnsolicitedReqTs  DateAndTime,  

               t CORxUnsolicitedReq Counter32  ,  

               t COSes sKeyFailCntTs  DateAndTime,  

               t COSes sKeyFailCnt  Counter3 2  ,  

               t COTxCriticalTs  DateAndTime,  

               t COTxCritical  Counter32  ,  

               t COTxPduTs  DateAndTime,  

               t COTxPdu  Counter32  ,  

               t COTxSolicitedReqTs  DateAndTime,  

               t COTxSolicitedReq Counter3 2  ,  

               t COTxUnsolicitedReqTs  DateAndTime,  

               t COTxUnsolicitedReq Counter32  ,  

               t COUpKeyFailCntTs  DateAndTime,  

               t COUpKeyFailCnt  Counter3 2  ,  

               t COI EC62 351part3  TruthValue,  

               t COPart3ConnectionId I nteger3 2 ,  

               t COTCPHndShTime  Float32 TC,  

               t COTLSHndTime  Float32 TC,  

               t COTLSRenegotiationTime  Float32 TC,  

               t COTLSResumptionTime  Float32 TC,  

               t COTotalHndTime  Float32 TC,  

               t COTransportHndTime  Float3 2 TC  

        }  

 

 

    tC6 0 8 7 0andDNPSecurityNotificationType  NOTI FICATION-TYPE  

        OBJECTS  {             

                         

               t CAuthFailCntTs ,  

               t CAuthFailCnt,  

               t CCtrlPrivFailCntTs ,  

               t CCtrlPrivFailCnt,  

               t CDecryptFailCntTs ,  

               t CDecryptFailCnt,  

               t CLastEventTs ,  

               t CLastEvent,  

               t CPduTampCntTs ,  

               t CPduTampCnt ,  

               t CPrivFailCntTs ,  

               t CPrivFailCnt,  

               t CSessKeyFailCntTs ,  

               t CSessKeyFailCnt,  

               t CUpKeyFailCntTs ,  

               t CUpKeyFailCnt  

                }  

        S TATUS               current  

        DESCRIPTION         " The  60 8 7 0 andDNPSecurityNotification  clas s  

                             defines  the  content  of  the  notification  mess age  to  be  

                             s ent  on  event  related with  the  s pecified obj ects . "  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  7  }  
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    tC6 0 8 7 0andDNPSecurityNotification  NOTIFI CATION-GROUP  

        NOTIFICATI ONS        {  

                                t C60 8 7 0 andDNPSecurityNotificationType  

                            }  

        S TATUS               current  

        DESCRIPTION         " The  6 0 8 7 0andDNPSecurityNotification  clas s  

                             defines  the  content  of  the  notification  mess age  to  be  

                             s ent  on  event  related with  the  s pecified obj ects . "  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  8  }  

 

 

    tC6 0 8 7 0 andDNPNotificationType  NOTIFICATI ON-TYPE  

        OBJECTS  {             

                         

               t CI nErrCntTs ,  

               t CI nErrCnt,  

               t CI nOvCntTs ,  

               t CI nOvCnt,  

               t COutUvTs ,  

               t COutUv,  

               t CRxPduTs ,  

               t CRxPdu,  

               t CTxPduTs ,  

               t CTxPdu  

                }  

        S TATUS               current  

        DESCRIPTION         " The  6 0 8 7 0 andDNPNotification  class  defines  

                             t he  content  of  the  notification  mes sage  to  be  s ent  

                             o n  event  related with  the  s pecified obj ects . "  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  9  }  

 

    tC6 0 8 7 0 andDNPNotification  NOTIFI CATION-GROUP  

        NOTIFICATI ONS        {  

                                t C60 8 7 0 andDNPNotificationType  

                            }  

        S TATUS               current  

        DESCRIPTION         " The  6 0 8 7 0 andDNPNotification  class  defines  

                             t he  content  of  the  notification  mes sage  to  be  s ent  

                             o n  event  related with  the  s pecified obj ects . "  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  1 0  }  

 

    tCAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. AuthFailCnt  –  times tamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  1 1  }  

 

    tCAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. AuthFailCnt"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  1 2  }  

 

    tCCtrlPrivFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  
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                             Agent: : 60 8 7 0 andDNPProtocolI nfo. CtrlPrivFailCnt  –  

timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  1 3  }  

 

    tCCtrlPrivFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. CtrlPrivFailCnt"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  1 4  }  

 

    tCDecryptFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. DecryptFailCnt  –  times tamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  1 5  }  

 

    tCDecryptFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. DecryptFailCnt"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  1 6  }  

 

    tCExT0 CntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT0 Cnt  –  timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  1 7  }  

 

    tCExT0 Cnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT0 Cnt"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  1 8  }  

 

    tCExT1 CntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT1 Cnt  –  timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  1 9  }  

 

    tCExT1 Cnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT1 Cnt"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  2 0  }  

 

    tCExT2 CntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  
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        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT2 Cnt  –  timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  2 1  }  

 

    tCExT2 Cnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT2 Cnt"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  2 2  }  

 

    tCExT3CntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT3Cnt  –  timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  2 3  }  

 

    tCExT3 Cnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT3Cnt"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  2 4  }  

 

    tCI nDiscTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nDisc  –  timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  2 5  }  

 

    tCI nDisc  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nDisc"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  2 6  }  

 

    tCI nErrCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. InErrCnt  –  times tamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  2 7  }  

 

    tCI nErrCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nErrCnt"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  2 8  }  

 

    tCI nOvCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  
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        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nOvCnt  –  timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  2 9  }  

 

    tCI nOvCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nOvCnt"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  3 0  }  

 

    tCI nterPDUTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nterPDUTime"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  3 1  }  

 

    tCMisPDUCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. MisPDUCnt  –  timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  3 2  }  

 

    tCMisPDUCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. MisPDUCnt"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  3 3  }  

 

    tCOutErrTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. OutErr  –  timestamp"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  3 4  }  

 

    tCOutErr  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. OutErr"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  3 5  }  

 

    tCOutUvTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. OutUv –  t imes tamp"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  3 6  }  

 

    tCOutUv OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  
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        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. OutUv"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  3 7  }  

 

    tCPDURTT  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PDURTT"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  3 8  }  

 

    tCPDUSizeFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PDUSizeFail  –  times tamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  3 9  }  

 

    tCPDUSizeFail  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PDUSizeFail"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  4 0  }  

 

    tCPduTampCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PduTampCnt  –  timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  4 1  }  

 

    tCPduTampCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PduTampCnt"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  4 2  }  

 

    tCPrimaryInterfaceTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PrimaryInterface  –  

timestamp"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  4 3  }  

 

    tCPrimaryInterface  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PrimaryInterface"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  4 4  }  

 

    tCPrivFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 
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        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PrivFailCnt  –  times tamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  4 5  }  

 

    tCPrivFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PrivFailCnt"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  4 6  }  

 

    tCRtxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RtxCnt  –  timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  4 7  }  

 

    tCRtxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RtxCnt"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  4 8  }  

 

    tCRxCriticalTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxCritical  –  timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  4 9  }  

 

    tCRxCritical  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxCritical"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  5 0  }  

 

    tCRxPduTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxPdu  –  times tamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  5 1  }  

 

    tCRxPdu  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxPdu"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  5 2  }  

 

    tCRxSolicitedReqTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 
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        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxSolicitedReq –  times tamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  5 3  }  

 

    tCRxSolicitedReq OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxSolicitedReq"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  5 4  }  

 

    tCRxUnsolicitedReqTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxUnsolicitedReq –  

timestamp"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  5 5  }  

 

    tCRxUnsolicitedReq OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxUnsolicitedReq"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  5 6  }  

 

    tCSessKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. SessKeyFailCnt  –  times tamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  5 7  }  

 

    tCSess KeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. Sess KeyFailCnt"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  5 8  }  

 

    tCTxCriticalTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxCritical  –  timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  5 9  }  

 

    tCTxCritical  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxCritical"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  60  }  

 

    tCTxPduTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  
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        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxPdu  –  t imes tamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  61  }  

 

    tCTxPdu  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxPdu"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  62  }  

 

    tCTxSolicitedReqTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxSolicitedReq –  times tamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  63  }  

 

    tCTxSolicitedReq OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxSolicitedReq"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  6 4  }  

 

    tCTxUnsolicitedReqTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxUnsolicitedReq –  

timestamp"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  65  }  

 

    tCTxUnsolicitedReq OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxUnsolicitedReq"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  66  }  

 

    tCUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. UpKeyFailCnt  –  timestamp"  

       : : =  {  ieee1 8 1 5 andiec8 7 0 -5x  6 7  }  

 

    tCUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. UpKeyFailCnt"  

       : : =  {  i eee1 8 1 5 andiec8 7 0 -5x  68  }  

 

    tCMAss ociationId OBJECT-TYPE  
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        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. As sociationId"  

       : : =  {  tCMas terEntry 1  }  

 

    tCMCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. CntRs  –  timestamp"  

       : : =  {  tCMas terEntry 2  }  

 

    tCMCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : Ass ociation. CntRs "  

       : : =  {  tCMas terEntry 3  }  

 

    tCMLocAddres s  OBJECT-TYPE  

        S YNTAX              I netAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : Ass ociation. LocAddress"  

       : : =  {  tCMas terEntry 4  }  

 

    tCMLocAddres sType  OBJECT-TYPE  

        S YNTAX              I netAddress Type  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. LocAddressType"  

       : : =  {  tCMas terEntry 5  }  

 

    tCMProtID  OBJECT-TYPE  

        S YNTAX              ProtI dKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. ProtI D"  

       : : =  {  tCMas terEntry 6  }  

 

    tCMProviderDesc  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. ProviderDesc"  

       : : =  {  tCMas terEntry 7  }  

 

    tCMProviderName  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. ProviderName"  

       : : =  {  tCMas terEntry 8  }  

 

    tCMRemAddres s  OBJECT-TYPE  
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        S YNTAX              I netAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. RemAddress"  

       : : =  {  tCMas terEntry 9  }  

 

    tCMRemAddres sType  OBJECT-TYPE  

        S YNTAX              I netAddress Type  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. RemAddressType"  

       : : =  {  tCMas terEntry 1 0  }  

 

    tCMTLnkErrCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. TLnkErrCnt  –  timestamp"  

       : : =  {  tCMas terEntry 1 1  }  

 

    tCMTLnkErrCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : Ass ociation. TLnkErrCnt"  

       : : =  {  tCMas terEntry 1 2  }  

 

    tCMTLnkTyp  OBJECT-TYPE  

        S YNTAX              LnkKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. TLnkTyp"  

       : : =  {  tCMas terEntry 1 3  }  

 

    tCMAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. AuthFailCnt  –  times tamp"  

       : : =  {  tCMas terEntry 1 4  }  

 

    tCMAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. AuthFailCnt"  

       : : =  {  tCMas terEntry 1 5  }  

 

    tCMCtrlPrivFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. CtrlPrivFailCnt  –  

timestamp"  

       : : =  {  tCMas terEntry 1 6  }  
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    tCMCtrlPrivFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. CtrlPrivFailCnt"  

       : : =  {  tCMas terEntry 1 7  }  

 

    tCMDecryptFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. DecryptFailCnt  –  times tamp"  

       : : =  {  tCMas terEntry 1 8  }  

 

    tCMDecryptFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. DecryptFailCnt"  

       : : =  {  tCMas terEntry 1 9  }  

 

    tCMExT0CntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT0 Cnt  –  timestamp"  

       : : =  {  tCMas terEntry 2 0  }  

 

    tCMExT0Cnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT0 Cnt"  

       : : =  {  tCMas terEntry 2 1  }  

 

    tCMExT1CntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT1 Cnt  –  timestamp"  

       : : =  {  tCMas terEntry 2 2  }  

 

    tCMExT1Cnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT1 Cnt"  

       : : =  {  tCMas terEntry 2 3  }  

 

    tCMExT2 CntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT2 Cnt  –  timestamp"  

       : : =  {  tCMas terEntry 2 4  }  
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    tCMExT2 Cnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT2 Cnt"  

       : : =  {  tCMas terEntry 2 5  }  

 

    tCMExT3CntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT3Cnt  –  timestamp"  

       : : =  {  tCMas terEntry 2 6  }  

 

    tCMExT3Cnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT3Cnt"  

       : : =  {  tCMas terEntry 2 7  }  

 

    tCMInDiscTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. InDisc  –  timestamp"  

       : : =  {  tCMas terEntry 2 8  }  

 

    tCMInDisc  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nDisc"  

       : : =  {  tCMas terEntry 2 9  }  

 

    tCMInErrCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. InErrCnt  –  times tamp"  

       : : =  {  tCMas terEntry 3 0  }  

 

    tCMInErrCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. InErrCnt"  

       : : =  {  tCMas terEntry 3 1  }  

 

    tCMInOvCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nOvCnt  –  timestamp"  

       : : =  {  tCMas terEntry 3 2  }  
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    tCMInOvCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nOvCnt"  

       : : =  {  tCMas terEntry 3 3  }  

 

    tCMInterPDUTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nterPDUTime"  

       : : =  {  tCMas terEntry 3 4  }  

 

    tCMMisPDUCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. MisPDUCnt  –  timestamp"  

       : : =  {  tCMas terEntry 3 5  }  

 

    tCMMisPDUCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. MisPDUCnt"  

       : : =  {  tCMas terEntry 3 6  }  

 

    tCMOutErrTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. OutErr  –  timestamp"  

       : : =  {  tCMas terEntry 3 7  }  

 

    tCMOutErr  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. OutErr"  

       : : =  {  tCMas terEntry 3 8  }  

 

    tCMOutUvTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. OutUv –  times tamp"  

       : : =  {  tCMas terEntry 3 9  }  

 

    tCMOutUv OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. OutUv"  

       : : =  {  tCMas terEntry 4 0  }  
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    tCMPDURTT  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PDURTT"  

       : : =  {  tCMas terEntry 4 1  }  

 

    tCMPDUSiz eFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PDUSizeFail  –  times tamp"  

       : : =  {  tCMas terEntry 4 2  }  

 

    tCMPDUSiz eFail  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PDUSizeFail"  

       : : =  {  tCMas terEntry 4 3  }  

 

    tCMPduTampCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PduTampCnt  –  timestamp"  

       : : =  {  tCMas terEntry 4 4  }  

 

    tCMPduTampCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PduTampCnt"  

       : : =  {  tCMas terEntry 4 5  }  

 

    tCMPrimaryInterfaceTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PrimaryInterface  –  

timestamp"  

       : : =  {  tCMas terEntry 4 6  }  

 

    tCMPrimaryInterface  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PrimaryInterface"  

       : : =  {  tCMas terEntry 4 7  }  

 

    tCMPrivFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PrivFailCnt  –  times tamp"  

       : : =  {  tCMas terEntry 4 8  }  
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    tCMPrivFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PrivFailCnt"  

       : : =  {  tCMas terEntry 4 9  }  

 

    tCMRtxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RtxCnt  –  timestamp"  

       : : =  {  tCMas terEntry 5 0  }  

 

    tCMRtxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RtxCnt"  

       : : =  {  tCMas terEntry 5 1  }  

 

    tCMRxCriticalTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxCritical  –  timestamp"  

       : : =  {  tCMas terEntry 5 2  }  

 

    tCMRxCritical  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxCritical"  

       : : =  {  tCMas terEntry 5 3  }  

 

    tCMRxPduTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxPdu  –  times tamp"  

       : : =  {  tCMas terEntry 5 4  }  

 

    tCMRxPdu  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxPdu"  

       : : =  {  tCMas terEntry 5 5  }  

 

    tCMRxSolicitedReqTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxSolicitedReq –  times tamp"  

       : : =  {  tCMas terEntry 5 6  }  
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    tCMRxSolicitedReq OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxSolicitedReq"  

       : : =  {  tCMas terEntry 5 7  }  

 

    tCMRxUnsolicitedReqTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxUnsolicitedReq –  

timestamp"  

       : : =  {  tCMas terEntry 5 8  }  

 

    tCMRxUnsolicitedReq OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxUnsolicitedReq"  

       : : =  {  tCMas terEntry 5 9  }  

 

    tCMSes sKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. SessKeyFailCnt  –  times tamp"  

       : : =  {  tCMas terEntry 60  }  

 

    tCMSes sKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. SessKeyFailCnt"  

       : : =  {  tCMas terEntry 61  }  

 

    tCMTxCriticalTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxCritical  –  timestamp"  

       : : =  {  tCMas terEntry 62  }  

 

    tCMTxCritical  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxCritical"  

       : : =  {  tCMas terEntry 63  }  

 

    tCMTxPduTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxPdu  –  t imes tamp"  
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       : : =  {  tCMas terEntry 64  }  

 

    tCMTxPdu  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxPdu"  

       : : =  {  tCMas terEntry 65  }  

 

    tCMTxSolicitedReqTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxSolicitedReq –  times tamp"  

       : : =  {  tCMas terEntry 66  }  

 

    tCMTxSolicitedReq OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxSolicitedReq"  

       : : =  {  tCMas terEntry 67  }  

 

    tCMTxUnsolicitedReqTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxUnsolicitedReq –  

timestamp"  

       : : =  {  tCMas terEntry 68  }  

 

    tCMTxUnsolicitedReq OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxUnsolicitedReq"  

       : : =  {  tCMas terEntry 69  }  

 

    tCMUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. UpKeyFailCnt  –  timestamp"  

       : : =  {  tCMas terEntry 7 0  }  

 

    tCMUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. UpKeyFailCnt"  

       : : =  {  tCMas terEntry 7 1  }  

 

    tCMI EC62 3 51 part3  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  
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                             o bj ects : : CommonProtocolI nfo. I EC62 35 1 part3"  

       : : =  {  tCMas terEntry 7 2  }  

 

    tCMPart3ConnectionI d OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. Part3ConnectionI d"  

       : : =  {  tCMas terEntry 7 3  }  

 

    tCMTCPHndShTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TCPHndShTime"  

       : : =  {  tCMas terEntry 7 4  }  

 

    tCMTLSHndTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TLSHndTime"  

       : : =  {  tCMas terEntry 7 5  }  

 

    tCMTLSRenegotiationTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TLSRenegotiationTime"  

       : : =  {  tCMas terEntry 7 6  }  

 

    tCMTLSResumptionTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TLSResumptionTime"  

       : : =  {  tCMas terEntry 7 7  }  

 

    tCMTotalHndTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TotalHndTime"  

       : : =  {  tCMas terEntry 7 8  }  

 

    tCMTransportHndTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TransportHndTime"  

       : : =  {  tCMas terEntry 7 9  }  

 

    tCOAss ociationId OBJECT-TYPE  

        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  
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                             Agent: : Ass ociation. As sociationId"  

       : : =  {  tCOutstationEntry 1  }  

 

    tCOCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. CntRs  –  timestamp"  

       : : =  {  tCOutstationEntry 2  }  

 

    tCOCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. CntRs "  

       : : =  {  tCOutstationEntry 3  }  

 

    tCOLocAddres s  OBJECT-TYPE  

        S YNTAX              I netAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : Ass ociation. LocAddress"  

       : : =  {  tCOutstationEntry 4  }  

 

    tCOLocAddres sType  OBJECT-TYPE  

        S YNTAX              I netAddress Type  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : Ass ociation. LocAddressType"  

       : : =  {  tCOutstationEntry 5  }  

 

    tCOProtID  OBJECT-TYPE  

        S YNTAX              ProtI dKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. ProtI D"  

       : : =  {  tCOutstationEntry 6  }  

 

    tCOProviderDesc  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. ProviderDesc"  

       : : =  {  tCOutstationEntry 7  }  

 

    tCOProviderName  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. ProviderName"  

       : : =  {  tCOutstationEntry 8  }  

 

    tCORemAddres s  OBJECT-TYPE  

        S YNTAX              I netAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  
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                             Agent: : Ass ociation. RemAddress"  

       : : =  {  tCOutstationEntry 9  }  

 

    tCORemAddres sType  OBJECT-TYPE  

        S YNTAX              I netAddress Type  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Association. RemAddressType"  

       : : =  {  tCOutstationEntry 1 0  }  

 

    tCOTLnkErrCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : Ass ociation. TLnkErrCnt  –  timestamp"  

       : : =  {  tCOutstationEntry 1 1  }  

 

    tCOTLnkErrCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : Ass ociation. TLnkErrCnt"  

       : : =  {  tCOutstationEntry 1 2  }  

 

    tCOTLnkTyp  OBJECT-TYPE  

        S YNTAX              LnkKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : Ass ociation. TLnkTyp"  

       : : =  {  tCOutstationEntry  1 3  }  

 

    tCOAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. AuthFailCnt  –  times tamp"  

       : : =  {  tCOutstationEntry 1 4  }  

 

    tCOAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. AuthFailCnt"  

       : : =  {  tCOutstationEntry 1 5  }  

 

    tCOCtrlPrivFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. CtrlPrivFailCnt  –  

timestamp"  

       : : =  {  tCOutstationEntry 1 6  }  

 

    tCOCtrlPrivFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  
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        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. CtrlPrivFailCnt"  

       : : =  {  tCOutstationEntry 1 7  }  

 

    tCODecryptFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. DecryptFailCnt  –  times tamp"  

       : : =  {  tCOutstationEntry 1 8  }  

 

    tCODecryptFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. DecryptFailCnt"  

       : : =  {  tCOutstationEntry 1 9  }  

 

    tCOExT0CntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT0 Cnt  –  timestamp"  

       : : =  {  tCOutstationEntry 2 0  }  

 

    tCOExT0Cnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT0 Cnt"  

       : : =  {  tCOutstationEntry 2 1  }  

 

    tCOExT1CntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT1 Cnt  –  timestamp"  

       : : =  {  tCOutstationEntry 2 2  }  

 

    tCOExT1Cnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT1 Cnt"  

       : : =  {  tCOutstationEntry  2 3  }  

 

    tCOExT2 CntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT2 Cnt  –  timestamp"  

       : : =  {  tCOutstationEntry 2 4  }  

 

    tCOExT2 Cnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  
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        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT2 Cnt"  

       : : =  {  tCOutstationEntry 2 5  }  

 

    tCOExT3CntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT3Cnt  –  timestamp"  

       : : =  {  tCOutstationEntry 2 6  }  

 

    tCOExT3Cnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. ExT3Cnt"  

       : : =  {  tCOutstationEntry  2 7  }  

 

    tCOI nDiscTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. InDisc  –  timestamp"  

       : : =  {  tCOutstationEntry 2 8  }  

 

    tCOI nDisc  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nDisc"  

       : : =  {  tCOutstationEntry 2 9  }  

 

    tCOI nErrCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nErrCnt  –  times tamp"  

       : : =  {  tCOutstationEntry 3 0  }  

 

    tCOI nErrCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. InErrCnt"  

       : : =  {  tCOutstationEntry  3 1  }  

 

    tCOI nOvCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. InOvCnt  –  timestamp"  

       : : =  {  tCOutstationEntry 3 2  }  

 

    tCOI nOvCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  
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        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nOvCnt"  

       : : =  {  tCOutstationEntry 3 3  }  

 

    tCOI nterPDUTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. I nterPDUTime"  

       : : =  {  tCOutstationEntry 3 4  }  

 

    tCOMisPDUCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. MisPDUCnt  –  timestamp"  

       : : =  {  tCOutstationEntry 3 5  }  

 

    tCOMisPDUCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. MisPDUCnt"  

       : : =  {  tCOutstationEntry  3 6  }  

 

    tCOOutErrTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. OutErr  –  timestamp"  

       : : =  {  tCOutstationEntry 3 7  }  

 

    tCOOutErr  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. OutErr"  

       : : =  {  tCOutstationEntry 3 8  }  

 

    tCOOutUvTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. OutUv –  times tamp"  

       : : =  {  tCOutstationEntry 3 9  }  

 

    tCOOutUv OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. OutUv"  

       : : =  {  tCOutstationEntry 4 0  }  

 

    tCOPDURTT  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  
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        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PDURTT"  

       : : =  {  tCOutstationEntry 4 1  }  

 

    tCOPDUSiz eFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PDUSizeFail  –  times tamp"  

       : : =  {  tCOutstationEntry 4 2  }  

 

    tCOPDUSiz eFail  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PDUSizeFail"  

       : : =  {  tCOutstationEntry  4 3  }  

 

    tCOPduTampCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PduTampCnt  –  timestamp"  

       : : =  {  tCOutstationEntry 4 4  }  

 

    tCOPduTampCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PduTampCnt"  

       : : =  {  tCOutstationEntry 4 5  }  

 

    tCOPrimaryInterfaceTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PrimaryInterface  –  

timestamp"  

       : : =  {  tCOutstationEntry 4 6  }  

 

    tCOPrimaryInterface  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PrimaryInterface"  

       : : =  {  tCOutstationEntry 4 7  }  

 

    tCOPrivFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PrivFailCnt  –  times tamp"  

       : : =  {  tCOutstationEntry 4 8  }  

 

    tCOPrivFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 
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        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. PrivFailCnt"  

       : : =  {  tCOutstationEntry 4 9  }  

 

    tCORtxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RtxCnt  –  timestamp"  

       : : =  {  tCOutstationEntry 5 0  }  

 

    tCORtxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RtxCnt"  

       : : =  {  tCOutstationEntry 5 1  }  

 

    tCORxCriticalTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxCritical  –  timestamp"  

       : : =  {  tCOutstationEntry 5 2  }  

 

    tCORxCritical  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxCritical"  

       : : =  {  tCOutstationEntry  5 3  }  

 

    tCORxPduTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxPdu  –  times tamp"  

       : : =  {  tCOutstationEntry 5 4  }  

 

    tCORxPdu  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxPdu"  

       : : =  {  tCOutstationEntry 5 5  }  

 

    tCORxSolicitedReqTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxSolicitedReq –  times tamp"  

       : : =  {  tCOutstationEntry 5 6  }  

 

    tCORxSolicitedReq OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 
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        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxSolicitedReq"  

       : : =  {  tCOutstationEntry 5 7  }  

 

    tCORxUnsolicitedReqTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxUnsolicitedReq –  

timestamp"  

       : : =  {  tCOutstationEntry 5 8  }  

 

    tCORxUnsolicitedReq OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. RxUnsolicitedReq"  

       : : =  {  tCOutstationEntry 5 9  }  

 

    tCOSes sKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. SessKeyFailCnt  –  times tamp"  

       : : =  {  tCOutstationEntry 60  }  

 

    tCOSes sKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. SessKeyFailCnt"  

       : : =  {  tCOutstationEntry  61  }  

 

    tCOTxCriticalTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxCritical  –  timestamp"  

       : : =  {  tCOutstationEntry 62  }  

 

    tCOTxCritical  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxCritical"  

       : : =  {  tCOutstationEntry 63  }  

 

    tCOTxPduTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxPdu  –  times tamp"  

       : : =  {  tCOutstationEntry 64  }  

 

    tCOTxPdu  OBJECT-TYPE  

        S YNTAX              Counter3 2   
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        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxPdu"  

       : : =  {  tCOutstationEntry 65  }  

 

    tCOTxSolicitedReqTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxSolicitedReq –  times tamp"  

       : : =  {  tCOutstationEntry 66  }  

 

    tCOTxSolicitedReq OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxSolicitedReq"  

       : : =  {  tCOutstationEntry 67  }  

 

    tCOTxUnsolicitedReqTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " I EEE  1 8 1 5  and I EC  60 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxUnsolicitedReq –  

timestamp"  

       : : =  {  tCOutstationEntry  68  }  

 

    tCOTxUnsolicitedReq OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. TxUnsolicitedReq"  

       : : =  {  tCOutstationEntry 69  }  

 

    tCOUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. UpKeyFailCnt  –  timestamp"  

       : : =  {  tCOutstationEntry 7 0  }  

 

    tCOUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I EEE  1 8 1 5  and I EC  6 0 8 7 0 -5  

                             Agent: : 60 8 7 0 andDNPProtocolI nfo. UpKeyFailCnt"  

       : : =  {  tCOutstationEntry 7 1  }  

 

    tCOIEC62 3 51 part3  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. I EC62 35 1 part3"  

       : : =  {  tCOutstationEntry 7 2  }  

 

    tCOPart3ConnectionI d OBJECT-TYPE  
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        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. Part3ConnectionI d"  

       : : =  {  tCOutstationEntry 7 3  }  

 

    tCOTCPHndShTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TCPHndShTime"  

       : : =  {  tCOutstationEntry 7 4  }  

 

    tCOTLSHndTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TLSHndTime"  

       : : =  {  tCOutstationEntry 7 5  }  

 

    tCOTLSRenegotiationTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TLSRenegotiationTime"  

       : : =  {  tCOutstationEntry 7 6  }  

 

    tCOTLSResumptionTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TLSResumptionTime"  

       : : =  {  tCOutstationEntry 7 7  }  

 

    tCOTotalHndTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TotalHndTime"  

       : : =  {  tCOutstationEntry 7 8  }  

 

    tCOTransportHndTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TransportHndTime"  

       : : =  {  tCOutstationEntry 7 9  }  

 

    i eee1 8 1 5andiec60 8 7 0 -5-agentGroupOptional  OBJECT-GROUP   

 OBJECTS  {  

                t CCntRsTs ,  

               t CCntRs ,  

               t CLastEventTs ,  

               t CLastEvent,  

               t CAuthFailCntTs ,  

               t CAuthFailCnt,  

               t CCtrlPrivFailCntTs ,  
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               t CCtrlPrivFailCnt,  

               t CDecryptFailCntTs ,  

               t CDecryptFailCnt,  

               t CExT0 CntTs ,  

               t CExT0 Cnt,  

               t CExT1 CntTs ,  

               t CExT1 Cnt,  

               t CExT2 CntTs ,  

               t CExT2 Cnt,  

               t CExT3CntTs ,  

               t CExT3Cnt,  

               t CI nDiscTs ,  

               t CI nDisc,  

               t CI nErrCntTs ,  

               t CI nErrCnt,  

               t CI nOvCntTs ,  

               t CI nOvCnt,  

               t CI nterPDUTime,  

               t CMisPDUCntTs ,  

               t CMisPDUCnt,  

               t COutErrTs ,  

               t COutErr,  

               t COutUvTs ,  

               t COutUv,  

               t CPDURTT,  

               t CPDUSiz eFailTs ,  

               t CPDUSiz eFail,  

               t CPduTampCntTs ,  

               t CPduTampCnt ,  

               t CPrimaryInterfaceTs ,  

               t CPrimaryInterface ,  

               t CPrivFailCntTs ,  

               t CPrivFailCnt,  

               t CRtxCntTs ,  

               t CRtxCnt,  

               t CRxCriticalTs ,  

               t CRxCritical ,  

               t CRxPduTs ,  

               t CRxPdu,  

               t CRxSolicitedReqTs ,  

               t CRxSolicitedReq,  

               t CRxUnsolicitedReqTs ,  

               t CRxUnsolicitedReq,  

               t CSessKeyFailCntTs ,  

               t CSessKeyFailCnt,  

               t CTxCriticalTs ,  

               t CTxCritical ,  

               t CTxPduTs ,  

               t CTxPdu,  

               t CTxSolicitedReqTs ,  

               t CTxSolicitedReq,  

               t CTxUnsolicitedReqTs ,  

               t CTxUnsolicitedReq,  

               t CUpKeyFailCntTs ,  

               t CUpKeyFailCnt,  

               t CMCntRsTs ,  

               t CMCntRs ,  

               t CMLocAddres s ,  

               t CMLocAddres sType,  

               t CMProtI D,  

               t CMProviderDesc,  

               t CMProviderName,  

               t CMRemAddres s ,  

               t CMRemAddres sType,  
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               t CMTLnkErrCntTs ,  

               t CMTLnkErrCnt,  

               t CMTLnkTyp,  

               t CMAuthFailCntTs ,  

               t CMAuthFailCnt,  

               t CMCtrlPrivFailCntTs ,  

               t CMCtrlPrivFailCnt,  

               t CMDecryptFailCntTs ,  

               t CMDecryptFailCnt,  

               t CMExT0CntTs ,  

               t CMExT0Cnt,  

               t CMExT1CntTs ,  

               t CMExT1Cnt,  

               t CMExT2 CntTs ,  

               t CMExT2 Cnt,  

               t CMExT3CntTs ,  

               t CMExT3Cnt,  

               t CMInDis cTs ,  

               t CMInDis c,  

               t CMInErrCntTs ,  

               t CMInErrCnt,  

               t CMInOvCntTs ,  

               t CMInOvCnt,  

               t CMInterPDUTime,  

               t CMMisPDUCntTs ,  

               t CMMisPDUCnt ,  

               t CMOutErrTs ,  

               t CMOutErr,  

               t CMOutUvTs ,  

               t CMOutUv,  

               t CMPDURTT,  

               t CMPDUSizeFailTs ,  

               t CMPDUSizeFail ,  

               t CMPduTampCntTs ,  

               t CMPduTampCnt,  

               t CMPrimaryInterfaceTs ,  

               t CMPrimaryInterface,  

               t CMPrivFailCntTs ,  

               t CMPrivFailCnt,  

               t CMRtxCntTs ,  

               t CMRtxCnt,  

               t CMRxCriticalTs ,  

               t CMRxCritical,  

               t CMRxPduTs ,  

               t CMRxPdu,  

               t CMRxSolicitedReqTs ,  

               t CMRxSolicitedReq,  

               t CMRxUnsolicitedReqTs ,  

               t CMRxUnsolicitedReq,  

               t CMSes sKeyFailCntTs ,  

               t CMSes sKeyFailCnt,  

               t CMTxCriticalTs ,  

               t CMTxCritical,  

               t CMTxPduTs ,  

               t CMTxPdu,  

               t CMTxSolicitedReqTs ,  

               t CMTxSolicitedReq,  

               t CMTxUnsolicitedReqTs ,  

               t CMTxUnsolicitedReq,  

               t CMUpKeyFailCntTs ,  

               t CMUpKeyFailCnt,  

               t CMI EC62 351part3 ,  

               t CMPart3ConnectionId,  

               t CMTCPHndShTime,  
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               t CMTLSHndTime,  

               t CMTLSRenegotiationTime,  

               t CMTLSResumptionTime,  

               t CMTotalHndTime,  

               t CMTransportHndTime,  

               t COCntRsTs ,  

               t COCntRs ,  

               t COLocAddres s ,  

               t COLocAddres sType,  

               t COProtI D,  

               t COProviderDesc,  

               t COProviderName,  

               t CORemAddres s ,  

               t CORemAddres sType,  

               t COTLnkErrCntTs ,  

               t COTLnkErrCnt,  

               t COTLnkTyp,  

               t COAuthFailCntTs ,  

               t COAuthFailCnt,  

               t COCtrlPrivFailCntTs ,  

               t COCtrlPrivFailCnt,  

               t CODecryptFailCntTs ,  

               t CODecryptFailCnt,  

               t COExT0CntTs ,  

               t COExT0Cnt,  

               t COExT1CntTs ,  

               t COExT1Cnt,  

               t COExT2 CntTs ,  

               t COExT2 Cnt,  

               t COExT3CntTs ,  

               t COExT3Cnt,  

               t COI nDis cTs ,  

               t COI nDis c,  

               t COI nErrCntTs ,  

               t COI nErrCnt,  

               t COI nOvCntTs ,  

               t COI nOvCnt,  

               t COI nterPDUTime,  

               t COMisPDUCntTs ,  

               t COMisPDUCnt ,  

               t COOutErrTs ,  

               t COOutErr,  

               t COOutUvTs ,  

               t COOutUv,  

               t COPDURTT,  

               t COPDUSizeFailTs ,  

               t COPDUSizeFail ,  

               t COPduTampCntTs ,  

               t COPduTampCnt,  

               t COPrimaryInterfaceTs ,  

               t COPrimaryInterface,  

               t COPrivFailCntTs ,  

               t COPrivFailCnt,  

               t CORtxCntTs ,  

               t CORtxCnt,  

               t CORxCriticalTs ,  

               t CORxCritical,  

               t CORxPduTs ,  

               t CORxPdu,  

               t CORxSolicitedReqTs ,  

               t CORxSolicitedReq,  

               t CORxUnsolicitedReqTs ,  

               t CORxUnsolicitedReq,  

               t COSes sKeyFailCntTs ,  
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               t COSes sKeyFailCnt,  

               t COTxCriticalTs ,  

               t COTxCritical,  

               t COTxPduTs ,  

               t COTxPdu,  

               t COTxSolicitedReqTs ,  

               t COTxSolicitedReq,  

               t COTxUnsolicitedReqTs ,  

               t COTxUnsolicitedReq,  

               t COUpKeyFailCntTs ,  

               t COUpKeyFailCnt,  

               t COI EC62 351 part3 ,  

               t COPart3ConnectionId,  

               t COTCPHndShTime,  

               t COTLSHndTime,  

               t COTLSRenegotiationTime,  

               t COTLSResumptionTime,  

               t COTotalHndTime,  

               t COTransportHndTime  

 }  

        S TATUS               current  

     DESCRIPTION         " ieee1 8 1 5andiec60 8 7 0 -5-agent  optional  

                             o bj ects  group"  

       : : =  {  i eee1 8 1 5 andiec60 8 7 0-5-agent  2  }  

 

    i eee1 8 1 5andiec60 8 7 0 -5-agentCompliance  MODULE-COMPLIANCE   

        S TATUS               current  

        DESCRIPTION         " i eee1 8 1 5andiec60 8 7 0 -5 -agent  Compliance"  

 MODULE  

   

       : : =  {  ieee1 8 1 5 andiec60 8 7 0 -5-agent  3  }  

 

 

END  

<CODE  ENDS>   

I EC  6 1 8 50  ACSI  agent  MI B   

<CODE  BEGI NS>  

I EC-62 3 51 -I EC61 8 50 -ACSI -MIB  DEFINITI ONS : : =  BEGIN  

    I MPORTS  

    MODULE-IDENTITY,   OBJECT-I DENTITY,  

    OBJECT-TYPE,  Counter32 ,  I nteger3 2 ,  Unsigned32 ,   

    Gauge3 2 ,  TimeTicks ,  NOTIFI CATION-TYPE   

        FROM SNMPv2 -SMI  

    TEXTUAL-CONVENTION,  Dis playString,  TruthValue,  

    MacAddres s ,  PhysAddress ,  DateAndTime  

        FROM SNMPv2 -TC  

    OBJECT-GROUP,  NOTIFICATION-GROUP,  MODULE-COMPLIANCE  

        FROM SNMPv2 -CONF  

    Float3 2 TC   

  FROM FLOAT-TC-MI B  

 AppDatStKind,  PhyHealthKind,  ExtKind,  

    I ntKind,  LnkKind,  PSPAccKind,  ProtI dKind,  EventKind,  

    TimSyncIs sueKind,  S ecurityProfileKind,  TimSyncSrcKind FROM 

    I EC-62 351 -ENUM-MI B  

    I netAddressType,  I netAddress  

        FROM I NET-ADDRESS-MIB;  

   

    acs i-agent  MODULE-I DENTITY  

        LAST-UPDATED         " 2 0 1 7 0 60 61 0 0 0 Z "  

        ORGANIZATI ON        " I EC"  

        CONTACT-INFO         " I EC  TC5 7  WG1 5"  
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        DESCRIPTION         " Copyright  ( C )  I EC.  This  version  of  thi s  MI B  module  is  part  

                             o f  I EC  5 7 -62 351 -7 -Ed1 .   

                             S ee  the  I EC  5 7 -62 351 - 7 -Ed1  for  full  legal  notices .   

                             As  s hown  i n  Figure  2 0 ,  the  ACSI  package  includes  

                             t he  I EC  6 1 8 5 0  Abs tract  Communication  S ervice  

                             I nterface  ( ACSI )  clas ses . "  

 

        REVI SION             " 2 0 1 7 0 60 61 0 0 0 Z "  

        DESCRIPTION         " I EC  5 7 -62 3 51 -7 -Ed1 "  

 

       : : =  {  iec61 8 50  1  }  

 

 s tandard  OBJECT  I DENTI FI ER: : =  {  i s o  0  }  

   

 i ec62 35 1   OBJECT  I DENTI FI ER: : =  {  s tandard 62 35 1  }   

 

 part7   OBJECT  I DENTIFIER: : =  {  i ec62 3 51  7  }   

 

 application   OBJECT  I DENTIFIER: : =  {  part7  3  }   

 

 i ec61 8 5 0   OBJECT  I DENTI FI ER: : =  {  application  2  }   

 

   

    acs i  OBJECT-IDENTITY  

        S TATUS               current  

        DESCRIPTION         " The  ACSI Summary class  includes  the  attributes  

                             which  define  the  information  about  the  overall  I EC  

                             6 1 8 5 0  s tack running on  the  device  ACSI . "  

       : : =  {  acs i-agent  1  }  

 

    aCS I as socPoolMax  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. ass ocPoolMax"  

       : : =  {  acs i  1  }  

 

    aCS I as socPoolUsed OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. ass ocPoolUsed"  

       : : =  {  acs i  2  }  

 

    aCS I CntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. CntRs  –  t imestamp"  

       : : =  {  acs i  3  }  

 

    aCS I CntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. CntRs"  

       : : =  {  acs i  4  }  

 

    aCS I CtrlPrivFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. CtrlPrivFailCnt  -  

                             t imestamp"  
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       : : =  {  acs i  5  }  

 

    aCS I CtrlPrivFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. CtrlPrivFailCnt"  

       : : =  {  acs i  6  }  

 

    aCS Igs ePubMax  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. gsePubMax"  

       : : =  {  acs i  7  }  

 

    aCS Igs ePubUs ed OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. gsePubUsed"  

       : : =  {  acs i  8  }  

 

    aCS Igs eSubMax  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. gseSubMax"  

       : : =  {  acs i  9  }  

 

    aCS Igs eSubUs ed OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. gseSubUsed"  

       : : =  {  acs i  1 0  }  

 

    aCS I LastEventTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. Las tEvent  –  times tamp"  

       : : =  {  acs i  1 1  }  

 

    aCS ILastEvent  OBJECT-TYPE  

        S YNTAX              EventKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. Las tEvent"  

       : : =  {  acs i  1 2  }  

 

    aCS IPrivFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. PrivFailCnt  –  timestamp"  

       : : =  {  acs i  1 3  }  

 

    aCS IPrivFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. PrivFailCnt"  

       : : =  {  acs i  1 4  }  
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    aCS IRemoteEs tAssocCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. RemoteEstAss ocCnt  -  

                             t imestamp"  

       : : =  {  acs i  1 5  }  

 

    aCS IRemoteEs tAssocCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. RemoteEstAss ocCnt"  

       : : =  {  acs i  1 6  }  

 

    aCS IAcsCtlFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. Acs CtlFail  –  timestamp"  

       : : =  {  acs i  1 7  }  

 

    aCS IAcsCtlFail  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. Acs CtlFail"  

       : : =  {  acs i  1 8  }  

 

    aCS I svPubMax  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. svPubMax"  

       : : =  {  acs i  1 9  }  

 

    aCS I svPubUsed OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. svPubUsed"  

       : : =  {  acs i  2 0  }  

 

    aCS I svSubMax  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. svSubMax"  

       : : =  {  acs i  2 1  }  

 

    aCS I svSubUsed OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " ACSI : : ACSI Summary. svSubUsed"  

       : : =  {  acs i  2 2  }  

 

    acs i-agentGroupOptional  OBJECT-GROUP   

 OBJECTS  {  

                aCS I as socPoolMax,  

               aCS I as socPoolUs ed,  

               aCS I CntRsTs ,  

               aCS I CntRs ,  
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               aCS I CtrlPrivFailCntTs ,  

               aCS I CtrlPrivFailCnt,  

               aCS Igs ePubMax,  

               aCS Igs ePubUs ed,  

               aCS Igs eSubMax,  

               aCS Igs eSubUs ed,  

               aCS I LastEventTs ,  

               aCS I LastEvent,  

               aCS I PrivFailCntTs ,  

               aCS I PrivFailCnt,  

               aCS IRemoteEs tAs socCntTs ,  

               aCS IRemoteEs tAs socCnt,  

               aCS IAcsCtlFailTs ,  

               aCS IAcsCtlFail ,  

               aCS I svPubMax,  

               aCS I svPubUsed,  

               aCS I svSubMax,  

               aCS I svSubUsed 

 }  

        S TATUS               current  

     DESCRIPTION         " acsi-agent  optional  obj ects  group"  

       : : =  {  acs i-agent  2  }  

 

    acs i-agentCompliance  MODULE-COMPLIANCE   

        S TATUS               current  

        DESCRIPTION         " acsi-agent  Compliance"  

 MODULE  

   

       : : =  {  acs i-agent  3  }  

 

 

END  

<CODE  ENDS>   

I EC  6 1 8 50  GSE  agent  MI B  

<CODE  BEGI NS>  

I EC-62 3 51 -IEC61 8 50 -GSE-MIB  DEFINI TIONS: : =  BEGI N  

    I MPORTS  

    MODULE-IDENTITY,   OBJECT-I DENTITY,  

    OBJECT-TYPE,  Counter32 ,  I nteger3 2 ,  Unsigned32 ,   

    Gauge3 2 ,  TimeTicks ,  NOTIFI CATION-TYPE   

        FROM SNMPv2 -SMI  

    TEXTUAL-CONVENTION,  Dis playString,  TruthValue,  

    MacAddres s ,  PhysAddress ,  DateAndTime  

        FROM SNMPv2 -TC  

    OBJECT-GROUP,  NOTIFICATION-GROUP,  MODULE-COMPLIANCE  

        FROM SNMPv2 -CONF  

    Float3 2 TC   

  FROM FLOAT-TC-MI B  

 AppDatStKind,  PhyHealthKind,  E xtKind,  

    I ntKind,  LnkKind,  PSPAccKind,  ProtI dKind,  EventKind,  

    TimSyncI s sueKind,  S ecurityProfileKind,  TimSyncSrcKind FROM 

    I EC-62 351 -ENUM-MI B  

    I netAddressType,  I netAddress  

        FROM I NET-ADDRESS-MIB;  

   

    gs e-agent  MODULE-IDENTI TY  

        LAST-UPDATED         " 2 0 1 7 0 60 61 0 0 0 Z "  

        ORGANI ZATI ON        " I EC"  

        CONTACT-INFO         " I EC  TC5 7  WG1 5"  

        DESCRIPTION         " Copyright  ( C )  I EC.  This  version  of  thi s  MI B  module  i s  part  

                             o f  I EC  5 7 -62 351 -7 -Ed1 .   
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                             S ee  the  I EC  5 7 -62 351 - 7 -Ed1  for  full  legal  notices .   

                             As  s hown  i n  Figure  2 4 ,  the  GSE  package  i ncludes  

                             t he  I EC  61 8 5 0  Generic  Substation  Events  ( GSE )  

                             c las ses .  GSEprovider  and GSEAs sociation  inherit  both  

                             S ecurity and Protocol  I nfo  attributes  from the  more  

                             general  clas ses . "  

 

        REVISION             " 2 0 1 7 0 60 61 0 0 0 Z"  

        DESCRIPTION         " I EC  5 7 -62 3 51 -7 -Ed1 "  

 

       : : =  {  i ec61 8 50  4  }  

 

 s tandard  OBJECT  I DENTI FIER: : =  {  i s o  0  }  

   

 i ec62 35 1   OBJECT  I DENTI FIER: : =  {  s tandard 62 35 1  }   

 

 part7   OBJECT  I DENTIFI ER: : =  {  i ec62 3 51  7  }   

 

 appl ication   OBJECT  I DENTIFI ER: : =  {  part7  3  }   

 

 i ec6 1 8 5 0   OBJECT  I DENTI FI ER: : =  {  application  2  }   

 

   

    gs e  OBJECT-I DENTI TY  

        S TATUS               current  

        DESCRIPTION         " The  GSEProvider  class  includes  the  attributes  

                             which  define  the  information  about  the  overall  I EC  

                             6 1 8 5 0  s tack GSE  provider  running  on  the  device. "  

       : : =  {  gs e-agent  1  }  

 

    gSECntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSEProvider. CntRs  –  times tamp"  

       : : =  {  gs e  1  }  

 

    gSECntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " GSE: : GSEProvider. CntRs"  

       : : =  {  gs e  2  }  

 

    gSEDecryptFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSEProvider. DecryptFailCnt  -  

                             t imestamp"  

       : : =  {  gs e  3  }  

 

    gSEDecryptFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSEProvider. DecryptFailCnt"  

       : : =  {  gs e  4  }  

 

    gSEInErrCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSEProvider. InErrCnt  –  times tamp"  
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       : : =  {  gs e  5  }  

 

    gSEI nErrCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSEProvider. I nErrCnt"  

       : : =  {  gs e  6  }  

 

    gSEI nUnexpectedMulticas tTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSEProvider. I nUnexpectedMulticast  -  

                             t imestamp"  

       : : =  {  gs e  7  }  

 

    gSEI nUnexpectedMulticas t  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSEProvider. I nUnexpectedMulticast"  

       : : =  {  gse  8  }  

 

    gSEGroupUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt  –  timestamp"  

       : : =  {  gs e  9  }  

 

    gSEGroupUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt"  

       : : =  {  gse  1 0  }  

 

    gSEKDCAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt  –  timestamp"  

       : : =  {  gs e  1 1  }  

 

    gSEKDCAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt"  

       : : =  {  gs e  1 2  }  

 

    gSEKDCSes sionKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt  –  timestamp"  

       : : =  {  gs e  1 3  }  
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    gSEKDCSes sionKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt"  

       : : =  {  gs e  1 4  }  

 

    gSEPIPTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  GSEPublisherAssociationIP  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " GSE: : GSEProvider. PI P"  

       : : =  {  gs e  1 5  }  

 

    gSEPIPEntry OBJECT-TYPE  

        S YNTAX  GS EPublisherAs sociationIP  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " GSE: : GSEProvider. PI P"  

        I NDEX    {   

               gSEPIPCBRef  

                 

 }  

       : : =  {  gSEPI PTable  1  }  

 

    GSEPublisherAs sociationIP: : =  

        S EQUENCE  {  

               gSEPIPDestIpAddr  I netAddress ,  

               gSEPIPDestIpAddrType  I netAddres sType,  

               gSEPIPCBRef  Dis playString,  

               gSEPIPCntRsTs  DateAndTime,  

               gSEPIPCntRs  TruthValue,  

               gSEPIPOutUvTs  DateAndTime,  

               gSEPIPOutUv Counter32  ,  

               gSEPIPTxPduPerSecond Float32 TC,  

               gSEPIPGroupUpKeyFailCntTs  DateAndTime,  

               gSEPIPGroupUpKeyFailCnt  Counter32  ,  

               gSEPIPKDCAuthFailCntTs  DateAndTime,  

               gSEPIPKDCAuthFailCnt  Counter3 2  ,  

               gSEPIPKDCSes sionKeyFailCntTs  DateAndTime,  

               gSEPIPKDCSes sionKeyFailCnt  Counter3 2   

        }  

 

    gSEPL2 Table  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  GSEPublisherAssociationL2  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " GSE: : GSEProvider. PL2 "  

       : : =  {  gs e  1 6  }  

 

    gSEPL2 Entry OBJECT-TYPE  

        S YNTAX  GS EPublisherAs sociationL2  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " GSE: : GSEProvider. PL2 "  

        I NDEX    {   

               gSEPL2 CBRef  

                 

 }  
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       : : =  {  gSEPL2 Table  1  }  

 

    GSEPublisherAs sociationL2 : : =  

        S EQUENCE  {  

               gSEPL2 DestMacAddr  MacAddress ,  

               gSEPL2 CBRef  Dis playString,  

               gSEPL2 CntRsTs  DateAndTime,  

               gSEPL2 CntRs  TruthValue,  

               gSEPL2 OutUvTs  DateAndTime,  

               gSEPL2 OutUv Counter32  ,  

               gSEPL2 TxPduPerSecond Float32 TC,  

               gSEPL2 GroupUpKeyFailCntTs  DateAndTime,  

               gSEPL2 GroupUpKeyFailCnt  Counter32  ,  

               gSEPL2 KDCAuthFailCntTs  DateAndTime,  

               gSEPL2 KDCAuthFailCnt  Counter3 2  ,  

               gSEPL2 KDCSes sionKeyFailCntTs  DateAndTime,  

               gSEPL2 KDCSes sionKeyFailCnt  Counter3 2   

        }  

 

 

    gSEGSENotificationType  NOTIFI CATION-TYPE  

        OBJECTS  {             

                         

               gSEGroupUpKeyFailCntTs ,  

               gSEGroupUpKeyFailCnt,  

               gSEKDCAuthFailCntTs ,  

               gSEKDCAuthFailCnt,  

               gSEKDCSessionKeyFailCntTs ,  

               gSEKDCSessionKeyFailCnt  

                }  

        S TATUS               current  

        DESCRIPTION         " The  GSENotification  clas s  defines  the  content  

                             o f  the  notification  mess age  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  gs e  1 7  }  

 

    gSEGSENotification  NOTI FICATI ON-GROUP  

        NOTIFICATI ONS        {  

                                gSEGSENotificationType  

                            }  

        S TATUS               current  

        DESCRIPTION         " The  GSENotification  clas s  defines  the  content  

                             o f  the  notification  mess age  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  gs e  1 8  }  

 

    gSESI PTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  GSESubcriberAssociationIP  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " GSE: : GSEProvider. SI P"  

       : : =  {  gs e  1 9  }  

 

    gSESI PEntry OBJECT-TYPE  

        S YNTAX  GS ESubcriberAs sociationIP  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " GSE: : GSEProvider. SI P"  

        I NDEX    {   

               gSESIPCBRef  

                 

 }  
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       : : =  {  gSESI PTable  1  }  

 

    GSESubcriberAs sociationIP: : =  

        S EQUENCE  {  

               gSESIPSrcIpAddr  I netAddres s ,  

               gSESIPSrcIpAddrType  I netAddress Type ,  

               gSESIPConfRevMis  TruthValue,  

               gSESIPNdsComm TruthValue ,  

               gSESIPTalExpCntTs  DateAndTime,  

               gSESI PTalExpCnt  Counter3 2  ,  

               gSESIPCBRef  Dis playString,  

               gSESIPCntRsTs  DateAndTime,  

               gSESIPCntRs  TruthValue,  

               gSESIPInOvCntTs  DateAndTime,  

               gSESIPInOvCnt  Counter32  ,  

               gSESIPMessageIntegrityFailCntTs  DateAndTime,  

               gSESIPMessageIntegrityFailCnt  Counter3 2  ,  

               gSESIPRxPduPerSecond Float32 TC,  

               gSESIPGroupUpKeyFailCntTs  DateAndTime,  

               gSESIPGroupUpKeyFailCnt  Counter32  ,  

               gSESIPKDCAuthFailCntTs  DateAndTime,  

               gSESIPKDCAuthFailCnt  Counter3 2  ,  

               gSESIPKDCSes sionKeyFailCntTs  DateAndTime,  

               gSESIPKDCSes sionKeyFailCnt  Counter3 2   

        }  

 

    gSESL2 Table  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  GSESubcriberAssociationL2  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " GSE: : GSEProvider. SL2 "  

       : : =  {  gs e  2 0  }  

 

    gSESL2 Entry OBJECT-TYPE  

        S YNTAX  GS ESubcriberAs sociationL2  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " GSE: : GSEProvider. SL2 "  

        I NDEX    {   

               gSESL2 CBRef  

                 

 }  

       : : =  {  gSESL2 Table  1  }  

 

    GSESubcriberAs sociationL2 : : =  

        S EQUENCE  {  

               gSESL2 SrcMacAddr  MacAddres s ,  

               gSESL2 ConfRevMis  TruthValue,  

               gSESL2 NdsComm TruthValue ,  

               gSESL2 TalExpCntTs  DateAndTime,  

               gSESL2 TalExpCnt  Counter3 2  ,  

               gSESL2 CBRef  Dis playString,  

               gSESL2 CntRsTs  DateAndTime,  

               gSESL2 CntRs  TruthValue,  

               gSESL2 InOvCntTs  DateAndTime,  

               gSESL2 InOvCnt  Counter32  ,  

               gSESL2 MessageIntegrityFailCntTs  DateAndTime,  

               gSESL2 MessageIntegrityFailCnt  Counter3 2  ,  

               gSESL2 RxPduPerSecond Float32 TC,  

               gSESL2 GroupUpKeyFailCntTs  DateAndTime,  

               gSESL2 GroupUpKeyFailCnt  Counter32  ,  

               gSESL2 KDCAuthFailCntTs  DateAndTime,  
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               gSESL2 KDCAuthFailCnt  Counter3 2  ,  

               gSESL2 KDCSes sionKeyFailCntTs  DateAndTime,  

               gSESL2 KDCSes sionKeyFailCnt  Counter3 2   

        }  

 

    gSEPIPDes tIpAddr  OBJECT-TYPE  

        S YNTAX              I netAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         "  

                             GSE: : GSEPublisherAssociationIP. DestIpAddr"  

       : : =  {  gSEPI PEntry 1  }  

 

    gSEPIPDes tIpAddrType  OBJECT-TYPE  

        S YNTAX              I netAddress Type  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         "  

                             GSE: : GSEPublisherAssociationIP. DestIpAddrType"  

       : : =  {  gSEPI PEntry 2  }  

 

    gSEPIPCBRef  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. CBRef"  

       : : =  {  gSEPI PEntry 3  }  

 

    gSEPIPCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. CntRs  –  timestamp"  

       : : =  {  gSEPI PEntry 4  }  

 

    gSEPIPCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. CntRs"  

       : : =  {  gSEPI PEntry 5  }  

 

    gSEPIPOutUvTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. OutUv –  timestamp"  

       : : =  {  gSEPI PEntry 6  }  

 

    gSEPIPOutUv OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. OutUv"  

       : : =  {  gSEPI PEntry 7  }  

 

    gSEPIPTxPduPerSecond OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 
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        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. TxPduPerSecond"  

       : : =  {  gSEPI PEntry 8  }  

 

    gSEPIPGroupUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt  –  timestamp"  

       : : =  {  gSEPI PEntry 9  }  

 

    gSEPIPGroupUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt"  

       : : =  {  gSEPI PEntry 1 0  }  

 

    gSEPIPKDCAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt  –  timestamp"  

       : : =  {  gSEPI PEntry 1 1  }  

 

    gSEPIPKDCAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt"  

       : : =  {  gSEPI PEntry 1 2  }  

 

    gSEPIPKDCSes sionKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt  –  timestamp"  

       : : =  {  gSEPI PEntry 1 3  }  

 

    gSEPIPKDCSes sionKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt"  

       : : =  {  gSEPI PEntry 1 4  }  

 

    gSEPL2 Des tMacAddr  OBJECT-TYPE  

        S YNTAX              MacAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         "  

                             GSE: : GS EPublisherAssociationL2 . DestMacAddr"  

       : : =  {  gSEPL2 Entry 1  }  

 

    gSEPL2 CBRef  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           not-accessible  
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        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. CBRef"  

       : : =  {  gSEPL2 Entry 2  }  

 

    gSEPL2 CntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. CntRs  –  timestamp"  

       : : =  {  gSEPL2 Entry 3  }  

 

    gSEPL2 CntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. CntRs"  

       : : =  {  gSEPL2 Entry 4  }  

 

    gSEPL2 OutUvTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. OutUv –  timestamp"  

       : : =  {  gSEPL2 Entry 5  }  

 

    gSEPL2 OutUv OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. OutUv"  

       : : =  {  gSEPL2 Entry 6  }  

 

    gSEPL2 TxPduPerSecond OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. TxPduPerSecond"  

       : : =  {  gSEPL2 Entry 7  }  

 

    gSEPL2 GroupUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt  –  timestamp"  

       : : =  {  gSEPL2 Entry 8  }  

 

    gSEPL2 GroupUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt"  

       : : =  {  gSEPL2 Entry 9  }  

 

    gSEPL2 KDCAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 
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        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt  –  timestamp"  

       : : =  {  gSEPL2 Entry 1 0  }  

 

    gSEPL2 KDCAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt"  

       : : =  {  gSEPL2 Entry 1 1  }  

 

    gSEPL2 KDCSes sionKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt  –  timestamp"  

       : : =  {  gSEPL2 Entry 1 2  }  

 

    gSEPL2 KDCSes sionKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt"  

       : : =  {  gSEPL2 Entry 1 3  }  

 

    gSESI PSrcIpAddr  OBJECT-TYPE  

        S YNTAX              I netAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSESubcriberAssociationIP. SrcI pAddr"  

       : : =  {  gSESI PEntry 1  }  

 

    gSESI PSrcIpAddrType  OBJECT-TYPE  

        S YNTAX              I netAddress Type  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         "  

                             GSE: : GS ESubcriberAssociationIP. SrcI pAddrType"  

       : : =  {  gSESI PEntry 2  }  

 

    gSESI PConfRevMis  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSESubscriberAss ociation. ConfRevMis "  

       : : =  {  gSESI PEntry 3  }  

 

    gSESI PNdsComm OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSESubscriberAss ociation. NdsComm"  

       : : =  {  gSESI PEntry 4  }  

 

    gSESI PTalExpCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSESubscriberAss ociation. TalExpCnt  -  

                             t imestamp"  
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       : : =  {  gSESI PEntry 5  }  

 

    gSESI PTalExpCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSESubscriberAss ociation. TalExpCnt"  

       : : =  {  gSESI PEntry 6  }  

 

    gSESI PCBRef  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. CBRef"  

       : : =  {  gSESI PEntry 7  }  

 

    gSESI PCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. CntRs  –  timestamp"  

       : : =  {  gSESI PEntry 8  }  

 

    gSESI PCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubs criberAss ociation. CntRs "  

       : : =  {  gSESI PEntry 9  }  

 

    gSESI PInOvCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubs criberAss ociation. I nOvCnt  –  

timestamp"  

       : : =  {  gSESI PEntry 1 0  }  

 

    gSESI PInOvCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubs criberAss ociation. I nOvCnt"  

       : : =  {  gSESI PEntry 1 1  }  

 

    gSESI PMes sageI ntegrityFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             

obj ects : : GSEandSVSubs criberAss ociation. MessageIntegrityFailCnt  –  timestamp"  

       : : =  {  gSESI PEntry 1 2  }  

 

    gSESI PMes sageI ntegrityFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  
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obj ects : : GSEandSVSubscriberAss ociation. MessageIntegrityFailCnt"  

       : : =  {  gSESI PEntry 1 3  }  

 

    gSESI PRxPduPerSecond OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. RxPduPerSecond"  

       : : =  {  gSESI PEntry 1 4  }  

 

    gSESIPGroupUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt  –  timestamp"  

       : : =  {  gSESI PEntry 1 5  }  

 

    gSESI PGroupUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt"  

       : : =  {  gSESI PEntry 1 6  }  

 

    gSESI PKDCAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt  –  timestamp"  

       : : =  {  gSESI PEntry 1 7  }  

 

    gSESI PKDCAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt"  

       : : =  {  gSESI PEntry 1 8  }  

 

    gSESI PKDCSes sionKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt  –  timestamp"  

       : : =  {  gSESI PEntry 1 9  }  

 

    gSESI PKDCSes sionKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt"  

       : : =  {  gSESI PEntry 2 0  }  

 

    gSESL2 SrcMacAddr  OBJECT-TYPE  

        S YNTAX              MacAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  
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        DESCRIPTION         "  

                             GSE: : GSESubcriberAssociationL2 . SrcMacAddr"  

       : : =  {  gSESL2 Entry 1  }  

 

    gSESL2 ConfRevMis  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSESubscriberAss ociation. ConfRevMis "  

       : : =  {  gSESL2 Entry 2  }  

 

    gSESL2 NdsComm OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSESubscriberAss ociation. NdsComm"  

       : : =  {  gSESL2 Entry 3  }  

 

    gSESL2 TalExpCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSESubscriberAss ociation. TalExpCnt  -  

                             t imestamp"  

       : : =  {  gSESL2 Entry 4  }  

 

    gSESL2 TalExpCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " GSE: : GSESubscriberAss ociation. TalExpCnt"  

       : : =  {  gSESL2 Entry 5  }  

 

    gSESL2 CBRef  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubs criberAss ociation. CBRef"  

       : : =  {  gSESL2 Entry 6  }  

 

    gSESL2 CntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubs criberAss ociation. CntRs  –  timestamp"  

       : : =  {  gSESL2 Entry 7  }  

 

    gSESL2 CntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. CntRs "  

       : : =  {  gSESL2 Entry 8  }  

 

    gSESL2 InOvCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. I nOvCnt  –  

timestamp"  
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       : : =  {  gSESL2 Entry 9  }  

 

    gSESL2 InOvCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. I nOvCnt"  

       : : =  {  gSESL2 Entry 1 0  }  

 

    gSESL2 Mes sageI ntegrityFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             

obj ects : : GSEandSVSubscriberAss ociation. MessageIntegrityFailCnt  –  timestamp"  

       : : =  {  gSESL2 Entry 1 1  }  

 

    gSESL2 Mes sageI ntegrityFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             

obj ects : : GSEandSVSubs criberAss ociation. MessageIntegrityFailCnt"  

       : : =  {  gSESL2 Entry 1 2  }  

 

    gSESL2 RxPduPerSecond OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. RxPduPerSecond"  

       : : =  {  gSESL2 Entry 1 3  }  

 

    gSESL2 GroupUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt  –  timestamp"  

       : : =  {  gSESL2 Entry 1 4  }  

 

    gSESL2 GroupUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt"  

       : : =  {  gSESL2 Entry 1 5  }  

 

    gSESL2 KDCAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt  –  timestamp"  

       : : =  {  gSESL2 Entry 1 6  }  

 

    gSESL2 KDCAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  
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                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt"  

       : : =  {  gSESL2 Entry 1 7  }  

 

    gSESL2 KDCSes sionKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt  –  timestamp"  

       : : =  {  gSESL2 Entry 1 8  }  

 

    gSESL2 KDCSes sionKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt"  

       : : =  {  gSESL2 Entry 1 9  }  

 

    gs e-agentGroupOptional  OBJECT-GROUP   

 OBJECTS  {  

                gSECntRsTs ,  

               gSECntRs ,  

               gSEDecryptFailCntTs ,  

               gSEDecryptFailCnt,  

               gSEI nErrCntTs ,  

               gSEI nErrCnt,  

               gSEI nUnexpectedMulticastTs ,  

               gSEI nUnexpectedMulticast,  

               gSEGroupUpKeyFailCntTs ,  

               gSEGroupUpKeyFailCnt,  

               gSEKDCAuthFailCntTs ,  

               gSEKDCAuthFailCnt,  

               gSEKDCSessionKeyFailCntTs ,  

               gSEKDCSessionKeyFailCnt,  

               gSEPIPDestIpAddr,  

               gSEPIPDestIpAddrType,  

               gSEPIPCntRsTs ,  

               gSEPIPCntRs ,  

               gSEPIPOutUvTs ,  

               gSEPIPOutUv,  

               gSEPIPTxPduPerSecond,  

               gSEPIPGroupUpKeyFailCntTs ,  

               gSEPIPGroupUpKeyFailCnt,  

               gSEPIPKDCAuthFailCntTs ,  

               gSEPIPKDCAuthFailCnt,  

               gSEPIPKDCSes sionKeyFailCntTs ,  

               gSEPIPKDCSes sionKeyFailCnt,  

               gSEPL2 DestMacAddr,  

               gSEPL2 CntRsTs ,  

               gSEPL2 CntRs ,  

               gSEPL2 OutUvTs ,  

               gSEPL2 OutUv,  

               gSEPL2 TxPduPerSecond,  

               gSEPL2 GroupUpKeyFailCntTs ,  

               gSEPL2 GroupUpKeyFailCnt,  

               gSEPL2 KDCAuthFailCntTs ,  

               gSEPL2 KDCAuthFailCnt,  

               gSEPL2 KDCSes sionKeyFailCntTs ,  

               gSEPL2 KDCSes sionKeyFailCnt,  

               gSESI PSrcIpAddr,  

               gSESI PSrcIpAddrType,  

               gSESI PConfRevMis ,  

               gSESI PNdsComm,  
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               gSESIPTalExpCntTs ,  

               gSESIPTalExpCnt,  

               gSESIPCntRsTs ,  

               gSESIPCntRs ,  

               gSESIPInOvCntTs ,  

               gSESIPInOvCnt,  

               gSESIPMessageIntegrityFailCntTs ,  

               gSESIPMessageIntegrityFailCnt,  

               gSESI PRxPduPerSecond,  

               gSESI PGroupUpKeyFailCntTs ,  

               gSESI PGroupUpKeyFailCnt,  

               gSESI PKDCAuthFailCntTs ,  

               gSESI PKDCAuthFailCnt,  

               gSESI PKDCSes sionKeyFailCntTs ,  

               gSESI PKDCSes sionKeyFailCnt ,  

               gSESL2 SrcMacAddr,  

               gSESL2 ConfRevMis ,  

               gSESL2 NdsComm,  

               gSESL2 TalExpCntTs ,  

               gSESL2 TalExpCnt,  

               gSESL2 CntRsTs ,  

               gSESL2 CntRs ,  

               gSESL2 InOvCntTs ,  

               gSESL2 InOvCnt,  

               gSESL2 MessageIntegrityFailCntTs ,  

               gSESL2 MessageIntegrityFailCnt,  

               gSESL2 RxPduPerSecond,  

               gSESL2 GroupUpKeyFailCntTs ,  

               gSESL2 GroupUpKeyFailCnt,  

               gSESL2 KDCAuthFailCntTs ,  

               gSESL2 KDCAuthFailCnt,  

               gSESL2 KDCSes sionKeyFailCntTs ,  

               gSESL2 KDCSes sionKeyFailCnt  

 }  

        S TATUS               current  

     DESCRIPTION         " gs e-agent  optional  obj ects  group"  

       : : =  {  gs e-agent  2  }  

 

    gs e-agentCompliance  MODULE-COMPLIANCE   

        S TATUS               current  

        DESCRIPTION         " gse-agent  Compliance"  

 MODULE  

   

       : : =  {  gs e-agent  3  }  

 

 

END  

<CODE  ENDS>   

I EC  6 1 8 50  MMS  agent  MI B   

<CODE  BEGI NS>  

I EC-62 3 51 -IEC61 8 50 -MMS-MIB  DEFINI TIONS: : =  BEGI N  

    I MPORTS  

    MODULE-IDENTITY,   OBJECT-I DENTITY,  

    OBJECT-TYPE,  Counter32 ,  I nteger3 2 ,  Unsigned32 ,   

    Gauge3 2 ,  TimeTicks ,  NOTIFI CATION-TYPE   

        FROM SNMPv2 -SMI  

    TEXTUAL-CONVENTION,  Dis playString,  TruthValue,  

    MacAddres s ,  PhysAddress ,  DateAndTime  

        FROM SNMPv2 -TC  

    OBJECT-GROUP,  NOTIFICATION-GROUP,  MODULE-COMPLIANCE  

        FROM SNMPv2 -CONF  
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    Float3 2 TC   

  FROM FLOAT-TC-MI B  

 AppDatStKind,  PhyHealthKind,  ExtKind,  

    I ntKind,  LnkKind,  PSPAccKind,  ProtI dKind,  EventKind,  

    TimSyncI s sueKind,  S ecurityProfileKind,  TimSyncSrcKind FROM 

    I EC-62 351 -ENUM-MI B  

    I netAddressType,  I netAddress  

        FROM I NET-ADDRESS-MIB;  

   

    mms -agent  MODULE-IDENTI TY  

        LAST-UPDATED         " 2 0 1 7 0 60 61 0 0 0 Z "  

        ORGANI ZATI ON        " I EC"  

        CONTACT-INFO         " I EC  TC5 7  WG1 5"  

        DESCRIPTION         " Copyright  ( C )  I EC.  This  version  of  thi s  MI B  module  is  part  

                             o f  I EC  5 7 -62 351 -7 -Ed1 .   

                             S ee  the  I EC  5 7 -62 351 - 7 -Ed1  for  full  legal  notices .   

                             As  s hown  i n  Figure  2 1 ,  the  MMS  package  i ncludes  

                             t he  I EC  6 1 8 5 0  Manufacturing  Message  

                             S pecification  ( MMS )  clas ses .  MMS  Provider  and MMS  

                             As sociation  inherit  both  Security and Protocol  I nfo  

                             attributes  from the  more  general  class es . "  

 

        REVI SION             " 2 0 1 7 0 60 61 0 0 0 Z "  

        DESCRIPTION         " I EC  5 7 -62 3 51 -7 -Ed1 "  

 

       : : =  {  iec61 8 50  2  }  

 

 s tandard  OBJECT  I DENTI FI ER: : =  {  i s o  0  }  

   

 i ec62 35 1   OBJECT  I DENTI FI ER: : =  {  s tandard 62 35 1  }   

 

 part7   OBJECT  I DENTIFIER: : =  {  i ec62 3 51  7  }   

 

 application   OBJECT  I DENTIFIER: : =  {  part7  3  }   

 

 i ec61 8 5 0   OBJECT  I DENTI FI ER: : =  {  application  2  }   

 

   

    mms  OBJECT-I DENTI TY  

        S TATUS               current  

        DE SCRIPTION         " The  MMSProvider  class  includes  the  attributes  

                             which  define  the  information  about  the  overall  I EC  

                             6 1 8 5 0  s tack MMS  provider  running  on  the  device. "  

       : : =  {  mms -agent  1  }  

 

    mMSAProfileDecryptFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. AProfileDecryptFailCnt  -  

                             t imestamp"  

       : : =  {  mms  1  }  

 

    mMSAProfileDecryptFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. AProfileDecryptFailCnt"  

       : : =  {  mms  2  }  

 

    mMSAuthFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  
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        DESCRIPTION         " MMS : : MMSProvider. AuthFail  –  times tamp"  

       : : =  {  mms  3  }  

 

    mMSAuthFail  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. AuthFail"  

       : : =  {  mms  4  }  

 

    mMSCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. CntRs  –  times tamp"  

       : : =  {  mms  5  }  

 

    mMS CntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. CntRs"  

       : : =  {  mms  6  }  

 

    mMS ConnFailI nCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. ConnFailInCnt  –  times tamp"  

       : : =  {  mms  7  }  

 

    mMSConnFailI nCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " MMS : : MMSProvider. ConnFailInCnt"  

       : : =  {  mms  8  }  

 

    mMSConnFailOutCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " MMS: : MMSProvider. ConnFailOutCnt  -  

                             t imestamp"  

       : : =  {  mms  9  }  

 

    mMSConnFailOutCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. ConnFailOutCnt"  

       : : =  {  mms  1 0  }  

 

    mMSDecryptFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS: : MMSProvider. DecryptFailCnt  -  

                             t imestamp"  

       : : =  {  mms  1 1  }  

 

    mMSDecryptFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 
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        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. DecryptFailCnt"  

       : : =  {  mms  1 2  }  

 

    mMSLas tEventTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS: : MMSProvider. LastEvent  –  timestamp"  

       : : =  {  mms  1 3  }  

 

    mMSLas tEvent  OBJECT-TYPE  

        S YNTAX              EventKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. LastEvent"  

       : : =  {  mms  1 4  }  

 

    mMSMMSTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  MMSAs sociation  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " MMS : : MMSProvider. MMS"  

       : : =  {  mms  1 5  }  

 

    mMSMMSEntry OBJECT-TYPE  

        S YNTAX  MMSAs sociation  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " MMS : : MMSProvider. MMS"  

        I NDEX    {   

               mMSEAs sociationId 

  

 }  

       : : =  {  mMSMMSTable  1  }  

 

    MMSAss ociation: : =  

        S EQUENCE  {  

               mMSEActiveTs  DateAndTime,  

               mMSEActive  TruthValue ,  

               mMSEAs sociationId Uns igned32 ,  

               mMSEClient  TruthValue ,  

               mMSECntRsTs  DateAndTime,  

               mMSECntRs  TruthValue,  

               mMSEHndShTime  Float32 TC,  

               mMSERemoteEs tAs sos  TruthValue ,  

               mMSERemoteIP  I netAddress ,  

               mMSERemoteIPAddres sType  I netAddress Type,  

               mMSERemotePSEL  Dis playString,  

               mMSERemoteSSEL  Dis playString,  

               mMSERemoteTSEL  Dis playString,  

               mMSEReportPer1 0 0 Seconds  I nteger32 ,  

               mMSERptReceptionDelayTs  DateAndTime ,  

               mMSERptReceptionDelay Float32 TC,  

               mMSESecurityProfile  S ecurityProfileKind,  

               mMSEErrorRxCntTs  DateAndTime,  

               mMSEErrorRxCnt  Counter32  ,  

               mMSEErrorTxCntTs  DateAndTime,  

               mMSEErrorTxCnt  Counter32  ,  

               mMSEInfoRptRxCntTs  DateAndTime,  

               mMSEInfoRptRxCnt  Counter32  ,  

               mMSEInfoRptTxCntTs  DateAndTime,  
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               mMSEInfoRptTxCnt  Counter32  ,  

               mMSEMisCmdAckCntTs  DateAndTime,  

               mMSEMisCmdAckCnt  Counter32  ,  

               mMSEMMSProExchTime  Float32 TC,  

               mMSERej ectRxCntTs  DateAndTime,  

               mMSERej ectRxCnt  Counter3 2  ,  

               mMSERej ectTxCntTs  DateAndTime,  

               mMSERej ectTxCnt  Counter3 2  ,  

               mMSEReqRxCntTs  DateAndTime,  

               mMSEReqRxCnt  Counter3 2  ,  

               mMSEReqTxCntTs  DateAndTime,  

               mMSEReqTxCnt  Counter3 2  ,  

               mMSERespRxCntTs  DateAndTime,  

               mMSERespRxCnt  Counter32  ,  

               mMSERespTxCntTs  DateAndTime,  

               mMSERespTxCnt  Counter32  ,  

               mMSESessKeyFailCntTs  DateAndTime,  

               mMSESessKeyFailCnt  Counter32  ,  

               mMSEIEC62 351 part3  TruthValue,  

               mMSEPart3ConnectionId I nteger32 ,  

               mMSETCPHndShTime  Float32 TC,  

               mMSETLSHndTime  Float3 2 TC,  

               mMSETLSRenegotiationTime  Float3 2 TC,  

               mMSETLSResumptionTime  Float32 TC,  

               mMSETotalHndTime  Float32 TC,  

               mMSETransportHndTime  Float32 TC  

        }  

 

    mMSPrivFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. PrivFailCnt  –  timestamp"  

       : : =  {  mms  1 6  }  

 

    mMSPrivFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. PrivFailCnt"  

       : : =  {  mms  1 7  }  

 

    mMSProviderDesc  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. ProviderDesc"  

       : : =  {  mms  1 8  }  

 

    mMSProviderName  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. ProviderName"  

       : : =  {  mms  1 9  }  

 

 

    mMSMMSSecurityNotificationType  NOTI FI CATION-TYPE  

        OBJECTS  {             

                         

               mMSDecryptFailCntTs ,  

               mMSDecryptFailCnt,  

               mMSLas tEventTs ,  

               mMSLas tEvent,  
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               mMSPrivFailCntTs ,  

               mMSPrivFailCnt,  

               mMSUpKeyFailCntTs ,  

               mMSUpKeyFailCnt  

                }  

        S TATUS               current  

        DESCRIPTION         " The  MMSSecurityNotification  class  defines  

                             t he  content  of  the  notification  mes sage  to  be  s ent  

                             o n  event  related with  the  s pecified obj ects . "  

       : : =  {  mms  2 0  }  

 

    mMSMMSSecurityNotification  NOTIFICATI ON-GROUP  

        NOTIFICATI ONS        {  

                                mMSMMSSecurityNotificationType  

                            }  

        S TATUS               current  

        DESCRIPTION         " The  MMSSecurityNotification  class  defines  

                             t he  content  of  the  notification  mes sage  to  be  s ent  

                             o n  event  related with  the  s pecified obj ects . "  

       : : =  {  mms  2 1  }  

 

    mMSSes sionEs tablishmentRate  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         "  

                             MMS : : MMSProvider. Sess ionEstablishmentRate"  

       : : =  {  mms  2 2  }  

 

    mMSSes sionRestartCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. Sess ionRestartCnt  -  

                             t imestamp"  

       : : =  {  mms  2 3  }  

 

    mMSSes sionRestartCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. Sess ionRestartCnt"  

       : : =  {  mms  2 4  }  

 

 

    mMSMMSNotificationType  NOTIFI CATION-TYPE  

        OBJECTS  {             

                         

               mMSConnFailI nCntTs ,  

               mMSConnFailI nCnt,  

               mMSConnFailOutCntTs ,  

               mMSConnFailOutCnt,  

               mMSRej ectRxCntTs ,  

               mMSRej ectRxCnt,  

               mMSRej ectTxCntTs ,  

               mMSRej ectTxCnt  

                }  

        S TATUS               current  

        DESCRIPTION         " The  MMSNotification  clas s  defines  the  content  

                             o f  the  notification  mess age  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  mms  2 5  }  

 

    mMSMMSNotification  NOTI FICATI ON-GROUP  
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        NOTIFICATI ONS        {  

                                mMSMMSNotificationType  

                            }  

        S TATUS               current  

        DESCRIPTION         " The  MMSNotification  clas s  defines  the  content  

                             o f  the  notification  mess age  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  mms  2 6  }  

 

    mMSTProfileDecryptFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS: : MMSProvider. TProfileDecryptFailCnt  -  

                             t imestamp"  

       : : =  {  mms  2 7  }  

 

    mMSTProfileDecryptFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS: : MMSProvider. TProfileDecryptFailCnt"  

       : : =  {  mms  2 8  }  

 

    mMSTProfileSes sKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS: : MMSProvider. TProfileSessKeyFailCnt  -  

                             t imestamp"  

       : : =  {  mms  2 9  }  

 

    mMSTProfileSes sKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS: : MMSProvider. TProfileSessKeyFailCnt"  

       : : =  {  mms  3 0  }  

 

    mMSUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS: : MMSProvider. UpKeyFailCnt  –  timestamp"  

       : : =  {  mms  3 1  }  

 

    mMSUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProvider. UpKeyFailCnt"  

       : : =  {  mms  3 2  }  

 

    mMSErrorRxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ErrorRxCnt  -  

                             t imestamp"  

       : : =  {  mms  3 3  }  

 

    mMSErrorRxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 
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        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ErrorRxCnt"  

       : : =  {  mms  3 4  }  

 

    mMSErrorTxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ErrorTxCnt  -  

                             t imestamp"  

       : : =  {  mms  3 5  }  

 

    mMSErrorTxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ErrorTxCnt"  

       : : =  {  mms  3 6  }  

 

    mMS I nfoRptRxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. I nfoRptRxCnt  -  

                             t imestamp"  

       : : =  {  mms  3 7  }  

 

    mMS I nfoRptRxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. I nfoRptRxCnt"  

       : : =  {  mms  3 8  }  

 

    mMS I nfoRptTxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. I nfoRptTxCnt  -  

                             t imestamp"  

       : : =  {  mms  3 9  }  

 

    mMS I nfoRptTxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. I nfoRptTxCnt"  

       : : =  {  mms  4 0  }  

 

    mMSMis CmdAckCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Mis CmdAckCnt  -  

                             t imestamp"  

       : : =  {  mms  4 1  }  

 

    mMSMis CmdAckCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Mis CmdAckCnt"  

       : : =  {  mms  4 2  }  
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    mMSMMSProExchTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. MMSProExchTime"  

       : : =  {  mms  4 3  }  

 

    mMSRej ectRxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Rej ectRxCnt  -  

                             t imestamp"  

       : : =  {  mms  4 4  }  

 

    mMSRej ectRxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Rej ectRxCnt"  

       : : =  {  mms  4 5  }  

 

    mMSRej ectTxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Rej ectTxCnt  -  

                             t imestamp"  

       : : =  {  mms  4 6  }  

 

    mMSRej ectTxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Rej ectTxCnt"  

       : : =  {  mms  4 7  }  

 

    mMSReqRxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ReqRxCnt  –  timestamp"  

       : : =  {  mms  4 8  }  

 

    mMSReqRxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ReqRxCnt"  

       : : =  {  mms  4 9  }  

 

    mMSReqTxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ReqTxCnt  –  timestamp"  

       : : =  {  mms  5 0  }  

 

    mMSReqTxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " MMS : : MMSProtocolI nfo. ReqTxCnt"  

       : : =  {  mms  5 1  }  
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    mMSRespRxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. RespRxCnt  –  times tamp"  

       : : =  {  mms  5 2  }  

 

    mMSRespRxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS: : MMSProtocolI nfo. Res pRxCnt"  

       : : =  {  mms  5 3  }  

 

    mMSRespTxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. RespTxCnt  –  times tamp"  

       : : =  {  mms  5 4  }  

 

    mMSRespTxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " MMS : : MMSProtocolI nfo. RespTxCnt"  

       : : =  {  mms  5 5  }  

 

    mMSSes sKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " MMS : : MMSProtocolI nfo. Ses sKeyFailCnt  -  

                             t imestamp"  

       : : =  {  mms  5 6  }  

 

    mMSSes sKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS: : MMSProtocolI nfo. Ses sKeyFailCnt"  

       : : =  {  mms  5 7  }  

 

    mMSEActiveTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. Active  –  timestamp"  

       : : =  {  mMSMMSEntry 1  }  

 

    mMSEActive  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. Active"  

       : : =  {  mMSMMSEntry 2  }  

 

    mMSEAs sociationId OBJECT-TYPE  

        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. AssociationId"  

       : : =  {  mMSMMSEntry 3  }  
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    mMSEClient  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. Client"  

       : : =  {  mMSMMSEntry 4  }  

 

    mMSECntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. CntRs  –  times tamp"  

       : : =  {  mMSMMSEntry 5  }  

 

    mMSECntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. CntRs"  

       : : =  {  mMSMMSEntry 6  }  

 

    mMSEHndShTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. HndShTime"  

       : : =  {  mMSMMSEntry 7  }  

 

    mMSERemoteEs tAssos  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. RemoteEstAssos"  

       : : =  {  mMSMMSEntry 8  }  

 

    mMSERemoteIP  OBJECT-TYPE  

        S YNTAX              I netAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. RemoteI P"  

       : : =  {  mMSMMSEntry 9  }  

 

    mMS ERemoteIPAddress Type  OBJECT-TYPE  

        S YNTAX              I netAddress Type  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. RemoteI PAddress Type"  

       : : =  {  mMSMMSEntry 1 0  }  

 

    mMS ERemotePSEL  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. RemotePSEL"  

       : : =  {  mMSMMSEntry 1 1  }  

 

    mMS ERemoteSSEL  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. RemoteSSEL"  

       : : =  {  mMSMMSEntry 1 2  }  
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    mMSERemoteTSEL  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. RemoteTSEL"  

       : : =  {  mMSMMSEntry 1 3  }  

 

    mMSEReportPer1 0 0Seconds  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. ReportPer1 0 0 Seconds"  

       : : =  {  mMSMMSEntry 1 4  }  

 

    mMSERptReceptionDelayTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. RptReceptionDelay -  

                             t imestamp"  

       : : =  {  mMSMMSEntry 1 5  }  

 

    mMSERptReceptionDelay OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. RptReceptionDelay"  

       : : =  {  mMSMMSEntry 1 6  }  

 

    mMSESecurityProfile  OBJECT-TYPE  

        S YNTAX              S ecurityProfileKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSAs sociation. S ecurityProfile"  

       : : =  {  mMSMMSEntry 1 7  }  

 

    mMSEErrorRxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ErrorRxCnt  -  

                             t imestamp"  

       : : =  {  mMSMMSEntry 1 8  }  

 

    mMS EErrorRxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ErrorRxCnt"  

       : : =  {  mMSMMSEntry 1 9  }  

 

    mMS EErrorTxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ErrorTxCnt  -  

                             t imestamp"  

       : : =  {  mMSMMSEntry 2 0  }  

 

    mMSEErrorTxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ErrorTxCnt"  
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       : : =  {  mMSMMSEntry 2 1  }  

 

    mMSEInfoRptRxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. I nfoRptRxCnt  -  

                             t imestamp"  

       : : =  {  mMSMMSEntry 2 2  }  

 

    mMSEInfoRptRxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. InfoRptRxCnt"  

       : : =  {  mMSMMSEntry 2 3  }  

 

    mMSEInfoRptTxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. InfoRptTxCnt  -  

                             t imestamp"  

       : : =  {  mMSMMSEntry 2 4  }  

 

    mMSEInfoRptTxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. InfoRptTxCnt"  

       : : =  {  mMSMMSEntry 2 5  }  

 

    mMS EMisCmdAckCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Mis CmdAckCnt  -  

                             t imestamp"  

       : : =  {  mMSMMSEntry 2 6  }  

 

    mMS EMisCmdAckCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Mis CmdAckCnt"  

       : : =  {  mMSMMSEntry 2 7  }  

 

    mMSEMMSProExchTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. MMSProExchTime"  

       : : =  {  mMSMMSEntry 2 8  }  

 

    mMSERej ectRxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Rej ectRxCnt  -  

                             t imestamp"  

       : : =  {  mMSMMSEntry 2 9  }  

 

    mMSERej ectRxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   
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        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Rej ectRxCnt"  

       : : =  {  mMSMMSEntry 3 0  }  

 

    mMSERej ectTxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Rej ectTxCnt  -  

                             t imestamp"  

       : : =  {  mMSMMSEntry 3 1  }  

 

    mMSERej ectTxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS: : MMSProtocolI nfo. Rej ectTxCnt"  

       : : =  {  mMSMMSEntry 3 2  }  

 

    mMSEReqRxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ReqRxCnt  –  timestamp"  

       : : =  {  mMSMMSEntry 3 3  }  

 

    mMSEReqRxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ReqRxCnt"  

       : : =  {  mMSMMSEntry 3 4  }  

 

    mMS EReqTxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. ReqTxCnt  –  timestamp"  

       : : =  {  mMSMMSEntry 3 5  }  

 

    mMSEReqTxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " MMS : : MMSProtocolI nfo. ReqTxCnt"  

       : : =  {  mMSMMSEntry 3 6  }  

 

    mMSERespRxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " MMS : : MMSProtocolI nfo. RespRxCnt  –  times tamp"  

       : : =  {  mMSMMSEntry 3 7  }  

 

    mMSERespRxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS: : MMSProtocolI nfo. RespRxCnt"  

       : : =  {  mMSMMSEntry 3 8  }  

 

    mMSERespTxCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  
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        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. RespTxCnt  –  times tamp"  

       : : =  {  mMSMMSEntry 3 9  }  

 

    mMSERespTxCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. RespTxCnt"  

       : : =  {  mMSMMSEntry 4 0  }  

 

    mMSESessKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Ses sKeyFailCnt  -  

                             t imestamp"  

       : : =  {  mMSMMSEntry 4 1  }  

 

    mMSESessKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " MMS : : MMSProtocolI nfo. Ses sKeyFailCnt"  

       : : =  {  mMSMMSEntry 4 2  }  

 

    mMSEI EC62 351 part3  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. I EC62 35 1 part3"  

       : : =  {  mMSMMSEntry 4 3  }  

 

    mMSEPart3ConnectionId OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. Part3 ConnectionI d"  

       : : =  {  mMSMMSEntry 4 4  }  

 

    mMSETCPHndShTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TCPHndShTime"  

       : : =  {  mMSMMSEntry 4 5  }  

 

    mMSETLSHndTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TLSHndTime"  

       : : =  {  mMSMMSEntry 4 6  }  

 

    mMSETLSRenegotiationTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  
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                             o bj ects : : CommonProtocolI nfo. TLSRenegotiationTime"  

       : : =  {  mMSMMSEntry 4 7  }  

 

    mMSETLSResumptionTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TLSResumptionTime"  

       : : =  {  mMSMMSEntry 4 8  }  

 

    mMSETotalHndTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. TotalHndTime"  

       : : =  {  mMSMMSEntry 4 9  }  

 

    mMSETransportHndTime  OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Common  

                             o bj ects : : CommonProtocolI nfo. Trans portHndTime"  

       : : =  {  mMSMMSEntry 5 0  }  

 

    mms -agentGroupOptional  OBJECT-GROUP   

 OBJECTS  {  

                mMSAProfileDecryptFailCntTs ,  

               mMSAProfileDecryptFailCnt,  

               mMSAuthFailTs ,  

               mMSAuthFail,  

               mMSCntRsTs ,  

               mMSCntRs ,  

               mMSConnFailI nCntTs ,  

               mMSConnFailI nCnt,  

               mMSConnFailOutCntTs ,  

               mMSConnFailOutCnt,  

               mMSDecryptFailCntTs ,  

               mMSDecryptFailCnt,  

               mMSLas tEventTs ,  

               mMSLas tEvent ,  

               mMSPrivFailCntTs ,  

               mMSPrivFailCnt,  

               mMSProviderDesc,  

               mMSProviderName,  

               mMSSes sionEs tablishmentRate,  

               mMSSes sionRestartCntTs ,  

               mMSSes sionRestartCnt,  

               mMSTProfileDecryptFailCntTs ,  

               mMSTProfileDecryptFailCnt,  

               mMSTProfileSessKeyFailCntTs ,  

               mMSTProfileSessKeyFailCnt,  

               mMSUpKeyFailCntTs ,  

               mMSUpKeyFailCnt,  

               mMSErrorRxCntTs ,  

               mMSErrorRxCnt,  

               mMSErrorTxCntTs ,  

               mMSErrorTxCnt,  

               mMS I nfoRptRxCntTs ,  

               mMS I nfoRptRxCnt,  

               mMS I nfoRptTxCntTs ,  

               mMS I nfoRptTxCnt,  
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               mMSMis CmdAckCntTs ,  

               mMSMis CmdAckCnt,  

               mMSMMSProExchTime,  

               mMSRej ectRxCntTs ,  

               mMSRej ectRxCnt,  

               mMSRej ectTxCntTs ,  

               mMSRej ectTxCnt,  

               mMSReqRxCntTs ,  

               mMSReqRxCnt,  

               mMSReqTxCntTs ,  

               mMSReqTxCnt,  

               mMSRespRxCntTs ,  

               mMSRespRxCnt ,  

               mMSRespTxCntTs ,  

               mMSRespTxCnt ,  

               mMSSes sKeyFailCntTs ,  

               mMSSes sKeyFailCnt,  

               mMSEActiveTs ,  

               mMSEActive,  

               mMS EClient,  

               mMSECntRsTs ,  

               mMSECntRs ,  

               mMSEHndShTime,  

               mMSERemoteEs tAs sos ,  

               mMSERemoteIP,  

               mMSERemoteIPAddres sType,  

               mMSERemotePSEL,  

               mMSERemoteSSEL,  

               mMSERemoteTSEL,  

               mMSEReportPer1 0 0 Seconds ,  

               mMSERptReceptionDelayTs ,  

               mMSERptReceptionDelay,  

               mMSESecurityProfile,  

               mMSEErrorRxCntTs ,  

               mMSEErrorRxCnt,  

               mMSEErrorTxCntTs ,  

               mMSEErrorTxCnt,  

               mMSEInfoRptRxCntTs ,  

               mMSEInfoRptRxCnt,  

               mMSEInfoRptTxCntTs ,  

               mMSEInfoRptTxCnt,  

               mMSEMisCmdAckCntTs ,  

               mMSEMisCmdAckCnt,  

               mMSEMMSProExchTime,  

               mMSERej ectRxCntTs ,  

               mMSERej ectRxCnt,  

               mMSERej ectTxCntTs ,  

               mMSERej ectTxCnt,  

               mMSEReqRxCntTs ,  

               mMSEReqRxCnt ,  

               mMSEReqTxCntTs ,  

               mMSEReqTxCnt ,  

               mMSERespRxCntTs ,  

               mMSERespRxCnt,  

               mMSERespTxCntTs ,  

               mMSERespTxCnt,  

               mMSESessKeyFailCntTs ,  

               mMSESessKeyFailCnt,  

               mMSEIEC62 351 part3 ,  

               mMSEPart3ConnectionId,  

               mMSETCPHndShTime,  

               mMSETLSHndTime,  

               mMSETLSRenegotiationTime,  

               mMSETLSResumptionTime,  
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               mMSETotalHndTime,  

               mMSETransportHndTime  

 }  

        S TATUS               current  

     DESCRIPTION         " mms-agent  optional  obj ects  group"  

       : : =  {  mms -agent  2  }  

 

    mms -agentCompliance  MODULE-COMPLIANCE   

        S TATUS               current  

        DESCRIPTION         " mms-agent  Compliance"  

 MODULE  

   

       : : =  {  mms -agent  3  }  

 

 

END  

<CODE  ENDS>   

I EC  6 1 8 50  SV agent  MI B   

<CODE  BEGI NS>  

I EC-62 3 51 -IEC61 8 50 -SV-MIB  DEFI NITIONS: : =  BEGIN  

    I MPORTS  

    MODULE-IDENTITY,   OBJECT-I DENTITY,  

    OBJECT-TYPE,  Counter32 ,  I nteger3 2 ,  Unsigned32 ,   

    Gauge3 2 ,  TimeTicks ,  NOTIFI CATION-TYPE   

        FROM SNMPv2 -SMI  

    TEXTUAL-CONVENTION,  Dis playString,  TruthValue,  

    MacAddres s ,  PhysAddress ,  DateAndTime  

        FROM SNMPv2 -TC  

    OBJECT-GROUP,  NOTIFICATION-GROUP,  MODULE-COMPLIANCE  

        FROM SNMPv2 -CONF  

    Float3 2 TC   

  FROM FLOAT-TC-MI B  

 AppDatStKind,  PhyHealthKind,  ExtKind,  

    I ntKind,  LnkKind,  PSPAccKind,  ProtI dKind,  EventKind,  

    TimSyncI s sueKind,  S ecurityProfileKind,  TimSyncSrcKind FROM 

    I EC-62 351 -ENUM-MI B  

    I netAddressType,  I netAddress  

        FROM I NET-ADDRESS-MIB;  

   

    s v-agent  MODULE-I DENTITY  

        LAST-UPDATED         " 2 0 1 7 0 60 61 0 0 0 Z "  

        ORGANI ZATI ON        " I EC"  

        CONTACT-INFO         " I EC  TC5 7  WG1 5"  

        DESCRIPTION         " Copyright  ( C )  I EC.  This  version  of  thi s  MI B  module  is  part  

                             o f  I EC  5 7 -62 351 -7 -Ed1 .   

                             S ee  the  I EC  5 7 -62 351 - 7 -Ed1  for  full  legal  notices .   

                             As  s hown  i n  Figure  2 3 ,  the  SV package  includes  

                             t he  I EC  61 8 5 0  S ampled Value  ( SV)  class es .  

                             S VProvider  and SVAssociation  i nherit  both  Security and 

                             Protocol  I nfo  attributes  from the  more  general  classes . "  

 

        REVIS ION             " 2 0 1 7 0 60 61 0 0 0 Z "  

        DESCRIPTION         " I EC  5 7 -62 3 51 -7 -Ed1 "  

 

       : : =  {  i ec61 8 50  3  }  

 

 s tandard  OBJECT  I DENTI FIER: : =  {  i s o  0  }  

   

 i ec62 35 1   OBJECT  I DENTI FI ER: : =  {  s tandard 62 35 1  }   

 

 part7   OBJECT  I DENTIFI ER: : =  {  i ec62 3 51  7  }   
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 application   OBJECT  I DENTIFI ER: : =  {  part7  3  }   

 

 i ec61 8 5 0   OBJECT  I DENTI FI ER: : =  {  application  2  }   

 

   

    s v  OBJECT-IDENTITY  

        S TATUS               current  

        DESCRIPTION         " The  SVProvider  class  includes  the  attributes  

                             which  define  the  information  about  the  overall  I EC  

                             6 1 8 5 0  s tack SV provider  running  on  the  device. "  

       : : =  {  s v-agent  1  }  

 

    s VCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V: : SVProvider. CntRs  –  timestamp"  

       : : =  {  s v  1  }  

 

    s VCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " S V: : SVProvider. CntRs"  

       : : =  {  s v  2  }  

 

    s VDecryptFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V: : SVProvider. DecryptFailCnt  –  timestamp"  

       : : =  {  s v  3  }  

 

    s VDecryptFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V: : SVProvider. DecryptFailCnt"  

       : : =  {  s v  4  }  

 

    s VPDUSizeFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V: : SVProvider. PDUSiz eFail  –  timestamp"  

       : : =  {  s v  5  }  

 

    s VPDUSizeFail  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V: : SVProvider. PDUSiz eFail"  

       : : =  {  s v  6  }  

 

    s VGroupUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt  –  timestamp"  

       : : =  {  s v 7  }  

 

    s VGroupUpKeyFailCnt  OBJECT-TYPE  
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        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt"  

       : : =  {  s v  8  }  

 

    s VKDCAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt  –  timestamp"  

       : : =  {  s v  9  }  

 

    s VKDCAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt"  

       : : =  {  s v  1 0  }  

 

    s VKDCSess ionKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt  –  timestamp"  

       : : =  {  s v  1 1  }  

 

    s VKDCSess ionKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt"  

       : : =  {  s v  1 2  }  

 

    s VPI PTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  SVPublisherAs sociationIP  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " S V: : SVProvider. PIP"  

       : : =  {  s v 1 3  }  

 

    s VPI PEntry OBJECT-TYPE  

        S YNTAX  SVPublisherAss ociationI P  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " S V: : SVProvider. PIP"  

        I NDEX    {   

               s VPIPCBRef  

                 

 }  

       : : =  {  s VPIPTable  1  }  

 

    S VPublisherAss ociationI P: : =  

        S EQUENCE  {  

               s VPIPDes tIpAddr  I netAddres s ,  

               s VPIPDes tIpAddrType  I netAddress Type ,  

               s VPIPCBRef  DisplayString,  
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               s VPI PCntRsTs  DateAndTime,  

               s VPI PCntRs  TruthValue ,  

               s VPI POutUvTs  DateAndTime,  

               s VPI POutUv Counter32  ,  

               s VPI PTxPduPerSecond Float3 2 TC,  

               s VPI PGroupUpKeyFailCntTs  DateAndTime,  

               s VPI PGroupUpKeyFailCnt  Counter3 2  ,  

               s VPI PKDCAuthFailCntTs  DateAndTime,  

               s VPI PKDCAuthFailCnt  Counter32  ,  

               s VPI PKDCSess ionKeyFailCntTs  DateAndTime,  

               s VPI PKDCSess ionKeyFailCnt  Counter32   

        }  

 

    s VPL2 Table  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  SVPublisherAs sociationL2  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " S V: : SVProvider. PL2 "  

       : : =  {  s v 1 4  }  

 

    s VPL2 Entry OBJECT-TYPE  

        S YNTAX  SVPublisherAss ociationL2  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " S V: : SVProvider. PL2 "  

        I NDEX    {   

               s VPL2 CBRef  

                 

 }  

       : : =  {  s VPL2 Table  1  }  

 

    S VPublisherAss ociationL2 : : =  

        S EQUENCE  {  

               s VPL2 Des tMacAddr  MacAddres s ,  

               s VPL2 CBRef  DisplayString,  

               s VPL2 CntRsTs  DateAndTime ,  

               s VPL2 CntRs  TruthValue ,  

               s VPL2 OutUvTs  DateAndTime,  

               s VPL2 OutUv Counter32  ,  

               s VPL2 TxPduPerSecond Float3 2 TC,  

               s VPL2 GroupUpKeyFailCntTs  DateAndTime,  

               s VPL2 GroupUpKeyFailCnt  Counter3 2  ,  

               s VPL2 KDCAuthFailCntTs  DateAndTime,  

               s VPL2 KDCAuthFailCnt  Counter32  ,  

               s VPL2 KDCSess ionKeyFailCntTs  DateAndTime,  

               s VPL2 KDCSess ionKeyFailCnt  Counter32   

        }  

 

 

    s VSVNotificationType  NOTIFICATION-TYPE  

        OBJECTS  {             

                         

               s VGroupUpKeyFailCntTs ,  

               s VGroupUpKeyFailCnt,  

               s VKDCAuthFailCntTs ,  

               s VKDCAuthFailCnt,  

               s VKDCSes sionKeyFailCntTs ,  

               s VKDCSes sionKeyFailCnt  

                }  

        S TATUS               current  

        DE SCRIPTION         " The  SVNotification  class  defines  the  content  

                             o f  the  notification  mess age  to  be  s ent  on  event  
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                             related with  the  s pecified obj ects . "  

       : : =  {  s v 1 5  }  

 

    s VSVNotification  NOTIFI CATION-GROUP  

        NOTIFICATI ONS        {  

                                s VSVNotificationType  

                            }  

        S TATUS               current  

        DESCRIPTION         " The  SVNotification  class  defines  the  content  

                             o f  the  notification  mess age  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  s v 1 6  }  

 

    s VS I PTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  SVSubcriberAs sociationIP  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " S V: : SVProvider. S I P"  

       : : =  {  s v 1 7  }  

 

    s VS I PEntry OBJECT-TYPE  

        S YNTAX  SVSubcriberAss ociationI P  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DE SCRIPTION  

                " S V: : SVProvider. S IP"  

        I NDEX    {   

               s VS I PCBRef  

                 

 }  

       : : =  {  s VS I PTable  1  }  

 

    S VSubcriberAss ociationI P: : =  

        S EQUENCE  {  

               s VS I PSrcIpAddr  I netAddress ,  

               s VS I PSrcIpAddrType  I netAddres sType,  

               s VS I PCBRef  DisplayString,  

               s VS I PCntRsTs  DateAndTime,  

               s VS I PCntRs  TruthValue ,  

               s VS I PI nOvCntTs  DateAndTime,  

               s VS I PI nOvCnt  Counter3 2  ,  

               s VS I PMes sageIntegrityFailCntTs  DateAndTime,  

               s VS I PMes sageIntegrityFailCnt  Counter32  ,  

               s VS I PRxPduPerSecond Float3 2 TC,  

               s VS I PGroupUpKeyFailCntTs  DateAndTime,  

               s VS I PGroupUpKeyFailCnt  Counter3 2  ,  

               s VS I PKDCAuthFailCntTs  DateAndTime,  

               s VS I PKDCAuthFailCnt  Counter32  ,  

               s VS I PKDCSess ionKeyFailCntTs  DateAndTime,  

               s VS I PKDCSess ionKeyFailCnt  Counter32   

        }  

 

    s VSL2 Table  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  SVSubcriberAs sociationL2  

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " S V: : SVProvider. SL2 "  

       : : =  {  s v  1 8  }  

 

    s VS L2 Entry OBJECT-TYPE  

        S YNTAX  SVSubcriberAss ociationL2  

        MAX-ACCESS   not-access ible  
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        S TATUS   current  

        DESCRIPTION  

                " S V: : SVProvider. SL2 "  

        I NDEX    {   

               s VSL2 CBRef  

                 

 }  

       : : =  {  s VSL2 Table  1  }  

 

    S VSubcriberAss ociationL2 : : =  

        S EQUENCE  {  

               s VSL2 SrcMacAddr  MacAddress ,  

               s VSL2 CBRef  DisplayString,  

               s VSL2 CntRsTs  DateAndTime,  

               s VSL2 CntRs  TruthValue ,  

               s VSL2 I nOvCntTs  DateAndTime ,  

               s VSL2 I nOvCnt  Counter3 2  ,  

               s VSL2 Mes sageIntegrityFailCntTs  DateAndTime,  

               s VSL2 Mes sageIntegrityFailCnt  Counter32  ,  

               s VSL2 RxPduPerSecond Float3 2 TC,  

               s VSL2 GroupUpKeyFailCntTs  DateAndTime,  

               s VSL2 GroupUpKeyFailCnt  Counter3 2  ,  

               s VSL2 KDCAuthFailCntTs  DateAndTime,  

               s VSL2 KDCAuthFailCnt  Counter32  ,  

               s VSL2 KDCSess ionKeyFailCntTs  DateAndTime,  

               s VSL2 KDCSess ionKeyFailCnt  Counter32   

        }  

 

    s VPI PDestIpAddr  OBJECT-TYPE  

        S YNTAX              I netAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V: : SVPublis herAs sociationI P. DestIpAddr"  

       : : =  {  s VPIPEntry 1  }  

 

    s VPI PDestIpAddrType  OBJECT-TYPE  

        S YNTAX              I netAddress Type  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         "  

                             S V: : SVPublis herAs sociationI P. DestIpAddrType"  

       : : =  {  s VPIPEntry 2  }  

 

    s VPI PCBRef  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. CBRef"  

       : : =  {  s VPIPEntry 3  }  

 

    s VPI PCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. CntRs  –  timestamp"  

       : : =  {  s VPIPEntry 4  }  

 

    s VPI PCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  
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                             o bj ects : : GSEandSVPublisherAssociation. CntRs"  

       : : =  {  s VPIPEntry 5  }  

 

    s VPI POutUvTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. OutUv –  timestamp"  

       : : =  {  s VPIPEntry 6  }  

 

    s VPIPOutUv OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. OutUv"  

       : : =  {  s VPIPEntry 7  }  

 

    s VPIPTxPduPerSecond OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. TxPduPerSecond"  

       : : =  {  s VPIPEntry 8  }  

 

    s VPIPGroupUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt  –  timestamp"  

       : : =  {  s VPIPEntry 9  }  

 

    s VPIPGroupUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt"  

       : : =  {  s VPIPEntry 1 0  }  

 

    s VPIPKDCAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt  –  timestamp"  

       : : =  {  s VPIPEntry 1 1  }  

 

    s VPIPKDCAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt"  

       : : =  {  s VPIPEntry 1 2  }  

 

    s VPIPKDCSess ionKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  
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                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt  –  timestamp"  

       : : =  {  s VPIPEntry 1 3  }  

 

    s VPI PKDCSess ionKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt"  

       : : =  {  s VPIPEntry 1 4  }  

 

    s VPL2 DestMacAddr  OBJECT-TYPE  

        S YNTAX              MacAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V: : SVPublisherAs sociationL2 . DestMacAddr"  

       : : =  {  s VPL2 Entry 1  }  

 

    s VPL2 CBRef  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. CBRef"  

       : : =  {  s VPL2 Entry 2  }  

 

    s VPL2 CntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. CntRs  –  timestamp"  

       : : =  {  s VPL2 Entry  3  }  

 

    s VPL2 CntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DE SCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. CntRs"  

       : : =  {  s VPL2 Entry  4  }  

 

    s VPL2 OutUvTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. OutUv –  timestamp"  

       : : =  {  s VPL2 Entry 5  }  

 

    s VPL2 OutUv OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. OutUv"  

       : : =  {  s VPL2 Entry 6  }  

 

    s VPL2 TxPduPerSecond OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVPublisherAssociation. TxPduPerSecond"  
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       : : =  {  s VPL2 Entry 7  }  

 

    s VPL2 GroupUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt  –  timestamp"  

       : : =  {  s VPL2 Entry 8  }  

 

    s VPL2GroupUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt"  

       : : =  {  s VPL2 Entry 9  }  

 

    s VPL2KDCAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt  –  timestamp"  

       : : =  {  s VPL2 Entry 1 0  }  

 

    s VPL2 KDCAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt"  

       : : =  {  s VPL2 Entry 1 1  }  

 

    s VPL2 KDCSess ionKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt  –  timestamp"  

       : : =  {  s VPL2 Entry 1 2  }  

 

    s VPL2 KDCSess ionKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt"  

       : : =  {  s VPL2 Entry 1 3  }  

 

    s VS I PSrcI pAddr  OBJECT-TYPE  

        S YNTAX              I netAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V: : SVSubcriberAs sociationI P. SrcI pAddr"  

       : : =  {  s VS I PEntry 1  }  

 

    s VS I PSrcI pAddrType  OBJECT-TYPE  

        S YNTAX              I netAddress Type  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         "  

                             S V: : SVSubcriberAs sociationI P. SrcI pAddrType"  

       : : =  {  s VS I PEntry 2  }  
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    s VS I PCBRef  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. CBRef"  

       : : =  {  s VS IPEntry 3  }  

 

    s VS I PCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubs criberAss ociation. CntRs  –  timestamp"  

       : : =  {  s VS I PEntry 4  }  

 

    s VS IPCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. CntRs "  

       : : =  {  s VS I PEntry 5  }  

 

    s VS IPI nOvCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. I nOvCnt  –  

timestamp"  

       : : =  {  s VS I PEntry 6  }  

 

    s VS IPI nOvCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. I nOvCnt"  

       : : =  {  s VS I PEntry 7  }  

 

    s VS IPMessageIntegrityFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             

obj ects : : GSEandSVSubscriberAss ociation. MessageIntegrityFailCnt  –  timestamp"  

       : : =  {  s VS I PEntry  8  }  

 

    s VS I PMessageIntegrityFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " S V and GSE  common  

                             

obj ects : : GSEandSVSubscriberAss ociation. MessageIntegrityFailCnt"  

       : : =  {  s VS I PEntry  9  }  

 

    s VS I PRxPduPerSecond OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " S V and GSE  common  
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                             o bj ects : : GSEandSVSubscriberAss ociation. RxPduPerSecond"  

       : : =  {  s VS IPEntry 1 0  }  

 

    s VS I PGroupUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt  –  timestamp"  

       : : =  {  s VS IPEntry 1 1  }  

 

    s VS I PGroupUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt"  

       : : =  {  s VS IPEntry 1 2  }  

 

    s VS I PKDCAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt  –  timestamp"  

       : : =  {  s VS IPEntry 1 3  }  

 

    s VS I PKDCAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt"  

       : : =  {  s VS IPEntry 1 4  }  

 

    s VS I PKDCSess ionKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt  –  timestamp"  

       : : =  {  s VS I PEntry 1 5  }  

 

    s VS I PKDCSess ionKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt"  

       : : =  {  s VS I PEntry 1 6  }  

 

    s VS L2 SrcMacAddr  OBJECT-TYPE  

        S YNTAX              MacAddress  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V: : SVSubcriberAs sociationL2 . SrcMacAddr"  

       : : =  {  s VSL2 Entry 1  }  

 

    s VS L2 CBRef  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. CBRef"  
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       : : =  {  s VSL2 Entry 2  }  

 

    s VSL2 CntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubs criberAss ociation. CntRs  –  timestamp"  

       : : =  {  s VSL2 Entry 3  }  

 

    s VS L2 CntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. CntRs "  

       : : =  {  s VSL2 Entry 4  }  

 

    s VS L2 I nOvCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. I nOvCnt  –  

timestamp"  

       : : =  {  s VSL2 Entry 5  }  

 

    s VS L2 I nOvCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. I nOvCnt"  

       : : =  {  s VSL2 Entry 6  }  

 

    s VSL2 MessageIntegrityFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             

obj ects : : GSEandSVSubscriberAss ociation. MessageIntegrityFailCnt  –  timestamp"  

       : : =  {  s VSL2 Entry  7  }  

 

    s VSL2MessageIntegrityFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " S V and GSE  common  

                             

obj ects : : GSEandSVSubscriberAss ociation. MessageIntegrityFailCnt"  

       : : =  {  s VSL2 Entry  8  }  

 

    s VSL2RxPduPerSecond OBJECT-TYPE  

        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DE SCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVSubscriberAss ociation. RxPduPerSecond"  

       : : =  {  s VSL2 Entry  9  }  

 

    s VSL2GroupUpKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

International  Electrotechnical  Commission

 



I EC 62351 -7: 201 7  © I EC  201 7  – 207  –  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt  –  timestamp"  

       : : =  {  s VSL2 Entry 1 0  }  

 

    s VSL2 GroupUpKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. GroupUpKeyFailCnt"  

       : : =  {  s VSL2 Entry 1 1  }  

 

    s VSL2 KDCAuthFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt  –  timestamp"  

       : : =  {  s VSL2 Entry 1 2  }  

 

    s VS L2 KDCAuthFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCAuthFailCnt"  

       : : =  {  s VSL2 Entry 1 3  }  

 

    s VS L2 KDCSess ionKeyFailCntTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt  –  timestamp"  

       : : =  {  s VSL2 Entry 1 4  }  

 

    s VSL2 KDCSess ionKeyFailCnt  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " S V and GSE  common  

                             o bj ects : : GSEandSVCommon. KDCSes sionKeyFailCnt"  

       : : =  {  s VSL2 Entry 1 5  }  

 

    s v-agentGroupOptional  OBJECT-GROUP   

 OBJECTS  {  

                s VCntRsTs ,  

               s VCntRs ,  

               s VDecryptFailCntTs ,  

               s VDecryptFailCnt,  

               s VPDUSiz eFailTs ,  

               s VPDUSiz eFail ,  

               s VGroupUpKeyFailCntTs ,  

               s VGroupUpKeyFailCnt,  

               s VKDCAuthFailCntTs ,  

               s VKDCAuthFailCnt,  

               s VKDCSes sionKeyFailCntTs ,  

               s VKDCSes sionKeyFailCnt,  

               s VPI PDes tIpAddr,  

               s VPI PDes tIpAddrType,  

               s VPI PCntRsTs ,  

               s VPI PCntRs ,  

               s VPI POutUvTs ,  

               s VPI POutUv,  
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               s VPI PTxPduPerSecond,  

               s VPI PGroupUpKeyFailCntTs ,  

               s VPI PGroupUpKeyFailCnt,  

               s VPI PKDCAuthFailCntTs ,  

               s VPI PKDCAuthFailCnt,  

               s VPI PKDCSess ionKeyFailCntTs ,  

               s VPI PKDCSess ionKeyFailCnt,  

               s VPL2Des tMacAddr,  

               s VPL2 CntRsTs ,  

               s VPL2 CntRs ,  

               s VPL2 OutUvTs ,  

               s VPL2 OutUv,  

               s VPL2 TxPduPerSecond,  

               s VPL2GroupUpKeyFailCntTs ,  

               s VPL2GroupUpKeyFailCnt,  

               s VPL2KDCAuthFailCntTs ,  

               s VPL2KDCAuthFailCnt,  

               s VPL2KDCSess ionKeyFailCntTs ,  

               s VPL2KDCSess ionKeyFailCnt,  

               s VS I PSrcIpAddr,  

               s VS I PSrcIpAddrType ,  

               s VS I PCntRsTs ,  

               s VS I PCntRs ,  

               s VS I PI nOvCntTs ,  

               s VS I PI nOvCnt,  

               s VS I PMes sageIntegrityFailCntTs ,  

               s VS I PMes sageIntegrityFailCnt,  

               s VS I PRxPduPerSecond,  

               s VS I PGroupUpKeyFailCntTs ,  

               s VS I PGroupUpKeyFailCnt,  

               s VS I PKDCAuthFailCntTs ,  

               s VS I PKDCAuthFailCnt,  

               s VS I PKDCSess ionKeyFailCntTs ,  

               s VS I PKDCSess ionKeyFailCnt,  

               s VSL2 SrcMacAddr,  

               s VSL2 CntRsTs ,  

               s VSL2 CntRs ,  

               s VSL2 I nOvCntTs ,  

               s VSL2 I nOvCnt,  

               s VSL2 Mes sageIntegrityFailCntTs ,  

               s VSL2 Mes sageIntegrityFailCnt,  

               s VSL2 RxPduPerSecond,  

               s VSL2 GroupUpKeyFailCntTs ,  

               s VSL2 GroupUpKeyFailCnt,  

               s VSL2 KDCAuthFailCntTs ,  

               s VSL2 KDCAuthFailCnt,  

               s VSL2 KDCSess ionKeyFailCntTs ,  

               s VSL2 KDCSess ionKeyFailCnt  

 }  

        S TATUS               current  

     DESCRIPTION         " s v-agent  optional  obj ects  group"  

       : : =  {  s v-agent  2  }  

 

    s v-agentCompliance  MODULE-COMPLI ANCE   

        S TATUS               current  

        DESCRIPTION         " s v-agent  Compliance"  

 MODULE  

   

       : : =  {  s v-agent  3  }  

 

 

END  

<CODE  ENDS>   
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Clock agent  MI B   

<CODE  BEGI NS>  

I EC-62 3 51 -CLK-MI B  DEFINITIONS: : =  BEGIN  

    I MPORTS  

    MODULE-IDENTITY,   OBJECT-I DENTITY,  

    OBJECT-TYPE,  Counter32 ,  I nteger3 2 ,  Unsigned32 ,   

    Gauge3 2 ,  TimeTicks ,  NOTIFI CATION-TYPE   

        FROM SNMPv2 -SMI  

    TEXTUAL-CONVENTION,  Dis playString,  TruthValue,  

    MacAddres s ,  PhysAddress ,  DateAndTime  

        FROM SNMPv2 -TC  

    OBJECT-GROUP,  NOTIFICATION-GROUP,  MODULE-COMPLIANCE  

        FROM SNMPv2 -CONF  

    Float3 2 TC   

  FROM FLOAT-TC-MI B  

 AppDatStKind,  PhyHealthKind,  ExtKind,  

    I ntKind,  LnkKind,  PSPAccKind,  ProtI dKind,  EventKind,  

    TimSyncI s sueKind,  S ecurityProfileKind,  TimSyncSrcKind FROM 

    I EC-62 351 -ENUM-MI B  

    I netAddressType,  I netAddress  

        FROM I NET-ADDRESS-MIB;  

   

    clock-agent  MODULE-IDENTITY  

        LAST-UPDATED        " 2 0 1 7 0 60 61 0 0 0 Z "  

        ORGANI ZATI ON        " I EC"  

        CONTACT-INFO         " I EC  TC5 7  WG1 5"  

        DE SCRIPTION         " Copyright  ( C )  I EC.  This  version  of  this  MIB  module  i s  part  

                             o f  I EC  5 7 -62 351 -7 -Ed1 .   

                             S ee  the  I EC  5 7 -62 351- 7 -Ed1  for  full  legal  notices .   

                             As  s hown  i n  Figure  2 6 ,  the  Clocks  Agent  package  

                             i ncludes  the  clock monitoring  class es . "  

 

        REVI SION             " 2 0 1 7 0 60 61 0 0 0 Z "  

        DESCRIPTION         " I EC  5 7 -62 3 51 -7 -Ed1 "  

 

       : : =  {  part7  4  }  

 

 s tandard  OBJECT  I DENTI FI ER: : =  {  i s o  0  }  

   

 i ec62 35 1   OBJECT  I DENTI FI ER: : =  {  s tandard 62 35 1  }   

 

 part7   OBJECT  I DENTIFI ER: : =  {  i ec62 3 51  7  }   

 

 application   OBJECT  I DENTIFI ER: : =  {  part7  3  }   

 

   

    clock OBJECT-I DENTI TY  

        S TATUS               current  

        DESCRIPTION         " The  Clock class  contains  the  i nformation  

                             regarding clocks . "  

       : : =  {  clock-agent  1  }  

 

    cLKclockTamperDetectedTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Clocks  Agent: : Clock. clockTamperDetected -  

                             t imestamp"  

       : : =  {  clock  1  }  

 

    cLKLas tClockHoldoverTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  
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        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Clocks  Agent: : Clock. LastClockHoldover  -  

                             t imestamp"  

       : : =  {  clock  2  }  

 

    cLKCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Clocks  Agent: : Clock. CntRs  –  times tamp"  

       : : =  {  clock  3  }  

 

    cLKCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " Clocks  Agent: : Clock. CntRs"  

       : : =  {  clock  4  }  

 

    cLKClocksTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  ClockEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " Clocks  Agent: : Clock. Clocks"  

       : : =  {  clock  5  }  

 

    cLKClocks Entry OBJECT-TYPE  

        S YNTAX  Cl ockEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " Clocks  Agent: : Clock. Clocks"  

        I NDEX    {   

               cLKEClockIndex  

  

 }  

       : : =  {  cLKClocksTable  1  }  

 

    ClockEntry: : =  

        S EQUENCE  {  

               cLKEClockAccuracy I nteger3 2 ,  

               cLKEClockIndex  Uns igned3 2 ,  

               cLKEClockIss ue  TimSyncIs sueKind,  

               cLKEClockTamperDetected TruthValue,  

               cLKETmSrc  TimSyncSrcKind,  

               cLKEHoldOver  TruthValue,  

               cLKELastSyncOffsetTs  DateAndTime,  

               cLKELastSyncOffset  Float32 TC,  

               cLKETimeSourceAvailable  TruthValue,  

               cLKETimeTraceable  TruthValue  

        }  

 

 

    cLKSecurityNotificationType  NOTI FICATION-TYPE  

        OBJECTS  {             

                         

               cLKclockTamperDetectedTs  

                }  

        S TATUS               current  

        DESCRIPTION         " The  SecurityNotification  class  defines  the  

                             c ontent  of  the  notification  message  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  
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       : : =  {  clock  6  }  

 

    cLKSecurityNotification  NOTIFICATION-GROUP  

        NOTIFICATI ONS        {  

                                cLKSecurityNotificationType  

                            }  

        S TATUS               current  

        DESCRIPTION         " The  SecurityNotification  class  defines  the  

                             c ontent  of  the  notification  message  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  clock  7  }  

 

    cLKEClockAccuracy OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Clocks  Agent: : ClockEntry. ClockAccuracy"  

       : : =  {  cLKClocksEntry 1  }  

 

    cLKEClockIndex  OBJECT-TYPE  

        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " Clocks  Agent: : ClockEntry. ClockIndex"  

       : : =  {  cLKClocksEntry 2  }  

 

    cLKEClockI ss ue  OBJECT-TYPE  

        S YNTAX              TimSyncI ssueKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Clocks  Agent: : ClockEntry. ClockI ss ue"  

       : : =  {  cLKClocksEntry 3  }  

 

    cLKEClockTamperDetected OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Clocks  

                             Agent: : ClockEntry. ClockTamperDetected"  

       : : =  {  cLKClocksEntry 4  }  

 

    cLKETmSrc  OBJECT-TYPE  

        S YNTAX              TimSyncSrcKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Clocks  Agent: : ClockEntry. TmSrc"  

       : : =  {  cLKClocksEntry 5  }  

 

    cLKEHoldOver  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Clocks  Agent: : ClockEntry. HoldOver"  

       : : =  {  cLKClocksEntry 6  }  

 

    cLKELastSyncOffsetTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Clocks  Agent: : ClockEntry. LastSyncOffset  -  

                             t imestamp"  

       : : =  {  cLKClocksEntry 7  }  

 

    cLKELastSyncOffset  OBJECT-TYPE  
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        S YNTAX              Fl oat32 TC  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Clocks  Agent: : ClockEntry. LastSyncOffset"  

       : : =  {  cLKClocksEntry 8  }  

 

    cLKETimeSourceAvailable  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Clocks  

                             Agent: : ClockEntry. TimeSourceAvailable"  

       : : =  {  cLKClocksEntry 9  }  

 

    cLKETimeTraceable  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " Clocks  Agent: : ClockEntry. TimeTraceable"  

       : : =  {  cLKClocksEntry 1 0  }  

 

    clock-agentGroupOptional  OBJECT-GROUP   

 OBJECTS  {  

                cLKclockTamperDetectedTs ,  

               cLKLas tClockHoldoverTs ,  

               cLKCntRsTs ,  

               cLKCntRs ,  

               cLKEClockAccuracy,  

               cLKEClockI ss ue,  

               cLKEClockTamperDetected,  

               cLKETmSrc,  

               cLKEHoldOver,  

               cLKELastSyncOffsetTs ,  

               cLKELastSyncOffset,  

               cLKETimeSourceAvailable,  

               cLKETimeTraceable  

 }  

        S TATUS               current  

     DESCRIPTION         " cl ock-agent  optional  obj ects  group"  

       : : =  {  clock-agent  2  }  

 

    clock-agentCompliance  MODULE-COMPLI ANCE   

        S TATUS               current  

        DESCRIPTION         " clock-agent  Compliance"  

 MODULE  

   

       : : =  {  clock-agent  3  }  

 

 

END  

<CODE  ENDS>   

I nterfaces  agent  MIB   

<CODE  BEGI NS>  

I EC-62 3 51-INT-MI B  DEFINITIONS: : =  BEGIN  

    I MPORTS  

    MODULE-IDENTITY,   OBJECT-I DENTITY,  

    OBJECT-TYPE,  Counter32 ,  I nteger3 2 ,  Unsigned32 ,   

    Gauge3 2 ,  TimeTicks ,  NOTIFI CATION-TYPE   

        FROM SNMPv2 -SMI  

    TEXTUAL-CONVENTION,  Dis playString,  TruthValue,  

    MacAddres s ,  PhysAddress ,  DateAndTime  
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        FROM SNMPv2 -TC  

    OBJECT-GROUP,  NOTIFICATION-GROUP,  MODULE-COMPLIANCE  

        FROM SNMPv2 -CONF 

    Float3 2 TC   

  FROM FLOAT-TC-MI B  

 AppDatStKind,  PhyHealthKind,  ExtKind,  

    I ntKind,  LnkKind,  PSPAccKind,  ProtI dKind,  EventKind,  

    TimSyncI s sueKind,  S ecurityProfileKind,  TimSyncSrcKind FROM 

    I EC-62 351 -ENUM-MI B  

    I netAddressType,  I netAddress  

        FROM I NET-ADDRESS-MIB;  

   

    i nterfaces-agent  MODULE-IDENTITY  

        LAST-UPDATED         " 2 0 1 7 0 60 61 0 0 0 Z"  

        ORGANI ZATI ON        " I EC"  

        CONTACT-INFO         " I EC  TC5 7  WG1 5"  

        DESCRIPTION         " Copyright  ( C )  I EC.  This  version  of  this  MI B  module  i s  part  

                             o f  I EC  5 7 -62 351 -7 -Ed1 .   

                             S ee  the  I EC  5 7 -62 351 - 7 -Ed1  for  full  legal  notices .   

                             As  s hown  i n  Figure  2 5 ,  the  I nterfaces  Agent  

                             package  contains  the  obj ect  descriptions  to  be  

                             provided i n  order  to  monitor  the  I ED  I nterfaces  s tate  and 

                             behaviour. "  

 

        REVI SION             " 2 0 1 7 0 60 61 0 0 0 Z "  

        DE SCRIPTION         " I EC  5 7 -62 3 51 -7 -Ed1 "  

 

       : : =  {  part7  5  }  

 

 s tandard  OBJECT  I DENTI FI ER: : =  {  i so  0  }  

   

 i ec62 35 1   OBJECT  I DENTI FI ER: : =  {  s tandard 62 35 1  }   

 

 part7   OBJECT  I DENTIFI ER: : =  {  iec62 3 51  7  }   

 

 application   OBJECT  I DENTIFI ER: : =  {  part7  3  }   

 

   

    i nterfaces  OBJECT-I DENTITY  

        S TATUS               current  

        DESCRIPTION         " The  I nterfaces  class  i s  a  s et  of  obj ects  that  

                             i ncludes  the  hardware  interfaces  of  the  device. "  

       : : =  {  i nterfaces-agent  1  }  

 

    i ntserAvail  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : Interfaces . s erAvail"  

       : : =  {  i nterfaces  1  }  

 

    i ntserActiveTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : Interfaces . s erActive  -  

                             t imestamp"  

       : : =  {  i nterfaces  2  }  

 

    i ntserActive  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . s erActive"  
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       : : =  {  i nterfaces  3  }  

 

    i ntserFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . s erFail  -  

                             t imestamp"  

       : : =  {  i nterfaces  4  }  

 

    i ntserFail  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . s erFail"  

       : : =  {  i nterfaces  5  }  

 

    i ntethAvail  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . ethAvail"  

       : : =  {  i nterfaces  6  }  

 

    i ntethActiveTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . ethActive  -  

                             t imestamp"  

       : : =  {  i nterfaces  7  }  

 

    i ntethActive  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . ethActive"  

       : : =  {  i nterfaces  8  }  

 

    i ntethFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . ethFail  -  

                             t imestamp"  

       : : =  {  interfaces  9  }  

 

    i ntethFail  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DE SCRIPTION         " I nterfaces  Agent: : I nterfaces . ethFail"  

       : : =  {  i nterfaces  1 0  }  

 

    i ntalgAvail  OBJECT-TYPE  

        S YNTAX              I nteger32  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : Interfaces . algAvail"  

       : : =  {  i nterfaces  1 1  }  

 

    i ntalgActiveTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 
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        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . algActive  -  

                             t imestamp"  

       : : =  {  i nterfaces  1 2  }  

 

    i ntalgActive  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . algActive"  

       : : =  {  i nterfaces  1 3  }  

 

    i ntalgFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . algFail  -  

                             t imestamp"  

       : : =  {  i nterfaces  1 4  }  

 

    i ntalgFail  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . algFail"  

       : : =  {  i nterfaces  1 5  }  

 

    i ntkeyAvail  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . keyAvail"  

       : : =  {  interfaces  1 6  }  

 

    i ntkeyActiveTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . keyActive  -  

                             t imestamp"  

       : : =  {  interfaces  1 7  }  

 

    i ntkeyActive  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DE SCRIPTION         " I nterfaces  Agent: : I nterfaces . keyActive"  

       : : =  {  i nterfaces  1 8  }  

 

    i ntkeyFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : Interfaces . keyFail  -  

                             t imestamp"  

       : : =  {  i nterfaces  1 9  }  

 

    i ntkeyFail  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : Interfaces . keyFail"  

       : : =  {  i nterfaces  2 0  }  
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    i ntusbAvail  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . usbAvail"  

       : : =  {  i nterfaces  2 1  }  

 

    i ntusbActiveTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . usbActive  -  

                             t imestamp"  

       : : =  {  i nterfaces  2 2  }  

 

    i ntusbActive  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . usbActive"  

       : : =  {  i nterfaces  2 3  }  

 

    i ntusbFailTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . usbFail  -  

                             t imestamp"  

       : : =  {  interfaces  2 4  }  

 

    i ntusbFail  OBJECT-TYPE  

        S YNTAX              I nteger3 2  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterfaces . usbFail"  

       : : =  {  interfaces  2 5  }  

 

    i ntSERTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  SEREntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DE SCRIPTION  

                " I nterfaces  Agent: : I nterfaces . SER"  

       : : =  {  i nterfaces  2 6  }  

 

    i ntSEREntry OBJECT-TYPE  

        S YNTAX  S EREntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DE SCRIPTION  

                " I nterfaces  Agent: : I nterfaces . SER"  

        I NDEX    {   

               s ERID  

                 

 }  

       : : =  {  i ntSERTable  1  }  

 

    S EREntry: : =  

        S EQUENCE  {  

               s ERByteI nTs  DateAndTime,  

               s ERByteI n  Counter3 2  ,  

               s ERByteOutTs  DateAndTime,  

               s ERByteOut  Counter32  ,  

               s ERID  Unsigned3 2 ,  
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               s ERDes cr  Dis playString,  

               s ERI ntType  I ntKind,  

               s EROperableTs  DateAndTime,  

               s EROperable  TruthValue,  

               s EROnlineTs  DateAndTime,  

               s EROnline  TruthValue,  

               s ERFaultyTs  DateAndTime,  

               s ERFaulty TruthValue,  

               s ERCntRsTs  DateAndTime,  

               s ERCntRs  TruthValue  

        }  

 

    i ntETHTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  ETHEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I nterfaces  Agent: : I nterfaces . ETH"  

       : : =  {  i nterfaces  2 7  }  

 

    i ntETHEntry OBJECT-TYPE  

        S YNTAX  ETHEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I nterfaces  Agent: : I nterfaces . ETH"  

        I NDEX    {   

               e THID  

                 

 }  

       : : =  {  i ntETHTable  1  }  

 

    E THEntry: : =  

        S EQUENCE  {  

               e THID  Unsigned3 2 ,  

               e THDes cr  Dis playString,  

               e THI ntType  I ntKind,  

               e THOperableTs  DateAndTime,  

               e THOperable  TruthValue,  

               e THOnlineTs  DateAndTime,  

               e THOnline  TruthValue,  

               e THFaultyTs  DateAndTime,  

               e THFaulty TruthValue,  

               e THCntRsTs  DateAndTime,  

               e THCntRs  TruthValue  

        }  

 

    i ntUSBTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  USBEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I nterfaces  Agent: : I nterfaces . USB"  

       : : =  {  i nterfaces  2 8  }  

 

    i ntUSBEntry OBJECT-TYPE  

        S YNTAX  US BEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I nterfaces  Agent: : I nterfaces . USB"  

        I NDEX    {   

               uSBID  
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 }  

       : : =  {  i ntUSBTable  1  }  

 

    USBEntry: : =  

        S EQUENCE  {  

               uSBID  Unsigned3 2 ,  

               uSBDes cr  Dis playString,  

               uSBI ntType  I ntKind,  

               uSBOperableTs  DateAndTime,  

               uSBOperable  TruthValue,  

               uSBOnlineTs  DateAndTime,  

               uSBOnline  TruthValue,  

               uSBFaultyTs  DateAndTime,  

               uSBFaulty TruthValue,  

               uSBCntRsTs  DateAndTime,  

               uSBCntRs  TruthValue  

        }  

 

    i ntKEYTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  KEYEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I nterfaces  Agent: : I nterfaces . KEY"  

       : : =  {  i nterfaces  2 9  }  

 

    i ntKEYEntry OBJECT-TYPE  

        S YNTAX  KEYEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I nterfaces  Agent: : I nterfaces . KEY"  

        I NDEX    {   

               kEYID  

                 

 }  

       : : =  {  i ntKEYTable  1  }  

 

    KEYEntry: : =  

        S EQUENCE  {  

               kEYLockedTs  DateAndTime,  

               kEYLocked TruthValue,  

               kEYID  Unsigned3 2 ,  

               kEYDes cr  Dis playString,  

               kEYI ntType  I ntKind,  

               kEYOperableTs  DateAndTime,  

               kEYOperable  TruthValue,  

               kEYOnlineTs  DateAndTime,  

               kEYOnline  TruthValue,  

               kEYFaultyTs  DateAndTime,  

               kEYFaulty TruthValue,  

               kEYCntRsTs  DateAndTime,  

               kEYCntRs  TruthValue  

        }  

 

    i ntALGTable  OBJECT-TYPE  

        S YNTAX  S EQUENCE  OF  ALGEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I nterfaces  Agent: : I nterfaces . ALG"  

       : : =  {  i nterfaces  3 0  }  

 

    i ntALGEntry OBJECT-TYPE  
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        S YNTAX  ALGEntry 

        MAX-ACCESS   not-access ible  

        S TATUS   current  

        DESCRIPTION  

                " I nterfaces  Agent: : I nterfaces . ALG"  

        I NDEX    {   

               aLGID  

                 

 }  

       : : =  {  i ntALGTable  1  }  

 

    ALGEntry: : =  

        S EQUENCE  {  

               aLGID  Unsigned3 2 ,  

               aLGDes cr  Dis playString,  

               aLGI ntType  I ntKind,  

               aLGOperableTs  DateAndTime,  

               aLGOperable  TruthValue,  

               aLGOnlineTs  DateAndTime,  

               aLGOnline  TruthValue,  

               aLGFaultyTs  DateAndTime,  

               aLGFaulty TruthValue,  

               aLGCntRsTs  DateAndTime,  

               aLGCntRs  TruthValue  

        }  

 

 

    i ntNotificationType  NOTIFI CATION-TYPE  

        OBJECTS  {             

                         

               i ntserActiveTs ,  

               i ntserActive ,  

               i ntserFailTs ,  

               i ntserFail ,  

               i ntethActiveTs ,  

               i ntethActive ,  

               i ntethFailTs ,  

               i ntethFail ,  

               i ntalgActiveTs ,  

               i ntalgActive ,  

               i ntalgFailTs ,  

               i ntalgFail ,  

               i ntkeyActiveTs ,  

               i ntkeyActive ,  

               i ntkeyFailTs ,  

               i ntkeyFail ,  

               i ntusbActiveTs ,  

               i ntusbActive ,  

               i ntusbFailTs ,  

               i ntusbFail  

                }  

        S TATUS               current  

        DESCRIPTION         " The  Notification  clas s  defines  the  content  of  

                             t he  notification  mess age  to  be  s ent  on  event  

                             related with  the  s pecified obj ects . "  

       : : =  {  i nterfaces  3 1  }  

 

    i ntNotification  NOTIFICATI ON-GROUP  

        NOTIFICATI ONS        {  

                                i ntNotificationType  

                            }  

        S TATUS               current  

        DESCRIPTION         " The  Notification  clas s  defines  the  content  of  

                             t he  notification  mess age  to  be  s ent  on  event  
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                             related with  the  s pecified obj ects . "  

       : : =  {  i nterfaces  3 2  }  

 

    eTHID  OBJECT-TYPE  

        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. I D"  

       : : =  {  i ntETHEntry 1  }  

 

    eTHDes cr  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Descr"  

       : : =  {  i ntETHEntry 2  }  

 

    eTHI ntType  OBJECT-TYPE  

        S YNTAX              I ntKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. I ntType"  

       : : =  {  i ntETHEntry 3  }  

 

    eTHOperableTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Operable  -  

                             t imestamp"  

       : : =  {  i ntETHEntry 4  }  

 

    eTHOperable  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Operable"  

       : : =  {  i ntETHEntry 5  }  

 

    eTHOnlineTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Online  -  

                             t imestamp"  

       : : =  {  i ntETHEntry 6  }  

 

    eTHOnline  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Online"  

       : : =  {  i ntETHEntry 7  }  

 

    eTHFaultyTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Faulty -  

                             t imestamp"  

       : : =  {  i ntETHEntry 8  }  

 

    eTHFaulty OBJECT-TYPE  

        S YNTAX              TruthValue  
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        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Faulty"  

       : : =  {  i ntETHEntry 9  }  

 

    eTHCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. CntRs  -  

                             t imestamp"  

       : : =  {  i ntETHEntry 1 0  }  

 

    eTHCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. CntRs "  

       : : =  {  i ntETHEntry 1 1  }  

 

    kEYLockedTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : KEYEntry. Locked -  

                             t imestamp"  

       : : =  {  i ntKEYEntry 1  }  

 

    kEYLocked OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : KEYEntry. Locked"  

       : : =  {  i ntKEYEntry 2  }  

 

    kEYID  OBJECT-TYPE  

        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. I D"  

       : : =  {  i ntKEYEntry 3  }  

 

    kEYDes cr  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Descr"  

       : : =  {  i ntKEYEntry 4  }  

 

    kEYI ntType  OBJECT-TYPE  

        S YNTAX              I ntKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. I ntType"  

       : : =  {  i ntKEYEntry 5  }  

 

    kEYOperableTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Operable  -  

                             t imestamp"  

       : : =  {  i ntKEYEntry 6  }  
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    kEYOperable  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Operable"  

       : : =  {  i ntKEYEntry 7  }  

 

    kEYOnlineTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Online  -  

                             t imestamp"  

       : : =  {  i ntKEYEntry 8  }  

 

    kEYOnline  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Online"  

       : : =  {  i ntKEYEntry 9  }  

 

    kEYFaultyTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Faulty -  

                             t imestamp"  

       : : =  {  i ntKEYEntry 1 0  }  

 

    kEYFaulty OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Faulty"  

       : : =  {  i ntKEYEntry 1 1  }  

 

    kEYCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. CntRs  -  

                             t imestamp"  

       : : =  {  i ntKEYEntry 1 2  }  

 

    kEYCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. CntRs "  

       : : =  {  i ntKEYEntry 1 3  }  

 

    s ERByteInTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : SEREntry. ByteIn  -  

                             t imestamp"  

       : : =  {  i ntSEREntry 1  }  

 

    s ERByteIn  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  
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        DESCRIPTION         " I nterfaces  Agent: : SEREntry. ByteIn"  

       : : =  {  i ntSEREntry 2  }  

 

    s ERByteOutTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : SEREntry. ByteOut  -  

                             t imestamp"  

       : : =  {  i ntSEREntry 3  }  

 

    s ERByteOut  OBJECT-TYPE  

        S YNTAX              Counter3 2   

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : SEREntry. ByteOut"  

       : : =  {  i ntSEREntry 4  }  

 

    s ERID  OBJECT-TYPE  

        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. I D"  

       : : =  {  i ntSEREntry 5  }  

 

    s ERDes cr  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Descr"  

       : : =  {  i ntSEREntry 6  }  

 

    s ERI ntType  OBJECT-TYPE  

        S YNTAX              I ntKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. I ntType"  

       : : =  {  i ntSEREntry 7  }  

 

    s EROperableTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Operable  -  

                             t imestamp"  

       : : =  {  i ntSEREntry 8  }  

 

    s EROperable  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Operable"  

       : : =  {  i ntSEREntry 9  }  

 

    s EROnlineTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Online  -  

                             t imestamp"  

       : : =  {  i ntSEREntry 1 0  }  

 

    s EROnline  OBJECT-TYPE  

        S YNTAX              TruthValue  
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        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Online"  

       : : =  {  i ntSEREntry 1 1  }  

 

    s ERFaultyTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Faulty -  

                             t imestamp"  

       : : =  {  i ntSEREntry 1 2  }  

 

    s ERFaulty OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Faulty"  

       : : =  {  i ntSEREntry 1 3  }  

 

    s ERCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. CntRs  -  

                             t imestamp"  

       : : =  {  i ntSEREntry 1 4  }  

 

    s ERCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. CntRs "  

       : : =  {  i ntSEREntry 1 5  }  

 

    aLGID  OBJECT-TYPE  

        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. I D"  

       : : =  {  i ntALGEntry 1  }  

 

    aLGDes cr  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Descr"  

       : : =  {  i ntALGEntry 2  }  

 

    aLGI ntType  OBJECT-TYPE  

        S YNTAX              I ntKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. I ntType"  

       : : =  {  i ntALGEntry 3  }  

 

    aLGOperableTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Operable  -  

                             t imestamp"  

       : : =  {  i ntALGEntry 4  }  
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    aLGOperable  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Operable"  

       : : =  {  i ntALGEntry 5  }  

 

    aLGOnlineTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Online  -  

                             t imestamp"  

       : : =  {  i ntALGEntry 6  }  

 

    aLGOnline  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Online"  

       : : =  {  i ntALGEntry 7  }  

 

    aLGFaultyTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Faulty -  

                             t imestamp"  

       : : =  {  i ntALGEntry 8  }  

 

    aLGFaulty OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Faulty"  

       : : =  {  i ntALGEntry 9  }  

 

    aLGCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. CntRs  -  

                             t imestamp"  

       : : =  {  i ntALGEntry 1 0  }  

 

    aLGCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. CntRs "  

       : : =  {  i ntALGEntry 1 1  }  

 

    uSBID  OBJECT-TYPE  

        S YNTAX              Unsigned32  

        MAX-ACCESS           not-accessible  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. I D"  

       : : =  {  i ntUSBEntry 1  }  

 

    uSBDes cr  OBJECT-TYPE  

        S YNTAX              Di splayString  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Descr"  
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       : : =  {  i ntUSBEntry 2  }  

 

    uSBI ntType  OBJECT-TYPE  

        S YNTAX              I ntKind 

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. I ntType"  

       : : =  {  i ntUSBEntry 3  }  

 

    uSBOperableTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Operable  -  

                             t imestamp"  

       : : =  {  i ntUSBEntry 4  }  

 

    uSBOperable  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Operable"  

       : : =  {  i ntUSBEntry 5  }  

 

    uSBOnlineTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Online  -  

                             t imestamp"  

       : : =  {  i ntUSBEntry 6  }  

 

    uSBOnline  OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Online"  

       : : =  {  i ntUSBEntry 7  }  

 

    uSBFaultyTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Faulty -  

                             t imestamp"  

       : : =  {  i ntUSBEntry 8  }  

 

    uSBFaulty OBJECT-TYPE  

        S YNTAX              TruthValue  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. Faulty"  

       : : =  {  i ntUSBEntry 9  }  

 

    uSBCntRsTs  OBJECT-TYPE  

        S YNTAX              DateAndTime  

        MAX-ACCESS           read-only 

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. CntRs  -  

                             t imestamp"  

       : : =  {  i ntUSBEntry 1 0  }  

 

    uSBCntRs  OBJECT-TYPE  

        S YNTAX              TruthValue  
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        MAX-ACCESS           read-write  

        S TATUS               current  

        DESCRIPTION         " I nterfaces  Agent: : I nterface. CntRs "  

       : : =  {  i ntUSBEntry 1 1  }  

 

    i nterfaces-agentGroupOptional  OBJECT-GROUP   

 OBJECTS  {  

                i ntserAvail ,  

               i ntserActiveTs ,  

               i ntserActive ,  

               i ntserFailTs ,  

               i ntserFail ,  

               i ntethAvail,  

               i ntethActiveTs ,  

               i ntethActive ,  

               i ntethFailTs ,  

               i ntethFail ,  

               i ntalgAvail ,  

               i ntalgActiveTs ,  

               i ntalgActive ,  

               i ntalgFailTs ,  

               i ntalgFail ,  

               i ntkeyAvail,  

               i ntkeyActiveTs ,  

               i ntkeyActive ,  

               i ntkeyFailTs ,  

               i ntkeyFail ,  

               i ntusbAvail,  

               i ntusbActiveTs ,  

               i ntusbActive ,  

               i ntusbFailTs ,  

               i ntusbFail ,  

               e THDes cr,  

               e THI ntType,  

               e THOperableTs ,  

               e THOperable,  

               e THOnlineTs ,  

               e THOnline,  

               e THFaultyTs ,  

               e THFaulty,  

               e THCntRsTs ,  

               e THCntRs ,  

               kEYLockedTs ,  

               kEYLocked,  

               kEYDes cr,  

               kEYI ntType,  

               kEYOperableTs ,  

               kEYOperable,  

               kEYOnlineTs ,  

               kEYOnline,  

               kEYFaultyTs ,  

               kEYFaulty,  

               kEYCntRsTs ,  

               kEYCntRs ,  

               s ERByteI nTs ,  

               s ERByteI n,  

               s ERByteOutTs ,  

               s ERByteOut,  

               s ERDes cr,  

               s ERI ntType,  

               s EROperableTs ,  

               s EROperable,  

               s EROnlineTs ,  

               s EROnline,  
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               s ERFaultyTs ,  

               s ERFaulty,  

               s ERCntRsTs ,  

               s ERCntRs ,  

               aLGDes cr,  

               aLGI ntType,  

               aLGOperableTs ,  

               aLGOperable,  

               aLGOnlineTs ,  

               aLGOnline,  

               aLGFaultyTs ,  

               aLGFaulty,  

               aLGCntRsTs ,  

               aLGCntRs ,  

               uSBDes cr,  

               uSBI ntType,  

               uSBOperableTs ,  

               uSBOperable,  

               uSBOnlineTs ,  

               uSBOnline,  

               uSBFaultyTs ,  

               uSBFaulty,  

               uSBCntRsTs ,  

               uSBCntRs  

 }  

        S TATUS               current  

     DESCRIPTION         " interfaces-agent  optional  obj ects  group"  

       : : =  {  i nterfaces-agent  2  }  

 

    i nterfaces-agentCompliance  MODULE-COMPLI ANCE   

        S TATUS               current  

        DESCRIPTION         " i nterfaces-agent  Compliance"  

 MODULE  

   

       : : =  {  i nterfaces-agent  3  }  

 

 

END  

 

<CODE  ENDS>  
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Annex B  
(informative)  

 
Mapping  of relevant IEC 61 850  Objects  

I EC 61 850-7-4  standard  obj ects  have  been  reviewed  and   re levant  I EC 62351 -7  obj ects  have  
been  compared  considering  however that I EC 62351 -7  mon i toring  objects  wi l l  a lso  appl y to  
devices  and  protocols  that  wi l l  not  implement I EC  61 850-7-4.  

Table  B . 1  reports  the  objects  that have  been  i denti fi ed  i n  I EC  61 850-7-4  for a  mapping  or a  
re lationsh ip  defin i ti on  wi th  I EC  62351 -7  objects.  

Table  B. 1  – IEC  61 850-7-4 objects  mapping  

IEC  61 850-7-4 
object  

IEC  62351 -7  object  Comparison  and  action  

LPHD.PhyNam  I ED. Location  I ED. Location  g i ves  the  physica l  i nsta l l ati on  coord i nates  
(geograph ical  and  pl an t  l ocati on ).  The  Locati on  attri bu te  may be  
correlated  wi th  the  l ati tude  and  l ong i tude  attri bu tes  of PhyNam,  
that  i s  the  name pl ate  of the  physical  device.  These  two obj ects  
can  have  d i fferent  semantics  i f I EC 61 850-7-4  i s  not  
implemented .  

LPHD.PhyHeal th  I ED.PhyHeal th  These  two  obj ects  share  a  s im i l ar  semantics.  Object  name has  
been  a l i gned .  

GSAL.SvcViol  I ED.SvcViol  Both  obj ects  are  coun ters  of the  number of attempts  to  wri te  
i nval i d  data,  i ncl ud i ng  ou t-of-range  and  access  role  vio l ati on .  
The  name  and  the  descri pti ons  have  been  a l i gned .  

GSAL.AcsCtlFai l  ACSI .AcsCtlFai l  The  semantics  of the  I EC 62351 -7  agen t i s  a  counter of the  
number of i ncom ing  setti ng  g roup  requests  for wh ich  a  pri vi l ege  
error/access  control  error has  been  detected .  The  name  and  the  
descripti ons  have  been  a l i gned  to  the  I EC 61 850-7-4  name  and  
desccription .  

GSAL.AuthFai l  ACSI .AuthFai l  The  two obj ects  share  the  same  semantics .  The  object  name 
has  been  a l i gned  to  the  I EC 61 850-7-4  name.  

LCCH. I nOv I ED. I nOvCnt  Both  obj ects  refer to  i npu t  overfl ows.  However the  common  data  
cl ass  of LCCH. I nOv has  a  Bool ean  val ue,  wh i l e  the  abstract 
type  of I ED. I nOv i s  a  time  stamped  counter.  Th i s  i s  reasonabl e  
and  due  to  the  d i fferen t pu rposes  of the  two standards.  The  
“Cn t”  su ffi x has  been  i n troduced  i n  the  I EC 62351  agen t i n  order 
to  avoid  poss ible  confus ion .  

LTMS.TmSrc ClockEntry. TmSrc The  two obj ects  share  the  same  semantics .  The  object  name 
has  been  a l i gned  to  the  I EC 61 850-7-4  name.  
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